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Abstract

cilities more accessible, making media literacy a major source of digital engage-

ment and empowerment. Nevertheless, even with the similar accessibility and
technical skills, there are still significant gender differences in the online interaction
especially in the discussion of the public and politics. This paper explores the con-
nection between media literacy, digital confidence and online participation through
a gendered perspective, discussing why participants with the same level of media lit-
eracy skills have varied levels of participation with particular attention to the role of
online harassment, self-efficacy and social norms. It used a mixed-methods approach,
which involves quantitative surveys and qualitative interviews to obtain both quantifi-
able trends and experiences. The results indicate that men and women show the same
level of media literacy and misinformation detection, but women report lower levels of
digital confidence and are less involved in visible online behaviors. Online harassment,
and its threat, serves as a significant obstacle to engagement, resulting in self-censor-
ship and less visibility. These trends are also supported by social norms that do not en-
courage women to express themselves assertively. Notably, non-participation tends to
be a strategic reaction to the risk perceived, but not necessarily lack of capability. The
research finds that digital participation is not only a skill-based process but also safety,
confidence, and structural conditions. It suggests gender sensitivity in media literacy
programs, increased online safety measures, and the encouragement of inclusive on-
line spaces that allow all users to participate meaningfully.

I I The growth of digital technologies has made information and communication fa-
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. Introduction

The blistering development of digital technologies has changed the way people re-
ceive information, communicate and are involved in the life of the community. The
high penetration of the internet and the use of social media has introduced new ave-
nues of civic participation, sharing of knowledge and democratic participation. In this
topography, media literacy has become an essential competence, preparing one with
the ability to operate in difficult information spaces, assess media and make valuable
contributions to online dialogue. Consequently, policymakers, educators, and develop-
ment practitioners have been increasingly putting media and information literacy as a
gateway to digital empowerment and inclusion.

One of the underlying assumptions of a lot of digital inclusion efforts is that access
to digital technologies and media literacy will be equal, and will inevitably lead to an
equal contribution to the online space. These efforts have thus been more centered
on enhancing access to devices, internet connectivity and technical skills. But new
findings indicate that this association is much more complicated. Access and skills are
conditions required to participate, but they are not enough to ensure participation.
Enduring trends of inequalities in digital interaction, especially gender-based ones,
cannot be attributed solely to the disparities in competence or access.

The difference in the number of men and women who engage in online discussions is
one of the most vivid examples of this disparity. Although the education and digital literacy
of women are similar, they are less seen on the internet when it comes to online discourse
particularly in fields like politics, governance and other social fronts. Such difference begs
some significant questions regarding the factors that influence digital participation and
disproves the idea that competence is automatically converted into engagement.

An increasing literature indicates the influence of online harassment, social norms,
and confidence in the development of these results. The digital spaces may create risks
of cyberbullying, hate speech, and gender-based abuse, not evenly distributed, making
users vulnerable to them. Such interactions are more likely to be threatening or dis-
couraging to women and are more likely to target them. As a reaction to this, most
people implement protective measures, such as not being visible, not raising contro-
versial issues, or not participating in a conversation at all. These strategies are rational
and adaptive, but they frequently lead to decreased involvement and voice in the online
environment.

In addition to external risks, internal factors like self-efficacy are important. The
belief in the possibility of effective interaction in online discussions is the factor that
contributes to the participation of people in the discussion or their active role as spec-
tators. Although people may have the required skills, reduced confidence may become
the obstacle to participation- a distance that tends to be influenced by the more gener-
al social and cultural norms of roles and abilities in the life of the community.

There is also no homogenous experience of digital inequality among women. The
disparities in education, socioeconomic status, religion, and other social identities may




enhance or reduce the issues related to online participation. The combination of these
overlapping influences results in different experiences and highlights the necessity of
a delicate interpretation of digital engagement that goes beyond the generalized as-
sumptions about gender. In spite of these complexities, most of the current media lit-
eracy frameworks still focus on technical skills and critical thinking and little on the
larger social and structural contexts that shape participation. This leaves a disjuncture
between what people can do and what they feel safe or comfortable to do in reality, a
disjuncture that threatens to make digital empowerment initiatives incomplete.

The reason why this study is undertaken is to fill the gap by exploring the connec-
tion between media literacy, digital confidence, and online participation in a gendered
way and attempts to comprehend why people of the same competence have different
engagement patterns. In particular, the paper examines the interaction of online har-
assment, social norms and self-efficacy with gender to vield unequal participation ef-
fects. The study will help to fill the gap of a more comprehensive and fairer approach
to digital inclusion that focuses not just on equipping people with the required skills
but also on their freedom and safety to exercise them.

). Literature review

Media literacy has broadened its technical competence foundation towards a wider
and critical theory that involves the capacity to read, analyze, evaluate, and produce
digital messages in very complex socio-political contexts. Modern research underlines
that in addition to functional capabilities, media literacy is a critical understanding
of the mechanisms of power within media systems where the voices of certain people
are enhanced and those of others are ignored (Lahdesmaki and Maunula, 2023). This
broadened knowledge is especially pertinent in online spaces where algorithmic de-
signs, platform regulations, and cultural practices intersect to affect engagement.

Digital participation describes the degree and character of involvement of individ-
uals in internet activities like content production, politics, and citizenship. Although
the initial literature on digital divide held a belief that access to technology will auto-
matically result in participation, recent research has disproved this notion and showed
that other social, cultural, and psychological factors mediate participation (Saud et al.,
2023). The mere presence, therefore, does not imply meaningful interaction, especially
to the marginalized groups.

Online harassment has become an important aspect that determines digital partici-
pation particularly among women. Gender-based abuse (trolling, cyberstalking, and hate
speech) forms hostile online spaces, which deter active participation and encourage
self-censorship (Celuch et al., 2024). In response, women tend to restrict self-disclosure,
evade controversial issues, or retreat into the sphere of online communication, high-
lighting the role of perceived and experienced risk in influencing online behavior. Digital
engagement is further mediated by self-efficacy which is the belief of an individual to ac-
complish certain tasks. Regular studies demonstrate that women report a lower level of




digital self-efficacy in comparison with men, which leads to a decrease in participation
even with equal competence levels (Mansouri, 2025). Such a lack of trust is frequently
supported by bad experiences online and social norms about gendered action.

Intersectionality offers a critical approach to interpreting the interaction of over-
lapping identities such as gender, class, religion, and education to create distinct ex-
periences of disadvantage (Tsatsou, 2022). Instead of viewing women as a homogene-
ous group, this framework emphasizes that women of lower socioeconomic status or
minority groups can experience compounded barriers, such as a lack of resources,
increased exposure to harassment, and greater social restraints on expression.

The theoretical framework of the study incorporates the feminist theory of media,
intersectionality, and theory of digital inequality. Feminist media theory is the study of
how the media systems reproduce gendered relations of power, privileging some voices
over others, prefiguring the problem of representation, agency, and structural inequal-
ity (Deepika, 2025). This is complemented by digital inequality theory, which shows
that inequality in digital engagement remains even in case access is equivalent due to
differences in skills, patterns of use, and social background (Raihan et al., 2025). These
frameworks collectively give a wholesome perspective to the analysis of the interaction
between media literacy, gender and participation.

An increasing number of empirical studies report continuous gender inequalities in
digital engagement. Even when women have equal access to and technical competence,
they are always less likely to become involved in online political discourses and other
more visible forms of participation (Lilleker et al., 2023). This difference has been at-
tributed to reduced digital self-efficacy and increased fear of voicing opinions publicly
online.One of the major causes of such differences is online harassment. Gender-based
abuse targets women disproportionately, contributing to self-censorship and a lack of
engagement (Hameduddin & Lee, 2023). More importantly, the risk of harassment (not
necessarily experienced) has a chilling effect that reduces participation, and perceived
risk is analytically important as much as are reported cases.

The academic discourse has been progressively moving out of the technical pro-
ficiency to preempt structural and social sources of digital inequality. Whereas the
initial studies focused on digital literacy as the enabling factor of participation, more
recent literature claims that social norms, platform governance, and power relations
within them have a greater impact (Saud et al., 2023). Related is the debate on the dif-
ference between access and meaningful participation: with the digital technologies be-
coming more accessible, scholars believe that meaningful participation also demands
a safe and positive environment with no harassment and discrimination (Ladhdesmaéki
and Maunula, 2023).

Creating tension between empowerment and digital risk is another recurring theme,
although digital platforms are often presented as the democratization of spaces, they
also subject users, especially women, to novel forms of vulnerability, which is why it
is essential to ask what circumstances are prerequisite to the concept of participation

being truly empowering.




Regardless of these developments, there are significant gaps. Most of the current
models of media and information literacy (MIL) still focus on technical skills without
considering social and cultural influences that determine the application of these
skills in practice. There is little qualitative research on how women navigate the risks
of digital life and form everyday coping practices. Intersectional viewpoints are often
immature, and much of the research has not adequately considered the way that many,
overlapping identities lead to varied digital experiences. Together, these gaps indicate
the necessity of more comprehensive frameworks that would combine technical, so-
cial, and structural aspects of digital engagement.

2.1. Study Contribution

The research contributes to the body of research on media literacy and digital par-
ticipation in a number of ways. First, it fills the gap between media literacy skills and
actual participation by showing that competency is not enough to engage. The research
questions the idea that the increase in digital skills will automatically lead to more
participation by focusing on perceived and experienced risk.

Second, it presents a risk-based participation model that theorizes digital engage-
ment as a process that is defined by how people evaluate the risks and benefits of en-
gaging with digital space, providing a more reflexive explanation of how users negoti-
ate digital spaces characterized by harassment and social constraint.

Third, the study contributes to a more inclusive and comprehensive view of digital
inequality by applying the feminist media theory and intersectionality to the analysis
of media literacy. This methodology focuses on the primacy of power, safety and social
situation and offers a basis on which gender-sensitive media literacy interventions can
be developed.

3 Methodology

This research used a mixed-methods research design, combining both quantitative
and qualitative methods to give a comprehensive picture of gendered media literacy,
digital confidence, and online involvement. The design allows triangulating the data,
using the advantages of both numerical measurement and extensive contextual infor-
mation: the quantitative part of the design determines patterns and relations between
variables, whereas the qualitative part examines the lived experiences, perceptions
and strategies behind these patterns.

3.1 Participants and Sampling

The population of the study was digitally active individuals with similar educa-
tional backgrounds and access to internet-enabled devices to achieve gender dis-




tribution across both male and female experiences of media literacy and internet
engagement. Purposive sampling was used as a method of recruitment of active
users of digital platforms especially social media and online discussion forums. To
conduct the quantitative part, a structured survey was conducted among a group
of participants; a subsample was then chosen to conduct in-depth qualitative in-
terviews based on their willingness to participate and the relevance to the study
objectives.

3.2. Data Collection

Data collection involved two main tools; structured questionnaires and semi-struc-
tured interview guides. The survey quantified some important variables such as media
literacy skills, ability to detect misinformation, self-efficacy, and online participation.
Likert-scale questions were used to measure the perception and the confidence of the
respondents and some other questions measured the frequency and type of online
activity. The qualitative interviews gave more insight into how the participants ex-
perienced online harassment, self-censorship, and methods of handling digital risks
as participants could share their opinions using their own words thus enriching the
quantitative results.

3.3. Data Analysis

The statistical methods of descriptive and inferential analysis were applied to quan-
titative data. Descriptive statistics (means and percentages) provided an overview of
key variables and permitted making comparisons between genders in media literacy,
confidence, and participation. Relationships among variables were found, in particu-
lar, the degree to which self-efficacy and perceived risk affect coded and sorted out into
recurring themes based on the experience and perceptions of the participants. Some
of the key themes identified are the calculation of risk and personal self protection
measures, online harassment experiences, the social norms that shape behavior, and
intersectional restrictions to participation.

The research process focused on ethical considerations as the subject of online
harassment and gender-based experiences was sensitive. All the participants were in-
formed and gave their consent to participate in the data collection process with the
guarantee of confidentiality and anonymity. Participants were made aware of their
right to withdraw any time without the consequences. The interview questions were
also meant to be respectful and non-invasive and the interview participants were not
obliged to give information that they felt uncomfortable revealing. All information was
safely stored and was only used in academic purposes.




4. Results

In this section, the findings are displayed in quantitative results and qualitative
themes, which give both a statistical clarity and contextual depth according to the re-
search objectives of the study.

4.1. Quantitative Findings

The quantitative analysis displays a distinct trend among the most important varia-
bles. Male and female respondents showed equal skills in media literacy, similar ability
in information access, judgement of the online content, and recognition of misinfor-
mation, which shows that technical and cognitive media literacy are not gender-spe-
cific among the study population. There was also no difference in misinformation de-
tection ability between groups, which supports the idea that knowledge and analytical
capacity are not the main factors contributing to the difference in digital engagement.

The difference, however, came out when self-efficacy was looked at. Female re-
spondents always expressed less confidence in their skills to express their opinions,
participate in debates, and make a meaningful contribution to online discussions even
though they proved to be equally competent. This confidence gap is one of the most
important findings of the study.

The most significant difference was in the level of online participation where the
male respondents also gave a higher index of active engagement especially in social
activities that involve interaction with the outside world like political debate, opin-
ion expression, and content development. Female respondents were more inclined to
passive types of participation: reading the content, liking posts, or watching conver-
sations without participating. Combined, the variables demonstrate a visible paradox:
the same skills do not correspond to the same engagement, which directly responds
to the main research question of the study and outlines the weaknesses of skill-based
media literacy tactics.

4.2. Qualitative Findings

The qualitative data were analyzed using thematic analysis, which revealed four sig-
nificant themes.

Theme 1: Risk Calculation and Self-Protection Strategies.

One of the overarching themes in the responses of female participants was the eval-
uation of risk always prior to going online. Female participants said that digital partic-
ipation was a deliberate choice and not a spontaneous one and that they would think
about the possible backlash, misinterpretation, or harassment before every interaction.
Typical self-protection measures were the use of pseudonyms or anonymous accounts,
withholding personal information on profiles, staying off of controversial or political
content, and limiting visibility to the audience. Although such strategies enable wom-




en to be online and reduce the risk of harm, they severely limit the richness and visi-
bility of participation- restricting participation not by capacity, but by perceived safety.

Theme 2: Experiences and Expectation of Online Harassment.

Respondents mentioned direct and indirect online harassment experiences such as
experiencing insults, threats, or gender-based attacks, and seeing others suffer such
experiences. It is interesting to note that the expectation of harassment was also found
to have similar power with the actual experience. A large number of respondents ob-
served that awareness of the possibility is enough to deter active participation, which
has the chilling effect of making people prefer silence over possible conflict. The har-
assment was also gendered, as it was directed to the identity of women and not their
views and thus strengthening the sense of vulnerability and discouraging aggressive
expression in online social environments.

Theme 3: Social Norms and Self-Censorship.

One important aspect of participation was the social and cultural expectations. Wom-
en were often cited as having norms that do not support an outspoken or confronta-
tional attitude, especially when in a social situation, which are applied even online and
affect the way women were perceived and communicated over the Internet. Consequent-
ly, most of them resorted to self-censorship, where they deliberately adjusted their lan-
guage, tone and content to fit into socially desirable behavior, such as not taking strong
or controversial positions, using softer or more neutral words, and not engaging in argu-
ments that seem to be aggressive. More importantly, this self-censorship was frequently
internalized, and it worked even without external pressure and thus restricted the scope
and authenticity of women expression digitally in the long term.

Theme 4: Intersectional Constraints

The results also indicate that gender is not an independent factor. The respondents
emphasized the interaction of the variables of level of education, religion, and socio-
economic status with gender to create digital experiences. The more conservative or
less educated female respondents stated that they are more socially controlled and
have fewer opportunities to express themselves online, whereas the representatives
of the minority groups reported an increased susceptibility to both harassment and
marginalization. These intersectional constraints increase the existing barriers, which
highlights the significance of examining several dimensions of identity when examin-
ing digital inequality.

3. Overall Results

Taken together, the results indicate that: media literacy competencies are gen-
der-similar; women report lower levels of digital confidence; women engage in less
visible online activities; online harassment and the fear of it has a strong negative
impact on engagement; social norms promote self-censorship; and intersectionality
exacerbates digital inequality. These results establish that digital participation is not
determined solely by skills but is profoundly influenced by social, cultural, and struc-

tural factors.




5. Discussion

The results indicate a severe lack of competence-participation relationship. Partic-
ipants of both genders had the same level of technical ability, but female participants
claimed to have less self-efficacy and less interest in engaging in public online discus-
sion. This also contributes to the point that digital inequality is no longer largely about
access or abilities but about the circumstances under which people feel empowered
to exercise those abilities (Raihan et al., 2025), and questions the traditional models of
media literacy that focus on skill acquisition as the main route to empowerment (Lah-
desméaki and Maunula, 2023).

Self-efficacy gap is especially educative. The reduced confidence of women regard-
less of their equal ability is consistent with the previous study that digital interaction
highly depends on perceived ability, but not skill (Mansouri, 2025). This difference is
an accumulation of the social conditioning and exposure to hostile or exclusionary
settings and indicates that interventions centered on skill-building alone may not help
overcome deeper psychological and social obstacles to participation.

Online harassment and perceived digital risk become key explanatory variables
where the women in the research always explained their online activities as being in-
fluenced by the expectation or the reality of being harassed in line with the evidence
that gender-based abuse produces a chilling effect, which deters active participation
and promotes withdrawal or self-censorship (Celuch et al., 2024; Hameduddin and
Lee, 2023). The research expands the existing literature as it shows that perceived
risk is as effective as actual harassment; even the participants who had not been di-
rectly targeted said that they changed their behavior due to the perceived threats or
the perceived risk.

These results echo the feminist media theory according to which power relations
structure the media spaces to prioritize some voices and marginalize others (Deep-
ika, 2025). Instead of neutral spaces, digital spaces reproduce and in some cases
magnify existing disparities in society and the diminished participation of women
is a structural phenomenon influenced by unequal power relations and not neces-
sarily by choice.

The research is also an empirical evidence in support of self-censorship as a type
of internalized discipline. Female participants said they consciously adjusted their be-
havior to meet social expectations about how they should communicate- a tendency
that is also supported by studies that indicate that even today, gender norms inform
digital expression, especially in settings where being assertive or dissenting is socially
inappropriate by women (Saud et al., 2023). The norms become internalized over time,
which means that people will regulate themselves even in the absence of external pres-
sure and thus contribute to the existence of participation gaps and reduce diversity of
voices in digital conversations.

These dynamics are also influenced by intersectionality as the research establishes
that gender is interacting with education, religion, and socioeconomic status to form




stratified forms of disadvantage with women in disadvantaged backgrounds having
more restrictive limits and vulnerability to harassment (Tsatsou, 2022). This questions
the one-size-fits-all solutions to digital inclusion and supports the necessity of analysis
taking into consideration the intersection of various identities.

The results also contribute to the current discussions concerning the difference be-
tween access and meaningful participation. Despite the access of participants to digi-
tal technologies and the high level of media literacy, it did not correspond to the equal
engagement. Engagement is not just possible but also needs freedom and safety to
engage without the fear of adverse effects (Lahdesmaki and Maunula, 2023). This high-
lights the shortcomings of access-based measures of digital inclusion and the need to
consider qualitative measures that reflect the terms of engagement.

The main theoretical input of this research is the risk-based participation frame-
work. The results indicate that people use digital spaces based on rational evaluations
of perceived risks and benefits and not blindly. In the case of women, such calculations
often lead to decreased visibility or retreat of some engagement.

This re-positioning of participation as an activity that is managed by risk further
develops the feminist media theory and introduces risk as a key factor in determining
participation, and further develops intersectional analysis in the digital context, as
well as changes the focus of digital inequality theory toward the wider socio-cultural
context within which digital engagement takes place.

In practical terms, the results indicate the urgency of safer online spaces. It is not
possible to solve online harassment by merely enhancing the regulation and enforce-
ment of the platforms but also necessitates a wider cultural shift that questions the
norms of abusive behavior acceptance or normalization. In the absence of these chang-
es, the digital inclusion efforts are vulnerable to minimal effects. The media literacy
interventions ought also be re-defined to include the aspects of safety, confidence and
empowerment in addition to the technical skills; gender-sensitive interventions that
cover both external limitations and internalized restrictions are also necessary in en-
suring that media literacy is transformed into meaningful engagement. On the policy
level, there is a need to have integrated digital governance structures, which include
legal safeguards, platform responsibility systems, and mass education to make digital
spaces accessible and fair to everyone.

The research poses significant questions to be used in future studies. Additional re-
search is required to understand the functioning of these dynamics in various cultural
and national settings, and how these dynamics change over time. Longitudinal study
might help reveal the long-term impact of digital danger on involvement and assur-
ance. Further research into the rof platle oform and algorithmic systems to form the
user behavior and support inequalities would also be useful.




6. Conclusion

This paper shows that digital participation is influenced by a multifaceted interplay
of skills, confidence, risk, and structural factors. Although media literacy offers the
tools required to engage with the media, it does not imply that the individuals will feel
empowered to utilize those tools. Men and women have similar media literacy and mis-
information detection skills, but their experiences and participation rates vary consid-
erably: women are less inclined to participate actively in open online dialogs and have
lower digital confidence, despite being equally competent.

The experience and expectation of online harassment is a key factor in restricting use,
where participation is weighed instead of being exuberant. The social construct of not being
assertive as a woman leads to self-censorship, which decreases the visibility and voice of
women even more in the online world. Online silence must not, therefore, be read as an in-
ability or disinterest; it is often a tactical reaction to apparent danger; a kind of constrained
agency whereby people negotiate complicated trade-offs between expression and safety.

This study helps tofill the research gap between competence and participation, which
gives more detailed insight into digital inequality. It questions the skill-based media lit-
eracy models and demands a more comprehensive model that embraces safety, power,
and social context. Digital empowerment cannot be realized in the true sense without
consideration of the structural conditions that determine who is able to participate,
how they are able to participate and at what cost. Finally, this paper suggests revising
digital inclusion approaches to focus not only on skills but on safety, empowerment,
and equity in the digital environment.

7. Recommendations

7.1. Policy Recommendations

Better and more receptive regulatory frameworks are required to combat online harass-
ment especially gender-based abuse. Governments and regulatory authorities must create
and implement policies that will put the digital platforms in charge of the harmful content
and safety of users, with a transparent reporting system, quicker response framework,
and more severe sanctions against violators. Digital inclusion policies at the national level
need to go beyond access and infrastructure to address the problems of safety, equity, and
meaningful participation. There should also be campaigns of public awareness to chal-
lenge the damaging gender norms and encourage respectful online interaction.

7.2. Practice and Programming Recommendations
Media literacy programmes are to be reformulated to extend beyond technical skills

and include digital safety, confidence-building, and empowerment. The training pro-
grams must cover online harassment, privacy, and how to participate safely and incor-




porate feminist and gender sensitive methods to make sure that not only do women
have the skills but are also empowered to apply them. There should be an emphasis
on community-based and peer-support programs in order to promote collective safety
and shared education, which would provide the space (both online and offline) where
women could speak out without fear. Digital platforms are also urged to provide more
inclusive spaces by enhancing moderation, minimizing algorithmic bias, and amplify-
ing voices.

7.3. Research Recommendations

Future studies ought to assume more intersectional perspectives to comprehend
the interaction of identities like class, education, religious beliefs, and location with
gender to influence digital experiences. To investigate the development of digital confi-
dence and participation over time, especially in relation to changing online conditions,
longitudinal studies are suggested. The dynamics of platforms, such as how design
aspects and algorithms affect participation and visibility, need to be investigated fur-
ther, and additional qualitative research is needed to reflect lived experiences, coping
mechanisms, and how people negotiate digital risks in subtle ways. Further studies in
various cultural and geographic settings will give us a more thorough insight into dig-
ital inequalities worldwide.
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