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Abstract

The rapid expansion of digital technologies in Nigeria has transformed communi-
cation, governance, and economic activity. While national policy has prioritised 
digital infrastructure, innovation, and cybersecurity, Media and Information Lit-

eracy (MIL) remains weakly embedded in digital governance frameworks. This paper ex-
amines how and why MIL is marginalised within Nigeria’s digital governance architec-
ture, with particular attention to the National Information Technology Development 
Agency (NITDA) and related institutions. The research employed a qualitative research 
design, which incorporated a document analysis of national digital policy documents 
(2014-2024) and semi-structured interviews with policymakers, civil society actors, and 
digital policy experts. The results indicate that the digital governance in Nigeria con-
tinues to be heavily influenced by techno-economic orientation that puts more em-
phasis on infrastructural development, as well as market development, rather than 
human capacity development. The concept of media literacy, when it is stated, is high-
ly consumer-focused and does not center on the abilities of democratic participation 
and critical engagement. The paper also cites institutional fragmentation, duplication 
of mandates and poor inter-agency coordination as some of the contributors to the 
marginalization of MIL in policy frameworks. The study posits that digital governance 
needs to be transformed to a more holistic approach where access-based approaches 
are replaced with more comprehensive approaches that incorporate media literacy as 
an element of digital inclusion. Reconceptualizing MIL as infrastructural, as opposed 
to an educational add-on, the study proposes concerted efforts in policy responses that 
would bridge the technology, education, and governance divide, and add to the wider 
discourses of digital inclusion and information inequality.

Keywords: media and information literacy; digital governance; information inequality; 
platform governance; digital divide; policy fragmentation.
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1. Introduction

In the last ten years, Nigeria has experienced a remarkable rise in digital technol-
ogies, due to the rise in internet penetration, mobile connections, and the fast devel-
opment of online platforms. These developments have transformed major economic 
sectors, governance and socialization making the country a part of the wider global 
digital environment. Government agencies have reacted by enacting policies that seek 
to enhance digital infrastructure, cybersecurity, and innovation and economic compet-
itiveness. NITDA is at the core of this change, as it has been at the forefront of defining 
and controlling the digital ecosystem in Nigeria. However, as these developments have 
enhanced access to digital technologies, they have brought forth new issues, especially 
the proliferation of misinformation and disinformation over digital platforms.

With citizens more dependent on digital media as a source of information, commu-
nication and participation, they increasingly need the ability to critically assess and 
interact with the content. MIL has become an invaluable skill in the digital era, allow-
ing people to negotiate the intricate information landscapes in a responsible and effec-
tive manner. Media literacy is not emphasized in the digital governance of Nigeria, al-
though it is of great significance. Current policies are mostly pro-technological growth, 
infrastructural development and economic growth with little regard for the human 
capacity to interact meaningfully with digital information. This puts a gap between 
having access to technology and being able to critically use that technology and leaves 
many users susceptible to misinformation and constrained in their ability to partici-
pate in an informed way. This has been aggravated by institutional fragmentation in 
the governance structure of Nigeria. Digital policy, education, and media regulation 
have been assigned to various agencies with little coordination and clear mandates 
and ineffective implementation of media literacy programs. Such a fragmented system 
has no one institution taking complete responsibility in the promotion of MIL and thus 
having continued gaps in policy formulation and implementation.

The following three questions guide this study: why is media and information lit-
eracy not prioritized in the digital governance system of Nigeria; how do institution-
al requirements and policy priorities explain the absence of this priority; and what 
this lack of focus means for digital engagement and resistance to misinformation. The 
questions carry significance beyond just academic inquiry and to policy development as 
well. With the growing integration of digital technologies in our daily lives, the ability 
to think critically when navigating information is critical to democratic participation, 
social cohesion, and sustainable development.

Despite the growth in literature on digital inclusion over the past few years, much 
of the literature has been dedicated to the issue of access to technology, but not the 
skills necessary to make effective use of that technology. Research on media literacy 
tends to focus on it without reference to governance systems, which constrains their 
capacity to describe the ways in which institutional processes influence literacy out-
comes. Studies have focused mostly on the infrastructure development and innovation 
in the Nigerian setting, but little has been done regarding the human and institutional 
aspects of digital transformation.



KAIROS | MEDIA AND COMMUNICATION REVIEW | VOL. 5 | NO. 1 | MAY 2026

7

To fill this gap, the research takes a conceptual framing that incorporates the per-
spectives of regulatory governance, institutional theory, and media literacy frameworks. 
It does not regard MIL as an alternative element of the education process but as a core 
element of digital governance, without which technological progress cannot produce 
substantial social outcomes. The main objective is to discuss the underrepresentation of 
media literacy in digital governance in Nigeria and to find out the institutional factors 
that can be applied to explain the gap. In particular, the paper examines policy docu-
ments to determine the way in which MIL is framed, the roles and responsibilities of key 
institutions, the stakeholder views, and barriers to MIL integration in the system. This 
study is important not only to the academic field. Being the most populous nation in 
Africa and one of the largest economies, Nigeria is strategically placed to influence the 
trends in the digital governance in the region. The policy decisions at the national level 
can have ripple effects in the other states and regional blocs like ECOWAS. Furthermore, 
as a young demographic spends more time on social media, messaging apps, and online 
news outlets, the effects of media literacy are especially severe. In Nigeria, misinfor-
mation campaigns have clearly impacted the results of elections, health behavior, and 
intercommunal relations, underscoring the importance of incorporating MIL into the 
governance systems as a social stability and democratic integrity issue.

The research is structured as follows: after this introduction, Section 4 analyses the 
literature available on the topic and sets the theoretical framework. Section 5 gives the 
research methodology, which is the research design, sampling strategy, data collection 
and data analysis methods. The most important findings are given in the section 6 and 
the discussion of the findings is given in the section 7 relative to the existing literature 
and the theoretical perspectives. Section 8 concludes and finds limitations whereas 
Section 9 provides policy, practice, and research recommendations. Such a design indi-
cates the adherence of the study to rigorous, transparent, and policy-relevant method-
ology of studying the intersection of digital governance and media literacy in Nigeria.

2. Literature review

MIL has become a vital skill in the digital era, especially in those societies whereby 
the flow of information is being increasingly mediated by digital platforms. It includes 
skills to access, assess, evaluate, and produce information in various forms, which al-
lows individuals to be involved in civic and socio-economic life. Empirical evidence by 
(Tibaldo 2022) shows that students who have better MIL competencies have better crit-
ical thinking and communication skills, which highlights the importance of literacy in 
addition to technical competence. In a similar vein, (Chiewphasa and Sisk 2022) posit 
that critical information literacy promotes socially conscious data usage, associating 
MIL with the larger issues of equity and justice.

Intimately connected is the difference between the literacy divide and the digital di-
vide, although the digital divide is used to refer to differences in access to devices and 
connectivity. The literacy divide focuses on differences in the capacity to effectively 
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utilize these technologies. Access is not enough to be meaningfully engaged. (Omweri 
2024) emphasizes the urban-rural differences of the developing countries as indicators 
of infrastructural disparities and unequal digital capabilities, especially in governance. 
These differences lead to information inequality where socio-economic status, educa-
tion, and institutional support influence the ability of people to access and interpret 
information (Peer, 2024).

This discussion is extended by the concept of digital governance and platform reg-
ulation. Digital governance is defined as policies, institutions and regulatory regimes 
that define the development and utilization of digital technologies. According to (Al-
lahRakha 2024), governance issues within the digital economy are becoming transna-
tional, and new regulatory strategies are needed to tackle the issues of jurisdiction. In 
most developing settings, though, governance structures are still disjointed and tend 
to focus on economic development, rather than user empowerment.

This paper is rooted on various theoretical views that describe how technology, so-
ciety and governance interact. Diffusion of Innovations theory as presented by (Mbatha 
2024) is the process by which new technologies are disseminated through awareness, 
adoption, and implementation stages. Although the theory offers valuable information 
on technological adoption trends, it does not take into consideration the relatively 
equal access to resources. In more unequal settings, there is unequal adoption and 
some groups are left out even with the prevalence of technology.

The Uses and Gratifications theory transforms the focus to the agency of the users, 
in which people actively select media in terms of their needs and motivations. Nonethe-
less, (Hu and Ou 2025) demonstrate that the news-seeking behavior of users is largely 
influenced by algorithm awareness, which suggests that user behavior can be affected 
by the design of platforms and the use of algorithms, as well as personal preferences. 
The structural inequality theory can be used as a critical approach to the interpreta-
tion of differences in digital access and literacy. (Peer 2024) notes that differences in 
education and socio-economic status do not allow people to learn digital skills, which 
supports the existing social hierarchies. Such an attitude is especially applicable in the 
developing world where the education system is usually ill-equipped to provide a full-
scale training on digital literacy.

Lastly, the regulatory governance and institutional fragmentation theory can provide 
the understanding of the influence of policy settings on digital outcomes. According to 
Kalmenovitz, Lowry and (Volkova 2025), regulatory fragmentation is a state whereby over-
lapping or ill coordinated institutions result in gaps in governance. Such fragmentation in 
the context of media literacy results in ambiguity about mandates and poor policy adop-
tion. There is a significant amount of empirical studies on the subject of digital inequality, 
media literacy, and governance on both global and regional levels. The digital divide is tak-
ing a new form globally where it is no longer about access but skills and outcomes. Misin-
formation studies indicate that people who have greater amounts of critical thinking are 
less vulnerable to misinformation. Experimental evidence presented by (List et al. 2024) 
supports the idea that a higher level of critical thinking is a significant barrier to misinfor-
mation vulnerability, and the focus on literacy is more important than access.
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Empirical research in African settings demonstrates that there have been inequali-
ties in the access and use of ICT. (Omweri 2024) points out urban-rural disparities, in-
stitutional capacity limitations, and socio-cultural obstacles as the main determinants 
of digital inclusion, indicating that digital inequality is profoundly entrenched in the 
wider structural contexts, such as governance and education systems. The role of me-
dia literacy is further emphasized by research on misinformation and platform govern-
ance. (Hu and Ou 2025) indicate that users with the knowledge of the algorithmic pro-
cesses are more active and critical about the news they are consuming, which implies 
that the impact of misinformation can be addressed by increasing user awareness. 
Platform governance is a key factor in the formation of information environments, and 
the question of what users and regulators should do emerges.

2.1. Key debates and current gaps

There are some main controversies that the literature raises. The most striking is the 
access versus competence debate: early interventions were concentrated on increasing 
access to digital technologies, however, recent studies state that without proper skills 
access is not enough. This discussion shows the necessity to incorporate media literacy 
in digital inclusion policies. The other controversy is technology determinism versus 
structural constraints. Technology determinism is the deterministic view that social 
change is driven by technological advancements. (Hallström 2022) counters this argu-
ment, saying that social, cultural, and institutional conditions are important to the 
formation of technological results, a line of thought that is consistent with structural 
inequality theory.

The significance of education, compared to regulatory bodies, is a highly debata-
ble issue. Although education systems are viewed as the major means of promoting 
media literacy, it is increasingly being realized that regulatory frameworks should 
also be involved. The current governance methods, however, are still disjointed and 
lack a strong level of coordination among education, media and technology. In spite 
of these insights, there are still notable gaps such as lack of integrated strategies 
between governance and literacy views and there is little empirical research on in-
stitutional factors that contribute to media literacy gaps, especially in developing 
nations. This disconnect is particularly notable in the case of Nigeria, where digital 
governance systems have been accused of focusing on infrastructure at the expense 
of developing human capacity.

2.2. Contributions of this study

This research adds to the literature in a number of ways, first, it fills the gap in 
the literature between digital governance and media literacy studies by studying the 
influence of institutional structures on literacy outcomes, an interdependence that 
is not considered in existing literature. Second, it offers empirical data on Nigeria, a 
situation that has not been researched extensively, and it provides new information 
on the institutional processes that shape digital governance. Third, it emphasizes 
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institutional factors that contributed to policy gaps, especially the presence of frag-
mentation and competing mandates and shows how the structural factors through 
regulatory governance theory marginalize media literacy. Lastly, the study redefines 
MIL as a type of infrastructure, as opposed to optional education, with significant 
policy and practice implications.

3. Methodology

3.1. Research Design

This study uses a qualitative case-study design to explore the institutional neglect of 
MIL in the digital governance platform in Nigeria. A qualitative approach is appropri-
ate since the study aims at investigating policy processes, institutional life, and stake-
holder views as opposed to quantitative measurements of variables. The case study 
design enabled a detailed research of governance systems and regulatory activities in 
a particular national setting, with NITDA as a key player in digital policy. The research 
involved document analysis and semi-structured interviews, which allowed the trian-
gulation of data sources to increase the credibility of the findings and compare the 
official policy accounts with the professional opinions.

3.2. Study Population and Sampling

The research population includes key stakeholders who participated in the study, 
which involve digital governance, media regulation, and information policy in Nigeria, 
such as policy makers in government departments, technology policy analysts, civil so-
ciety, and digital rights activists. The purposive sampling technique is used to identify 
those participants who have pertinent expertise and have direct involvement in digital 
governance processes to ensure that the data to be collected is rich and context-based. 
The sample comprised 20-25 respondents who are government regulatory agencies, 
nongovernmental organizations, and academic institutions, and the private technol-
ogy industry. The participants were chosen according to their familiarity with digital 
policy, their participation in the process of regulations, or their experience in the field 
of media literacy advocacy.

3.3. Data Collection Methods

Document Analysis: A literature review of policy documents, strategic frame-
works, and regulatory guides that have been published in the period between 2014 
and 2024 is carried out. These are national ICT policies, data protection regulations, 
digital economy strategies, and institutional reports. The purpose is to evaluate the 
manner in which media literacy is positioned, prioritized, or not in the official policy 
discourse.
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Semi-Structured Interviews: The in-depth interviews involved the chosen stake-
holders in order to understand their views on digital governance and the impact of 
media literacy. Semi-structured interviews are flexible because participants are free to 
discuss important issues; it also gives uniformity to the interviews. Questions revolve 
around institutional requirements, policy priorities and perceived gaps in digital liter-
acy efforts. Interviews are all done face-to-face or through virtual platforms, recorded 
with consent, and transcribed to be analyzed.

3.4. Data Analysis Techniques

Thematic analysis was used to analyze the data, which includes identification, code, 
and interpretation of patterns in the data. It starts with the open coding step, during 
which common themes regarding media literacy, priorities in governance, and roles of 
institutions are determined. These themes are divided into larger groups like the policy 
framing, institutional fragmentation and regulatory priorities. Policy documents are 
analyzed through discourse analysis in order to understand how language and framing 
influence the understanding of media literacy in the framework of digital governance 
and reveal implicit assumptions and priorities that are embedded in the official dis-
courses. There is also an institutional analysis to trace the roles and relations of vari-
ous agencies in digital governance and identify gaps, overlaps, weak coordination areas 
that lead to the marginalization of MIL.

3.5. Ethical Considerations

The research complied with accepted ethical guidelines in the social sciences. All partic-
ipants provided informed consent before data collection. The participants were guaranteed 
confidentiality and any identifying information were eliminated in the final analysis. Consid-
ering the fact that the researcher might be close to the policy processes, special care is taken 
on the issue of reflexivity. The researcher critically examines his or her positionality and 
makes efforts to reduce bias in interpretation of data. The data were stored in a safe place 
and only limited people can access it to guarantee privacy. The study adheres to institutional 
ethics and obtains permission of the appropriate review boards where necessary.

4. Findings
Policy Framing and Digital Governance: Policy document analysis demonstrates 

that the digital governance system in Nigeria is heavily shaped by the economic growth, 
technological innovation, and infrastructure development perspectives. Broadband ex-
pansion, digital entrepreneurship, and data protection are the key policy priorities of 
NITDA and other institutions. In the analyzed documents (2014-2024), the concept of 
digital development is generally techno-economic, and it is focused on how to place 
Nigeria in the global digital economy. MIL comes into these structures in a very periph-
eral manner and is more of a peripheral issue than a fundamental governance concern. 
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Marginalization of Media And Information Literacy: The results show that there 
is a definite systematic marginalization of MIL in the digital policy discourse. Where 
media literacy is discussed, it is usually put in a limited context in terms of consumer 
protection, like being the victim of an online scam or cyber threat. MIL as a critical 
engagement tool, democratic participation tool or tool against misinformation is not 
widely recognized. This parochial framing is indicative of a larger policy mindset which 
puts economic and security interests ahead of civic ability and informational empow-
erment.

The analysis of the National Digital Economy Policy and Strategy (2020-2030), the 
NITDA Strategic Roadmap, and other tools suggests that such concepts as media lit-
eracy, information literacy, and critical digital skills are not mentioned regularly and 
do not have the implementation frameworks. When mentioned, they are frequently 
sub-categorized as part of larger heads like capacity building or digital skills, which in 
turn tend to focus more on technical and vocational skills than on the evaluative and 
civic aspects of literacy. This rhetorical subordination of MIL to frameworks based 
on skills is indicative of a transactional conceptualization of digital education, that 
is based on workforce development, and not on the production of critically-informed 
citizens.

Institutional Fragmentation: One of the main findings is the disintegration of in-
stitutional responsibility towards media literacy. The digital governance, education, 
and media regulation responsibilities are spread among various agencies with little 
coordination. NITDA controls digital infrastructure and technology policy, educational 
curricula are handled by the ministry of education, and traditional media controls are 
handled by broadcasting authorities. This disintegration causes no one institution to 
take definite ownership of MIL, creating policy gaps and poor implementation.

Effect of Interests of the Private Sector and Platform: The research also reveals a 
presence of the influence of the private sector on the priorities of the regulators. The 
focus of policies on the innovation ecosystems, start-ups, and digital markets is in line 
with commercial interests, such as those of global technology platforms. This orienta-
tion also helps in the deprioritization of the media literacy that is usually regarded as a 
non-revenue generating activity. The regulatory interest is more likely to be directed to 
facilitate the expansion of the platform, as opposed to the risks of digital information 
settings, such as misinformation, to society.

Stakeholder Perspectives: The interviews with policymakers, experts, and civil soci-
ety actors demonstrate that there is a general understanding of the importance of MIL, 
yet also reveal that there are numerous gaps in implementation. Although the issue 
of misinformation awareness is on the increase, a national approach to media literacy 
is lacking. This gap is usually addressed by civil society organizations, advocacy and 
training programs but these initiatives are not very coordinated and lack funding.

The policymakers interviewed in this paper admitted that MIL is relevant but present-
ed it as a matter of concern to the education sector and not digital governance. Some of 
them commented that they did not see a specific budget line on media literacy in NITDA 
or other agencies, and they were unsure which institution would be in the best position 
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to take the lead on the matter. Technology experts, in their turn, laid stress on the tech-
nical aspects of information quality, prioritizing platform moderation and fact-checking 
tools based on artificial intelligence over user-level skills. The broadest concept of MIL 
was provided by the civil society actors relating it to democratic accountability, free-
dom of expression, and the rights of marginalized communities. This framing difference 
among stakeholder groups further supports the conclusion that MIL does not have a 
collective institutional proponent in the Nigerian governance system.

Dissociation between Policy and Practice: A major conclusion is the lack of con-
nection between policy rhetoric and practice. Although a few policy documents ad-
dress digital inclusion and capacity building, these promises are seldom turned into 
tangible programs that address media literacy. Such inconsistency implies that MIL is 
recognized on the rhetorical level but it is not prioritized institutionally and does not 
receive resources.This is especially disconnected with policy language and budgetary 
allocations and program deliverables. The language of digital empowerment and civic 
engagement is often invoked in documents surveyed in this study, but initiatives that 
specifically focus on MIL have no or insignificant budgets. This trend is indicative of 
what commentators of the policy process refer to as symbolic policy-making, whereby 
governments take up the language of reform without investing the institutional re-
sources to render it workable. 

In the case of media literacy in Nigeria, the resultant effect is an increasing discon-
nect between the promise on policies and what citizens get in terms of assistance in 
coping with the digital information environment. Closing this divide  entailed more 
than changes in policy language but necessitated structural changes in the process of 
budgeting, monitoring and evaluation of MIL across the concerned agencies. Altogeth-
er, the results indicate that the digital governance framework in Nigeria is defined by a 
high techno-economic policy focus; poor consideration of media literacy; divided insti-
tutional roles; impact of the interests of the private sector; and poor correspondence 
between policy intentions and action. These findings underscore the institutional and 
structural issues that allow the exclusion of media literacy from digital governance.

5. Discussion
The results of the research indicate that the digital governance system of Nigeria is 

mostly determined by a techno-economic orientation, where the development of infra-
structure, innovation, and market growth are prioritized over civic and informational 
skills. This marginalization of MIL indicates that digital inclusion has been theorized 
as access and not meaningful engagement, which complements the existing literature 
that has critiqued access-focused models as neglecting user potentials and critical lit-
eracy (van Dijk, 2020).

The lack of integration of MIL into the policy framework is more comprehensible in 
the context of structural inequality and institutional fragmentation. Due to the nature 
of the distribution of roles among agencies in education, media, and technology, there 
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arise coordination issues. This is in line with the arguments by (Kalmenovitz, Lowry, 
and Volkova 2025) who observe that when regulations are fragmented, the policy gaps 
and poor implementation occur. In this regard, MIL lies between institutional require-
ments, and as such, it is neglected.

The results can also be used in the current controversies of technology determinism 
and structural constraints. Although the idea of policy frameworks presupposes that 
the increase in the access to digital technologies would result in the social and eco-
nomic benefits, the evidence does not support this assumption. Similar to (Hallström 
2022), the research shows that the technological progress is not sufficient to ensure 
empowerment; the results are dependent on education, institutional capacity, and so-
cio-economic conditions.

Moreover, the paper indicates the increased role of platform economies and the in-
terests of the private sector in the formation of digital governance. The focus on in-
novation ecosystems and digital markets is part of a wider trend around the world, 
where regulatory frameworks are adjusted in line with economic interests, and issues 
like misinformation, digital ethics, and media literacy are put aside. Low MIL levels are 
empirically demonstrated to put individuals at risk of misinformation (List et al., 2024), 
which is why literacy has to be incorporated into the governance systems.

The lack of linkage between the policy rhetoric and policy implementation poses sig-
nificant questions regarding the policy coherence and accountability. Although digital 
inclusion is often mentioned in policy documents, it is often seldom operationalized 
in a manner that gives literacy priority. It implies that MIL is accepted on a symbol-
ic level without being a strategic priority, which reduces the effectiveness of digital 
governance and its capacity to respond to the emerging challenges in the information 
ecosystem.

Theoretically, the research builds on the practice of regulatory governance as it 
shows how institutionalized structures influence the result of the policy in the digital 
space. It further supports the applicability of Uses and Gratifications theory especially 
following the results of (Hu and Ou 2025) that indicate that the engagement of users 
with online content is affected by both personal interest and platform design. Lack of 
proper literacy means that users will be less prepared to negotiate algorithm-driven 
space in a critical manner.

Politically, the results indicate that there is a need for a more integrated approach 
to digital governance that can close the divide between building infrastructure and 
human capacity building. This means redefining MIL as a fundamental aspect of digital 
policy and not a supporting issue. Enhancing inter-agency cooperation, institutionali-
zation of MIL in schools, and harmonization of regulatory policies with civic purposes 
are important milestones on the way to this objective. The fact that media literacy is 
not on the agenda of digital governance in Nigeria does not happen by chance but is a 
structural creation; to remedy the situation, it is necessary to move beyond the purely 
techno-economic approach to a more holistic one taking into consideration the key 
role of literacy in the creation of digital results.
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The results of the study also bring a reconsideration of what the term digital inclu-
sion is in practice. The current policy narratives in Nigeria and most other developing 
nations equate inclusion to connectivity, which is quantified against SIM card penetra-
tion, broadband speeds and online user counts. This quantitative conceptualization of 
inclusion does not reflect on the ability of the citizens to meaningfully interact with 
the information they come across. A more substantive definition of digital inclusion 
would include not just physical access but the cognitive and evaluative resources to 
tell the difference between credible and false or misleading information, to know how 
algorithmic systems filter and prioritize some information over others and to engage 
in digital public spaces in an active and responsible way.

Comparative examples are instructive in this case. Other countries like Finland, Es-
tonia and more recently Rwanda have gone a long way to incorporate digital literacy 
into national education and governance policies. Media literacy in Finland is integrat-
ed throughout school curricula, and it is perceived as a civic skill that is related to 
democratic engagement. The e-governance model in Estonia clearly connects digital 
access to digital competence, and literacy courses are organized by a special govern-
ment agency. These illustrations imply that meaningful integration of MIL requires 
institutional leadership and clarity of mandate. The disjointed governance structure in 
Nigeria, in contrast, does not have a similar institutional base to media literacy, and it 
is therefore susceptible to neglect and under-investment.

The role of civil society in this landscape is worth special consideration. The 
results indicate that non-governmental organizations and advocacy groups have 
become the de facto providers of media literacy programming when there are no 
state-led programs. Digital rights, fact-checking, and information literacy organiza-
tions have occupied a significant gap, but their ability is limited by limited funding, 
geographic clustering in urban centers, and the episodic, as opposed to the sus-
tained, nature of their actions. As much as civil society is an essential component, 
it cannot replace coherent national policy. The state should take a more active role 
in ensuring the enabling conditions within which media literacy can be provided on 
a mass scale, and with equity.

6. Conclusion
This research aimed to understand why MIL is still peripheral in the digital govern-

ance system in Nigeria. Based on policy analysis and the views of stakeholders, the 
results indicate that digital governance is largely influenced by a techno-economic par-
adigm that focuses on infrastructure development, innovation and market expansion 
more than civic competencies. NITDA is at the center of promoting the digital growth, 
but media literacy is viewed as a peripheral concept instead of being a cornerstone.

One of the major findings is the fact that the marginalization of MIL is not accidental 
but is based on institutional fragmentation and competing mandates. Digital policy, 
education, and media regulation responsibilities are spread among various agencies, 
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leading to poor coordination and accountability. As a result, there is no one institution 
that takes ownership of media literacy, creating endemic policy design and implemen-
tation gaps. The research adds to the existing body of knowledge by filling the gap be-
tween the digital governance and media literacy literature, as it shows that digital in-
clusion should go beyond access to include critical engagement with information. The 
research redefines MIL as a type of infrastructure and thus questions the prevailing 
policy assumptions and emphasizes the importance of more integrated approaches to 
digital development.

7. Recommendations

7.1. Policy Recommendations

To start with, MIL needs to be institutionalized in the Nigerian digital governance 
system. NITDA ought to explicitly consider the inclusion of MIL in national digital pol-
icies and make it a pillar alongside infrastructure, cybersecurity, and data governance. 
This would necessitate change of current strategies so as to clearly incorporate literacy 
as a control priority.

Secondly, the government must put a definite institutional responsibility on MIL. 
The existing disintegration in education, media and technology industries brings about 
policy gaps. The creation of a lead coordinating body, or inter-agency task force, would 
help to make sure that there is accountability and coherence in policy design and im-
plementation.

Third, policymakers ought to encourage cross-sector cooperation. To realize suc-
cessful MIL implementation there should be collaborations between the govern-
ment agencies, learning institutions, civil society groupings and private technology 
firms to aid in the creation of standardized frameworks and common assets in me-
dia literacy.

7.2. Practice and Programming Recommendations

On the implementation level, MIL needs to be integrated into formal and informal 
systems of education. These involve incorporating media literacy in school curricula 
at primary, secondary and tertiary levels and making community-based training to the 
adult population and the marginalized groups. The stakeholders also need to invest in 
awareness campaigns to the population to deal with misinformation and encourage 
critical consumption of online content. Media institutions and civil society organiza-
tions can be instrumental in developing culturally oriented and accessible programs. 
Technology platforms must be promoted or enforced by regulation to facilitate user 
education efforts, including transparency tools, algorithm awareness features, and 
digital literacy resources.
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7.3. Research Recommendations

Future studies are recommended to use mixed-methodologies in order to offer more 
holistic evidence on the correlation between digital governance and media literacy out-
comes. Quantitative studies are able to quantify the levels of MIL in various popula-
tions whereas qualitative research could be used to investigate contextual variables 
that may determine these results.

Local and comparative studies across African countries are also necessary to learn the 
impact of various governance models on digital literacy, which would be useful to inform 
regional policy-making. Researchers need to pay attention to the underrepresented popu-
lations, such as rural population, women, and youth, which tend to be the most vulnerable 
to digital inclusion. To create effective and inclusive interventions, it is crucial to under-
stand their experiences. These suggestions highlight the need to move beyond a technical 
perspective on the access to technology to a more holistic perspective on human capacity, 
coordination within an institution, and critical participation in the digital age.

8. Limitations and direction for future research
This paper offers valuable information on the marginalization of Media and Infor-

mation Literacy (MIL) in the digital governance system in Nigeria; nevertheless, a num-
ber of shortcomings must be accepted. The study follows a qualitative case study design 
that aims at analyzing institutions, and this design, though it provides richness and 
contextual insights, restricts the ability to generalize the results to other contexts. The 
sample is also quite limited, consisting of policymakers, experts, and civil society actors 
who are chosen by means of purposive sampling. Although this guaranteed informed 
involvement, the views collected might not be a full representation of grassroots com-
munities and end-users of digital technologies. 

The research is based on policy documents and self-reported data in interviews, which 
opens the likelihood of response bias, in which participants are inclined to depict institu-
tional practices in a positive light or align their answers with those of official discourse. 
Though triangulation of data sources was done, the differences between the policy intent 
and actual implementation might not have been well-represented. Lack of quantitative 
media literacy measurement also restricts the study in its capacity to test empirically the 
effect of policy gaps on the competencies of users. Moreover, the closeness of the research-
er to the policy setting, like the organization of the National Information Technology De-
velopment Agency, requires a high degree of reflexivity in order to reduce interpretive bias.

A comparative analysis of multiple African nations would help increase the generaliza-
bility and shed light on the role of various governance frameworks in MIL integration into 
digital policy. Mixed-method research should also be considered in the future, in which 
qualitative and quantitative data on media literacy levels, digital behavior, and exposure to 
misinformation are combined to allow conducting a more powerful analysis of the interde-
pendence between policy frameworks and user outcomes. More focus must be put on under-
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served groups of people - such as rural, women, and youth groups - that have the most signif-
icant barriers to digital inclusion. The role of technology platforms and algorithmic systems 
in influencing the outcomes of information access and literacy can also be investigated in 
the future. Lastly, longitudinal studies should be suggested to determine the effects of digital 
governance policy changes on media literacy in the long run to evaluate policy effects and 
what best practices are to incorporate MIL into the national digital strategies.
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Digitalization in primary education represents a significant factor in improving 
the teaching process, particularly in foreign language instruction. The integra-
tion of digital tools such as interactive educational platforms, learning appli-

cations, video content, digital games, and online resources enables the creation of a 
dynamic and stimulating learning environment adapted to the age and interests of 
students. This paper examines the impact of digitalization on students’ achievement 
in primary education, with a focus on the development of language skills—listening, 
speaking, reading, and writing. The use of digital tools contributes to increased moti-
vation, greater student engagement, and a more active role of learners in the teaching 
process. Through a multimedia approach and interactive activities, students more eas-
ily acquire new vocabulary and grammatical structures, while simultaneously enhanc-
ing their communicative competence. Additionally, digital technology enables differ-
entiated instruction and individualized learning according to each student’s abilities 
and learning pace. However, the effectiveness of digitalization depends on its appro-
priate pedagogical implementation, continuous professional development of teachers, 
and the provision of adequate technical support. In conclusion, properly implemented 
digital tools have a positive impact on students’ achievement in learning a foreign lan-
guage in primary education.

Keywords: digitalization, digital tools, primary education, foreign language teach-
ing, student achievement, motivation, interactive learning.
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1. Introduction
Digitalization has not only changed the way we communicate and access informa-

tion, but it has also had a profound impact on education, especially on the ways in 
which foreign languages are taught and learned. Today’s students, often referred to as 
“digital natives” (Prensky, 2001), have grown up surrounded by technology and digital 
content, and their expectations, interests and learning habits are increasingly differ-
ent from those of previous generations. Traditional forms of teaching no longer meet 
the needs of modern students – instead, more dynamic, interactive and technologically 
supported approaches to learning are required. In the contemporary educational con-
text, digital media are also becoming an indispensable part of the teaching  process.  
Their  integration  into  foreign  language  teaching  opens  up  numerous opportunities 
for modernizing and individualizing teaching, fostering student motivation and devel-
oping linguistic and digital competences. Language learning, especially when it comes 
to a foreign language, often requires additional support and variety in approach so that 
students can more easily master new language structures, expand their vocabulary, 
and develop communication skills in different contexts.

Information and communication technology (ICT) has become an indispensable part 
of human daily life, present in almost every area of human activity, including educa-
tion. Today’s students belong to Generation Z (also known as the Facebook or Phone 
generation), a generation that has grown up with modern technologies and social media 
and cannot imagine their  lives without using them (Betts, Gomez, Mawhinney, 2019). 
ICT enables temporal and spatial independence of learning and teaching, interactivity 
of learning, greater responsibility for one’s own learning, easier integration of multiple 
subjects, which encourages cross-curricular teaching topics and subjects, etc. It also 
motivates students and strengthens information literacy among students, which is one 
of the key elements of modern education. In the application of ICT in teaching, a great 
responsibility lies with teachers, who should be guided by pedagogical principles in 
their use, so that teaching is appropriate and effective.

Information and communication technology encompasses a wide range of digital 
devices, software and network systems that enable the collection, processing, storage 
and transmission of information and communication of users (Kostović-Vranješ, 2015). 
In modern education, ICT plays  a transformative role  -  it  provides access to  a variety 
of digital content  and encourages interactivity, thus contributing to the development 
of key 21st century competencies, such as digital literacy, creativity and collaboration 
skills (Smiljčić, Livaja and Ačalin, 2017).

According to Jabarkhil et al. (2024), ICT is defined as “a set of technical devices, tools 
and teaching resources used to share, develop, manage and transmit information”, 
and its role in education is to ensure more effective communication and support the 
learning process. Digitalization in education does not only mean transferring existing 
content into digital form, but also designing new pedagogical approaches that take ad-
vantage of the digital environment. This aims to achieve greater flexibility in learning, 
to individualize teaching, to encourage active and independent learning and to pre-
pare students for life and work in a digitalized society. ICT is no longer just a support 
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for the teaching process, but a key tool for enabling lifelong learning, flexibility and an 
individualized approach to learning. Students become active participants in the edu-
cational process, and the role of teachers is changing from a source of knowledge to a 
leader and mentor. Digitalization includes various technical means - from computers, 
tablets and smart boards to e-learning platforms and multimedia content.

In the contemporary educational context, technology increasingly shapes teaching 
and learning, providing new opportunities for individualization, motivation and access 
to authentic content. Digital tools act  not only as technical support, but also  as active  
factors in the development of students’ language competences. The aim of the research 
was to examine students’ perceptions of the use of digital tools in foreign language teach-
ing and how it affects their achievements and motivation during the lesson.

Digitalization in education implies the systematic integration of information and 
communication technologies in the teaching process in order to improve learning and 
teaching (UNESCO, 2018). Learning a language is a complex process that involves cog-
nitive, social and communication aspects. Digital technologies enable authentic com-
munication situations that traditional teaching has difficulty providing.

In the literature, the terms program and application are often replaced by the term 
tool and mainly refer to mobile applications that offer  limited use of a particular ser-
vice. Digital communication tools are used for real and direct communication between 
two or more people using a computer and can be used for any form of communication 
(oral, written, visual). In modern practice, numerous digital tools are applied that enrich 
the teaching process. The introduction of information and communication technology in 
the teaching process is closely related to the strengthening of digital literacy, one of the 
fundamental competencies required for lifelong learning. These tools enable an active 
role for the student and support a communicative approach to teaching. Students who 
learn to use technology in a meaningful way from an early age become more independent, 
responsible and information-literate citizens. In the future, ICT will play an even more 
important role: students will increasingly learn through online courses, videoconferenc-
ing, augmented reality and interactive content. Teachers will have the task of providing a 
meaningful, structured and stimulating digital learning environment (Smiljčić, Livaja and 
Achalin, 2017). The results and insights obtained from this research can serve as a basis for 
improving teaching practices and adapting teaching methods to the needs of students in a 
digital environment. In addition, they can contribute to the development of strategies and 
guidelines for the effective use of digital tools and artificial intelligence in foreign language 
teaching, which would be based on methodological and didactic principles.

2. Literature Review
In the last two decades, the number of empirical studies analyzing the effective-

ness of digital technologies in foreign language teaching has increased significantly. 
Research is most often carried out as experimental studies, systematic reviews and 
meta-analyses, which allows for an objective assessment of educational effects.
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The importance of ICT is also discussed in the UNESCO document “Information and 
Communication Technology in Education: Curriculum for Schools and Teacher Devel-
opment Programme”, which provides an overview of the phases that educational insti-
tutions go through in the process of implementing ICT in the education system and the 
development of teachers who are the bearers of the system. The mentioned phases are: 
emergence (acquisition of computer equipment), use (use of ICT in different areas), in-
tegration (inclusion of ICT in the curriculum and classrooms) and transformation (ICT 
becomes an invisible part of teaching practice) (UNESCO, ICT Competence Framework 
for Teachers, 2018).

The effectiveness of digital tools is the subject of numerous international and local 
research that confirms the positive correlations between ICT (Information and Com-
munication Technology) and student achievement.

•	 Research by Gulbahar (2007/2014): In his studies on the effectiveness of technol-
ogy in language learning, it is emphasized that digital resources help overcome 
language barriers through visualization and simulation of real-life communica-
tive situations. The results showed that students who used multimedia content 
had 25% better results on listening comprehension tests compared to the tradi-
tional group.

•	 Research by Prensky (2010): His works highlight the concept of “digital game as 
a learning tool”. The results of his observations show that strategic video games 
in English language teaching encourage “spontaneous speech production”, where 
students, motivated by the game, forget about the fear of making a mistake in 
speaking.

The OECD report (2024) based on PISA data shows that digital technologies have a 
positive effect on foreign language learning when: they add pedagogical value, they 
encourage active use of the language, and they combine reading, listening, speaking 
and writing. The research emphasizes that technology is effective only when it is inte-
grated into the teaching process with a clear educational goal.

In recent  years,  in parallel with global educational trends,  several studies related 
to the integration of information and communication technologies (ICT) in teaching  
have been carried out in the Republic of North Macedonia. These studies focus on the 
effects of digital tools on the teaching process, teacher preparation, student  motiva-
tion  and the quality of learning. One of the first systematic studies on digitalization in 
education in Macedonia was conducted by Anastoska-Jankulovska and Mitrevski (2017). 
The aim was to determine the level of use of digital educational material databases in 
schools. The research showed that:

•	 only a part of teachers actively used digital material databases;
•	 teachers needed additional training;
•	 digital resources in Macedonian were limited;
•	 technical support was a key factor for successful implementation.
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The authors conclude that digitalization has the potential to significantly improve 
teaching, but requires systemic support and professional development of teaching 
staff. Šterjoska-Mitreska (UKIM, Faculty of Pedagogy) analyzed how the digital envi-
ronment affects students’ reading competences. The research showed that: students 
are increasingly using hypermedia and interactive texts; digital resources are changing 
the traditional linear form of reading; functional digital literacy is developing as a new 
educational competence. The results indicate that digital technologies require new 
methodological approaches in language and literacy teaching.

3. Research methodology
The aim of this research is to analyze the impact of digital technologies on students’ 

achievements in foreign language teaching in primary education. The survey was con-
ducted with primary school students studying  in rural and urban areas, covering 85 
students of different ages from 11 to 14 years old or students from grade 6 to grade 9. 
The aim of this survey was to examine the presence of digital tools (such as Kahoot!, 
Quizlet, Duolingo, YouTube and others) in the teaching process, as well as their impact 
on students’ motivation, activity and success in learning a foreign language.

The research questions were focused on the following context: Which digital tools 
do students most often use when learning a foreign language? What is the impact of 
digital tools on the efficiency of teaching? What are the most common challenges in 
the digitalization process? When do they learn more easily, whether through a tra-
ditional method of teaching or through the use of modern digital tools and learning 
platforms? Which tools allow them to learn at their own pace? Some of the questions 
were open-ended in order to examine the attitude and opinion of students on this top-
ic. After processing all the data obtained, and in order to obtain relevant conclusions 
from this research, a statistical analysis of the data and a graphical presentation of 
the responses received from the survey questionnaire were made. The results and con-
clusions from this research can serve to create a policy to support teachers in the 
successful use of digital tools in the teaching process, implementing modern teaching 
that will respond to the needs of students, encourage them to think critically and make 
decisions. We believe that digitalization is not just a technical introduction of devices, 
but a pedagogical transformation that requires new competencies among teachers and 
new approaches to learning.

4. Findings/Results
According to demographic data obtained from the analysis of the survey, the majority 

of respondents (93.9%) live in a village, while only 6.1% live in a city.



KAIROS | MEDIA AND COMMUNICATION REVIEW | VOL. 5 | NO. 1 | MAY 2026

25

According to gender, we have an almost even distribution: 51.5% are female, and 
48.5% are male.

Most of the respondents are from the 8th grade (42.4%), followed by students from 
the 6th (30.3%) and 7th grade (27.3%).

When asked whether digital tools are used in classes, 57.6% answered “Yes”, while 
24.2% use them “Sometimes”. This indicates a solid digitalization of teaching.

According to students: The most used tools are YouTube (54.5%), by far the most 
popular medium, followed by Kahoot! (48.5%), often used for quizzes, Google Classroom 
(15.2%) and Duolingo (9.1%).

More than 63% of students gave high marks (4 and 5) for finding learning with Ka-
hoot! and Quizlet more interesting. 66.7% of students confirmed that YouTube videos 
directly help them better understand the language when they listen to it.
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57.6% of students believe that Kahoot! and Wordwall make it easier for them to learn 
grammar and new words.

According to students, Duolingo has a positive impact on reading and writing prac-
tice for 63.6% of respondents.

In the section where we examined student activity during class: Over 50% of stu-
dents stated that they are more active when the teacher uses games like Kahoot! or 
Wordwall.

Student independent learning was examined in question number 15 and we received 
the following answers: Although

Google Classroom is used, students are divided about its effectiveness for independ-
ent learning (45.5%) answered “Sometimes”. However, 60.6% believe that applications 
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like Quizlet and Duolingo allow them to learn at their own pace. We examined stu-
dents’ favorite tools in the last part of the survey where the questions were open-end-
ed. Students single out the following as their favorites:

•	 Kahoot! – because of the competitive spirit and fun. 
•	 Duolingo – because it helps with writing and speaking. 
•	 YouTube – for listening and pronunciation.

Respondents do not mention a universal tool that would be unique for all language 
skills, but the closest to that are communication tools that enable conversation with 
students and primarily encourage speaking and listening skills.

5. Discussion and conclusions
Based on the above, it can be concluded that digitalization is not just a trend, but a 

necessity for quality primary education in the 21st century. The integration of digital 
tools in foreign language teaching can significantly enrich foreign language teaching, 
but their effective application requires good methodological planning, technical sup-
port and continuous professional development for teachers. Modern information tools 
can be divided into several categories according to their purpose: communication tools, 
presentation tools, collaboration tools, media exchange tools, creative learning tools, 
tools for creating educational content, educational games, tools for building learning 
management systems and others.

Based on the results obtained, it can be concluded that digital tools represent 
a valuable potential for improving foreign language teaching, especially when 
they are carefully integrated into teaching processes and adapted to the needs of 
students. Digital technology should not be just a technical addition to traditional 
teaching, but an integral part of a modern pedagogical approach that encourages 
critical thinking, creativity, collaborative learning and independence. In the future, 
digital literacy should not be seen as a separate competence, but as an integral part 
of a comprehensive education that responds to the challenges of the 21st century. 
Future research could focus on the long-term effectiveness of different digital tools 
on the development of students’ language competences and on the comparison of 
digital teaching strategies. According to UNESCO (2018), technology is effective only 
when it is pedagogically justified.
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5.1. Synthesis of research results

Area Main results

Vocabulary significant improvement

Motivation high increase

Communication Skills improved speech activity

Reading and Comprehension moderate positive effect

Autonomy greater independence

Engagement higher involvement

Vocabulary significant improvement

This suggests that digital technologies have a moderate but stable positive effect 
on language learning, especially when used interactively and pedagogically. However, 
technology alone does not guarantee success. The key factor remains the teacher as 
an educator who directs the use of digital resources towards educational goals. The 
balanced integration of technology creates the conditions for effective, modern and 
inclusive education.

Despite all its advantages, learning only with digital tools cannot yet completely re-
place the classical approach to learning, but it can provide a more creative and complex 
approach to learning and teaching and improve the educational process, if used in a 
balanced way with other teaching resources. No tool can completely replace classroom 
work and lectures at school, nor human communication, especially when it comes to 
a foreign language. Live communication always has an element of liveliness, empathy 
and intuitiveness, while a computer cannot fully convey them. Communication is es-
pecially important in language teaching due to the purity and clarity of pronunciation. 
According to the questionnaire, it can be concluded that foreign language teachers 
reach for tools that can strengthen multiple language skills at the same time and that 
motivate students to actively engage in the language.

However, for this process to be fully successful, we need to ensure schools have the 
adequate equipment, and pedagogically prepared teachers who know how to use tech-
nology as a means, not as an end in itself, as well as quality digital content adapted to 
the age. The correct application of these factors results in lasting knowledge and high 
achievements among students.
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Annexes

Survey: Use of digital tools in foreign language teaching

Nowadays, modern teaching is increasingly based on the application of digitaliza-
tion, which enables a more interactive, dynamic and interesting learning process.

Your answers will help to understand how modern technologies affect learning, mo-
tivation and student achievement.

Please read the questions carefully and answer honestly. The survey is completely 
anonymous and the results will be used exclusively for research purposes.

1. Where do you live a)city
	 b) village

2. Gender
	 a) male
	 b) female

3. What grade are you in?
	 a) 6th grade
	 b) 7th grade
	 c) 8th grade
	 d) 9th grade

4. Do you use digital tools like Kahoot!, Quizlet, Duolingo or YouTube in your classes?
	 a) Yes 
	 b) No
	 c) Sometimes

5. Which of the following tools have you used in your classes?
	 a) Quizlet 
	 b) Kahoot!	
	 c) Duolingo
	 d) Google Classroom
	 e) Wordwall
	 f) Other:  	
	
6. Learning with tools like Kahoot! and Quizlet is more interesting to me

7. Apps like Duolingo motivate me more to learn a foreign language
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8. YouTube videos help me understand better when I listen to a foreign language.
	 a) Yes
	 b) No
	 c) Sometimes

9. Kahoot! and Wordwall make it easier for me to learn new words and grammar.
	 a) Yes
	 b) No
	 c) Sometimes

10. Quizlet helps me remember new words easier
	 a) Yes
	 b) No
	 c) Sometimes

11. Duolingo helps me practice writing and reading.
	 a) Yes
	 b) No
	 c) Sometimes

12. I am more engaged when the teacher uses Kahoot! or Wordwall.
	 a) Yes
	 b) No
	 c) Sometimes

13. I like to participate in quizzes and games through digital tools.
	 a) Yes
	 b) No
	 c) Sometimes

14. With Google Classroom, I can study more easily on my own.
	 a) Yes
	 b) No
	 c) Sometimes

15. Apps like Quizlet and Duolingo allow me to study at my own pace.
	 a) Yes
	 b) No
	 c) Sometimes

16. I would like the teacher to use these tools more often
	 a) Yes 
	 b) No
	 c) I don’t care

17. What is your favorite digital tool and why?
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In the modern world of conflict, information has emerged as a potent instrument 
that not only dictates the political fate of people and groups but also the daily ex-
istence of vulnerable communities. Formal media systems are undermined or de-

stroyed in most war-impacted areas, and rival forces control the narratives to shape 
perceptions and behaviors. This leads to complicated and sometimes perilous infor-
mation landscapes in which false information may be life-threatening. In spite of this 
fact, humanitarian interventions have been more geared towards addressing physical 
needs like food, shelter and healthcare with little concern on the role of information 
and communication systems. This paper looks at the role of media and information 
literacy (MIL) as a survival mechanism in a conflict environment in the eastern Dem-
ocratic Republic of Congo (DRC) and Sudan in 2022-2024. Data were gathered using a 
qualitative comparative case study design that involved 67 participants, comprising in-
ternally displaced people, journalists, humanitarian workers, and civil society actors, 
who were interviewed and discourse analyzed to provide data based on the predomi-
nant media discourse. Patterns and differences in the two contexts were determined 
using thematic and comparative methods of analysis. Three major dynamics emerged. 
First, the breakdown of official media systems compels communities to use informal 
communication systems like community radio, messaging systems, and face-to-face 
communication, and frequently without the means of verifying their authenticity. Sec-
ond, low MIL makes people more susceptible to misinformation, with a significant por-
tion of people not being able to differentiate between credible information, rumours 
and propaganda. Third, the direct material effects of misinformation are evident in 
the decisions made in terms of safety, displacement and resource access. It was also 
established that stronger community networks can promote collective practices of ver-
ification and lessen the exposure to dangerous information. The paper finds that MIL 
needs to be re-conceptualized as a type of humanitarian infrastructure, and proposes 
to include literacy training and community-based verification systems within human-
itarian interventions to enhance resilience and decision-making in conflict-affected 
settings.

Keywords: media and information literacy; information warfare; humanitarian 
infrastructure; conflict communication; misinformation.
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1. Introduction
Modern armed conflict is no longer fought with the use of pure violence; it is increas-

ingly influenced by information wars. The manipulation, control and disruption of infor-
mation flows have become part of the arsenal of state and non-state actors in most of the 
conflict-affected areas. War zone communities are thus forced to negotiate multifaceted 
and usually untrustworthy information landscapes in which the effects of misinforma-
tion may be both immediate and life threatening. In these situations, availability of cor-
rect information is not merely a case of awareness but a life-and-death issue. In places 
like eastern DRC and Sudan, a long-term conflict has crippled or completely destroyed 
formal media systems. Damage to infrastructure, political interference, and insecuri-
ty have constrained the ability of the traditional media institutions to deliver reliable 
and timely information. Governments and militia apply both control over narratives, 
using communicational channels to promote their strategic interests. This has created 
incomplete information ecosystems of uncertainty, mistrust and spreading unverified 
information at high speeds. In such settings, societies are becoming more dependent on 
informal communication networks- community radio, mobile messaging services, and 
interpersonal networks. Although these alternatives offer partial access to information, 
they do not have verification and accountability mechanisms. As a result, rumors and 
misinformation are rapidly spread, affecting the choice of safety, movement, and access 
to resources. In extreme cases, misinformation has led to violence, misguided displaced 
people, and undermining of humanitarian intervention. Although there is increasing 
awareness of the importance of information as a driving force in conflict dynamics, the 
current humanitarian responses still focus on physical needs. Although they are ad-
mittedly vital, relatively little emphasis is placed on information and communication 
systems as the aids to resilience and survival. This is a critical gap in situations where 
people are required to make fast choices using incomplete or untrustworthy informa-
tion, and communities are prone to manipulation and damage.

This paper fills this gap by exploring the use of MIL in conflict situations. In this re-
spect, media literacy goes beyond the conventional beliefs of critical thinking or digital 
literacy; it involves the skill to operate in an environment of complex information, eval-
uate the credibility of the sources, and make sound decisions in the face of uncertainty. 
These skills are not only beneficial in conflict zones but also a survival need. The re-
search questions steering the study are as follows: How do people and communities in 
conflict-affected areas access and interpret information? How does MIL influence their 
responses to uncertain and potentially damaging information environments? What is 
the effect of misinformation on decision-making and the survival outcome? By providing 
a comparative emphasis on eastern DRC and Sudan (2022-2024), the paper reveals com-
mon trends and context-specific relationships in information access, interpretation, and 
response. This study is important in that it redefines media literacy as humanitarian in-
frastructure. The information infrastructure, just like the physical infrastructure, helps 
individuals to manage complex environments and make decisions that influence their 
safety and well-being. Placing MIL in this context, the paper indicates that humanitarian 
response must be extended to incorporate communication and information systems as 
the critical elements of humanitarian response, and the implications on conflict com-
munication, humanitarian policy, and resilience scholarship.
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2. Literature Review
Media and Information Literacy (MIL) is generally perceived as the ability to access, 

assess, analyze and apply information efficiently in various situations. (Tibaldo 2022) 
argues that MIL provides people with the skills of critical thinking, which they need 
to navigate the information environment of the complex and sometimes overloaded 
information world. Within a conflict environment, though, MIL becomes more than 
an academic or civic skill; it is a survival mechanism whereby people need to be able 
to differentiate between credible and potentially harmful information that may result 
in life or death. (Dadakhonov (2024) also points out that MIL is not a fixed competence 
but an adaptive process that is influenced by socio-political environments. Closely re-
lated to this is the notion of information warfare, which is a strategic utilization and 
manipulation of information to alter the way people think, interfere with the social co-
hesion, and attain a political or military goal. According to (Kurbanova 2025), informa-
tion warfare is defined as a conscious action by state and non-state actors to dominate 
the narratives by propaganda, misinformation, and psychological actions. Lysenko and 
(Chyryk 2024) also state that manipulation in political communication is the key to con-
temporary conflicts, where the narratives are weaponized to influence the behaviors 
and attitudes. Humanitarian infrastructure is traditionally viewed as physical resourc-
es, including food, shelter, health, and logistics. More recent literature has questioned 
this limited reading: Joshi and (Aldrich 2025) claim that social infrastructure, such as 
information flows and communication systems, is just as significant to crisis-resilience 
efforts. Mobility, safety, and access to aid are dependent on the availability of relia-
ble information in conflict zones, making communication systems a vital element of 
humanitarian response. Another significant difference is made between misinforma-
tion and disinformation. Misinformation is defined as false or inaccurate information 
disseminated without any intent to mislead and disinformation is the intentional dis-
semination of false information to control audiences. Both types have a profound in-
fluence on the crisis environment, as they influence perceptions and decision-making 
(Ulbricht and Rizk, 2024). The impact of either form can be highly magnified in weak or 
non-existent verification mechanisms, which is most likely in fragile contexts.

3. Theoretical Framework
The paper is based on two theoretical approaches: the Political Economy of Commu-

nication and Framing Theory.

The Political Economy of Communication looks at the influence of power relations, 
economic arrangements and institutional processes on the production, distribution 
and consumption of information. As (Al Mahameed and Abras 2025) emphasize, com-
munication systems are intertwined with the wider socio-economic systems, with ac-
cess to information being frequently mediated by influential players. In conflict envi-
ronments, this domination is more escalated when governments, militia and other 
actors use information channels to consolidate power which creates inequalities in 
information access that directly affect the behavior of the affected populations. This 
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is complemented by Framing Theory which is concerned with the presentation and in-
terpretation of information. According to (Graversgaard et al. 2023), frames impact the 
way people interpret events, attribute meaning, and decide. Framing is an important 
aspect of conflict communication that contributes to the narratives of identity, threat, 
and survival. (Van Hulst et al. 2025) also contend that framing, discourse, and narra-
tive are intertwined mechanisms, which create social realities and direct collective ac-
tion. (Krieg 2023) expands this point of view by illustrating how narratives themselves 
are used as weapons of war in contemporary conflicts: by framing selectively, actors 
are able to justify violence, inspire support, or instill fear, which is directly in line with 
the idea of information warfare.

Empirical studies of communication in conflict areas repeatedly discover formal 
media systems to be collapsed or grossly disrupted. Damage of infrastructure, censor-
ship and insecurity make traditional media sources inaccessible or unreliable, forcing 
communities to resort to alternative sources. According to (Radcliffe 2020), local radio 
stations, messaging applications, and informal networks are the main communication 
channels in such situations and become community-based. These sources are more 
likely to be more accessible and more trusted but not formally verified, which adds to 
the risk of misinformation. Research also points to the increased significance of digital 
communication tools. Mobile phones and social media sites enable sharing of informa-
tion fast, but it is through these platforms that misinformation is spread. (Ulbricht and 
Rizk 2024) offer a typology of harms related to harmful information on social media 
and show how false narratives can result in displacement, violence, and psychological 
distress. Studies also indicate that information systems perform differently in different 
settings: literacy rates, technology accessibility, and the quality of civil society institu-
tions are some of the factors that determine how communities utilize information, and 
practices of collective verification have been seen in certain settings and fragmented 
environments in others to create increased vulnerability. In spite of these observa-
tions, there is a dearth of empirical research on African conflict zones in a compara-
tive manner. Available literature tends to generalize their results across regions and 
ignore the local socio-political dynamics of information practices in various contexts.

The media literacy and conflict communication literature is marked by a number 
of debates that are continuing. A key question is whether MIL can be viewed as a per-
sonal ability or a social activity. (Danner-Schroder et al. 2025) believe that the complex 
problems of society can only be solved through common action and common practice 
instead of only individual skills; according to this view, media literacy is not an indi-
vidual critical thinking but a community-based process of verification and interpreta-
tion. The other significant controversy is the conflict between freedom and informa-
tion control in conflict situations. (Egielewa et al. 2024) point out that the challenge of 
governments and humanitarian actors is the dilemma of balancing the need to prevent 
harmful misinformation with the freedom of expression. Too much control will re-
sult in censorship and propaganda, whereas too little may result in the uncontrolled 
spread of harmful information. A similar debate is about the comparative significance 
of digital and traditional communication systems: although digital technologies are 
fast and reach more people, traditional communication systems, like radio, are still vi-
tal in regions with low internet penetration, and communication strategies in conflict 
regions should combine both.
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4. Literature gaps
There are still considerable gaps in the literature. Underrepresentation of African 

conflict contexts is one of the major limitations. Whereas other parts of the world like 
the Middle East or Eastern Europe have been given much attention, African conflicts are 
usually analysed in a disjointed or shallow way. According to (Malhouni and Mabrouki 
2024), logistical and infrastructural issues in African conflict regions are thoroughly 
studied, yet the contribution of information systems is not explored. Another critical 
gap is the lack of integration of media literacy in humanitarian systems. Current mod-
els of humanitarianism emphasize physical needs and frequently neglect the value of 
accessing and being literate in information; a weakness that is especially concerning 
in areas where misinformation may directly affect the survival chances. Lastly, there 
are few comparative studies that investigate the way that various contexts of conflicts 
influence information practices, so it is hard to find patterns, best practices, or chal-
lenge specific to a particular context. This paper fills these gaps by redefining MIL as a 
type of life-saving infrastructure in conflict areas. It offers a comparative view of the 
cases of eastern DRC and Sudan by presenting both the similarities in the challenges 
and specificities of the situation. In particular, the research broadens the notion of 
humanitarian infrastructure to encompass communication networks and information 
literacy; provides empirical data on how communities negotiate complex information 
landscapes; and creates a direct connection between the practice of information and 
material consequences, showing how misinformation affects mobility, safety, and re-
source access. The contributions have both an academic and humanitarian policy and 
practice implication.

5. Methodology
The research method used is a qualitative comparative case study design to under-

stand the role of MIL as a survival strategy in conflict-affected settings. Qualitative 
approach is suitable as the study aims to investigate the lived experiences, perceptions, 
and adaptive behaviors in terms of information use in situations where formal systems 
are not functioning. The comparative dimension allows a nuanced understanding of 
similarities and differences between two conflict environments eastern DRC and Su-
dan in the time period 2022 to 2024.

This paper is concerned with conflict-prone areas in eastern DRC and Sudan, which 
have been marked by insecurity over the years, massive displacement, and ineffective 
media systems. The research population includes four main categories, such as in-
ternally displaced persons (IDPs), journalists, humanitarian workers, and civil society 
actors. These groups have been chosen since they hold various roles in the information 
ecosystem. IDPs are the final consumers of information whose choices are directly af-
fected by the presence of narratives available, and journalists and civil society actors 
are the intermediaries in the production and distribution of information. Humanitar-
ian workers give further understanding of institutional communication practices in 
crisis response systems.
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The purposive sampling approach was utilized to choose the participants who had 
a pertinent experience and understanding of information practices in conflict envi-
ronments, so that the participants could provide information-rich accounts. The total 
number of participants was 67 and was allocated to the two case settings to give mean-
ingful comparison and depth of the qualitative analysis. The selection criteria com-
prised of direct experience of the conditions of conflict, engagement in communication 
processes, and readiness to take part.

Two main methods of data collection were used, namely, in-depth interviews and 
discourse analysis. Semi-structured interviews were conducted with all participants, 
allowing flexibility while ensuring that the main themes, including access to informa-
tion, practices of verification, and experience of misinformation, were covered. The 
dominant media narratives were also analyzed through discourse analysis that involved 
formal and informal channels of communication such as community radio broadcasts, 
social media content (e.g., WhatsApp messages), and publicly disseminated narratives 
in the conflict zones. The objective was to determine common frames, themes, and 
information dissemination patterns, especially those that revolved around fear, safety, 
and identity.

Interpretation of qualitative data in terms of interviews was done using thematic 
analysis. Systematic coding of transcripts was done to determine recurrent themes 
and patterns of information practices, media literacy and survival strategies. Themes 
were created inductively, which means that they were created based on the data, but 
guided by the theoretical framework of the study. The similarities and differences be-
tween the DRC and Sudan case were also analyzed with a comparative analytical ap-
proach through the cross-case analysis, which determined the influence of contextual 
factors, including strength of civil society network or availability of communication 
technologies, on information behaviors and outcomes. They were supplemented by dis-
course analysis which showed how the narratives are created and distributed within 
each setting.

Since the research conducted was sensitive, high ethical principles were observed 
during the study. All the participants gave informed consent, were informed about 
the purpose of the research, their rights, and the voluntary nature of their involve-
ment. In order to guarantee confidentiality and anonymity, the information that 
could identify a respondent was eliminated in transcripts, and pseudonyms were 
applied where it was needed. Information was safely stored and was only accessed 
by the researcher. The vulnerable participants especially the IDPs who might have 
been traumatized were also given special attention, the interviews were carried out 
in a way that did not cause psychological distress to the participants and the par-
ticipants were not pressured to talk about the things that they were uncomfortable 
discussing. The research followed the wider ethical principle of no harm, which 
meant that it did not expose people to other dangers in environments that are al-
ready vulnerable.
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6. Results
This part summarizes the results of 67 respondents in eastern DRC and Sudan, which 

are presented in themes as per the study objectives. Three overarching themes were 
identified: (1) the failure of formal media and emergence of informal information sys-
tems, (2) constrained MIL capacity, and (3) material effects of misinformation. Table 1 
provides a comparative aspect.

Collapse of Formal Media and Rise of Informal Systems: Results show that conflict is 
devastating to formal media infrastructures, such as television, newspapers, and offi-
cial channels of communication. In both DRC and Sudan, respondents indicated a lack 
of credibility in state-controlled media because they felt that it was biased, censored, 
or propagated propaganda. Some regions were further restricted to access to relia-
ble information due to physical destruction of communication infrastructure. Conse-
quently, people are turning to informal communication channels, such as community 
radio, WhatsApp groups, and word-of-mouth networks, which are appreciated due to 
their accessibility and real-time but are not structured to verify information. Most of 
the participants reportedly obtained informally important information like security 
updates or safe routes even though they were not certain about how accurate they 
were. These systems are flexible and resilient, but they also lead to the creation of 
an environment in which information is shared quickly without verification, exposing 
people to misinformation.

Minimal Media and Information Literacy Ability: The second important result is con-
nected with low levels of MIL among participants, on the whole. Though there were 
signs of certain verification techniques being used by some people, e.g. cross-check-
ing of sources or consulting trusted contacts, these were not common and organized. 
The most common answer was that most of the respondents struggled to differentiate 
credible news, propaganda and rumors, especially with displaced populations having 
little access to education or to digital literacy training. In some instances, participants 
reported relying on networks of trust and not critically assessing the information. The 
results indicate that MIL is unevenly spread and limited by structural elements like ac-
cess to education, technology, and a consistent system of communication. Consequent-
ly, people become more susceptible to manipulation in the information weaponized 
environment.

Consequences of Misinformation Material: The direct, real-life effects of misinforma-
tion on the survival outcomes are one of the most important discoveries. Respondents 
gave several explanations of how misleading or fake information affected the making 
of critical decisions. The preemptive violence in certain communities was as a result 
of rumors of impending ethnic attacks as people acted on unconfirmed threats. Else-
where, the misinformation about safe routes resulted in the displaced persons moving 
to areas that were under the control of armed groups, exposing them to more risks. 
Misinformation regarding the allocation of humanitarian aid also contributed to con-
gestion, violence and distrust among the populations in need. These instances demon-
strate that misinformation is not only a communicative, but a material problem that 
has physical impacts on safety, mobility, and access to resources.
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Comparative Lessons: DRC and Sudan: The comparative analysis shows that there are sim-
ilarities as well as significant differences in the two contexts. In Sudan and DRC, the partici-
pants have reported a lack of information, mistrust of the official media, and use of informal 
networks. But the networks were structured and effective differently. In Sudan, collective ver-
ification practices were supported by the existence of more organized civil society networks. 
The participants talked of cases when information was triangulated in groups in the commu-
nity before taking action, which minimized the transmission and effects of misinformation to 
a certain degree. Conversely, the information ecosystem of eastern DRC was less concentrat-
ed, and there was less cohesion between community actors; because of this, misinformation 
was more widespread and verification was less uniform. These comparative differences are 
summarized in Table 1 by noting that there are differences in the way information is accessed, 
verification strategies, and the role of civil society on the two cases.

Table 1: Comparative Information Practices in DRC and Sudan

Dimension Eastern DRC Sudan

Access to Information
Highly fragmented; limited 
access to reliable sources

Moderately structured; 
better access through organized 

networks

Primary Information Channels
Word-of-mouth, WhatsApp, 

local radio
WhatsApp, community 

networks, civil society platforms

Trust in Formal Media
Very low due to censorship and 

infrastructure collapse
Low but slightly higher due to 

alternative civic sources

Verification Practices Weak and inconsistent
More collective and organized 

verification practices

Role of Civil Society Limited coordination
Stronger and more structured 

involvement

Exposure to Misinformation High Moderate

Impact of Misinformation
Frequent misdirection and 
heightened vulnerability

Reduced impact due to 
collective verification mechanisms

Emerging Patterns: One of the emergent lessons is the importance of trust as an 
alternative to verification. Without the use of reliable systems, people tend to interpret 
information through the use of trusted intermediaries who may be community lead-
ers, family members or even the radio hosts in the local areas. Although this may lead 
to efficiency, it also puts informational power in the hands of a limited number of ac-
tors. Another interesting observation is the adaptability of communities: even though 
it is severely limited, people devise coping strategies including sharing selective in-
formation, using a variety of channels, and making careful decisions under high-risk 
circumstances.
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7. Discussion
The results indicate that information is not a background factor in the crisis envi-

ronment but a key determinant of survival. This is in line with the current literature 
that highlights the increased role of communication systems in the development of 
resilience in times of crisis (Joshi & Aldrich, 2025).

This breakdown of formal media systems witnessed in both eastern DRC and Su-
dan supports arguments in the Political Economy of Communication that informa-
tion accessibility is organized by power and institutional control (Al Mahameed & 
Abras, 2025). In such situations, undermined media systems leave information gaps 
that are occupied by informal networks. Although these networks are adaptive, 
they also indicate structural disparities in access to dependable information-a fact 
that is not new to the understanding that communication systems are not neutral, 
but rather, they are situated within larger socio-political processes. The informal 
communication systems like WhatsApp groups and community radio play a crucial 
role in information dissemination as it aligns with empirical research pointing at 
the significance of alternative media in the crisis situation (Radcliffe, 2020). None-
theless, these platforms, unlike formal systems, do not have standardized verifica-
tion procedures, which contributes to their vulnerability to misinformation and 
highlights the necessity to enhance community-level verification procedures. One 
of the contributions of this research is the determination of low MIL capacity as a 
major vulnerability factor. The inability of the participants to distinguish between 
credible information, propaganda, and rumors confirms the previous results that 
poor media literacy makes people more vulnerable to manipulation (Tibaldo, 2022). 
Notably, the study builds on this insight by showing that MIL is not necessarily an 
individual cognitive skill but is influenced by the access to education, technology, 
and social networks-which argue in favor of MIL being construed as a collective so-
cial practice (Danner-Schroder et al., 2025).

The empirical evidence that information has direct and tangible effects in conflict 
situations is well supported by the material implications of misinformation. Examples 
of preemptive violence and harmful displacement choices correlate with (Ulbricht 
and Rizk 2024), who show that the negative information in the conflict zones may 
cause physical, psychological, and social damage. This paper also explicitly connects 
misinformation to survival tactics, which supports the importance of information 
being a valuable resource. The comparative analysis provides further understanding 
of the role of collective verification practices. It seems that the comparatively more 
robust civil society networks in Sudan enable more organized information-sharing 
and validation processes, which is consistent with the literature on the importance 
of social infrastructure in strengthening communities (Joshi & Aldrich, 2025). In DRC, 
the disjointed information space, in its turn, shows how the fragile institutional and 
social framework contributes to the susceptibility to misinformation.

Conceptually, the results were overwhelmingly in line with Framing Theory: ethnic 
threat narratives, safety, and access to aid were frequently framed in a manner that in-
creased fear and urgency, influencing decision-making and occasionally leading to det-
rimental effects (Graversgaard et al., 2023; Krieg, 2023). The research is also relevant 
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to the current discussions on the issue of information control versus freedom. It is nei-
ther about the free flow of information nor the excessive control but about the neces-
sity to balance the methods of access and accountability (Egielewa et al., 2024). Results 
show that conflict has a devastating impact on the formal media infrastructures such 
as television, newspapers and official communication channels. The respondents of 
both DRC and Sudan noted that the state-run media in both countries was not credible 
because it was viewed as biased, censored, or propaganda. The destruction of com-
munication infrastructure physically also reduced access to reliable information in 
certain locations. Consequently, the societies are turning to less formalized commu-
nication systems, such as community radio, WhatsApp groups, and word-of-mouth 
networks, which are appreciated due to their accessibility and immediacy but do not 
have formalized verification mechanisms. A lot of participants talked about getting 
important information like security updates or safe routes via informal channels even 
though they were not sure whether it was accurate or not. Although such systems are 
flexible and resilient, they also provide space in which information diffuses quickly 
without verification, exposing people to misinformation.

In theoretical terms, the results heavily favor Framing Theory: ethnic threat, safe-
ty, and aid access narratives tended to be framed in a way that increased fear and 
urgency, which influenced decision-making and occasionally had detrimental effects 
(Graversgaard et al., 2023; Krieg, 2023). The research also adds to the existing discus-
sions on the freedom and information control. The lack of freedom of information and 
excessive control is not enough, the results suggest that both access and accountability 
should be encouraged with the help of even-handed solutions (Egielewa et al., 2024). 
Regarding practical implications, the research indicates the necessity to incorporate 
MIL in humanitarian response systems as soon as possible. Conventional methods that 
consider physical infrastructure as paramount are inadequate in the situations where 
information has a direct bearing on the survival results. Making people and society 
more prepared to analyze information is one of the ways of minimizing the suscepti-
bility to misinformation and enhancing decision-making. The interventions must also 
go beyond personal training in order to support the community-based verification sys-
tems, building stronger local networks, and using the available communication plat-
forms to make communities more resilient.

8. Conclusion
This paper explored the role of MIL in conflict-affected settings, in the case of east-

ern DRC and Sudan. The results indicate that in the event of collapse of formal media 
systems and fragmentation of information, access, interpretation and verification of in-
formation becomes a survival issue of paramount importance. Three key dynamics were 
determined. To begin with, the disruption of formal communication systems compels 
communities to turn to informal networks that are, although available and instanta-
neous, not subjected to a uniform verification procedure. Second, restricted MIL makes 
people more susceptible to misinformation, with many people having a hard time dis-
cerning between valid information, rumors, and propaganda. Third, misinformation can 
have a real and even serious outcome, such as the provocation of violence, misguiding 
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displaced communities, and loss of confidence in the humanitarian processes. One of 
the main contributions of the study is the redefinition of MIL as humanitarian infra-
structure. Similarly, to physical survival, food, shelter, and healthcare are necessary, 
it is equally important to have access to trustworthy information and ability to analyze 
and critically assess it when navigating intricate and potentially risky surroundings. The 
comparative results also emphasize the idea that the risks of misinformation can be al-
leviated by stronger community networks and practices of collective verification.

The study has certain limitations. The limited generalizability of the results is due 
to the qualitative nature of the study and the size of the sample, and the difficulties in 
access and security in conflict areas might have affected the extent of data gathering. 
Future studies may develop on this study by including larger data sets, quantitative 
methods, and more case studies in various regions. To sum up, the paper highlights 
the importance of the immediate need to incorporate MIL into humanitarian response 
plans. Resilience in conflict-prone environments, capable of saving lives and minimiz-
ing vulnerability, can be strengthened by empowering communities with the essential 
skills of critical literacy and strengthening information systems.

9. Recommendations
The international organizations and policymakers must officially acknowledge the 

inclusion of MIL in humanitarian infrastructure by introducing it into the emergency 
response frameworks alongside the conventional needs of food, shelter, and health-
care. They should come up with policies that favor independent and community-based 
media systems by governments and multilateral agencies especially in weak and con-
flict-prone areas. Regulatory frameworks must strike a balance between information 
access and protection, reducing the harmful misinformation without compromising 
the freedom of expression through joint efforts among governments, civil society and 
technology platforms.

Humanitarian organizations are advised to include context-specific MIL training 
interventions in their intervention, especially among the IDPs and other vulnerable 
groups. The programs ought to be centered on practical skills like recognizing credible 
sources, verifying information, and misinformation recognition. Verification systems 
based in communities need to be empowered through encouraging the use of credible 
local actors, such as the community leaders, journalists, and civil society organiza-
tions, and through the existing platforms, such as community radio and messaging 
networks, to enhance the spread of correct and timely information. Humanitarian ac-
tors are also encouraged to invest in local communication strategies based on the lin-
guistic, cultural, and technological realities of affected populations and apply multiple 
channels, including digital and traditional ones, to be inclusive and reach.

Further studies are required to include quantitative research to quantify the ef-
fects of media literacy on survival rates in a more systematic manner, and conduct 
comparative studies in more locations to obtain a better understanding of how vari-
ous contexts inform information practices. There is also a need to conduct interdisci-
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plinary studies linking communication studies, humanitarian policy and technology 
especially to learn how to harness digital tools to enhance information resilience in 
crisis situations.
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Purpose: The purpose of this study was to examine students’ experiences of on-
line learning during the COVID-19 pandemic in higher education in Montenegro, 
with a particular focus on digital competence, platform usage, self-perceived ef-

fectiveness, disciplinary differences, and preferences for post-pandemic teaching for-
mats. Methods: The study employed a quantitative research design based on an online 
survey administered to higher education students in Montenegro. Data were collected 
using a structured questionnaire grounded in an established methodological frame-
work. Descriptive statistics, Spearman’s rank correlation, McNemar tests, one-sample 
t-tests, and analysis of variance (ANOVA) were applied using IBM SPSS Statistics to test 
five research hypotheses related to students’ digital learning experiences. Results: The 
findings indicate that students’ prior experience with e-learning was positively associ-
ated with satisfaction with online learning tools. Significant changes in platform usage 
were observed during the pandemic, marked by increased reliance on synchronous and 
institutionally supported platforms and reduced use of informal communication tools. 
Students reported a statistically significant positive level of self-perceived effectiveness 
in using e-learning tools, particularly in content preparation and platform operation. 
No significant differences in perceptions were found across fields of study. Finally, stu-
dents expressed a clear preference for face-to-face and laboratory-based learning in the 
post-pandemic period, while also valuing flexible digital learning components. Conclu-
sions: The study demonstrates that emergency remote teaching acted as both a chal-
lenge and a catalyst for the development of students’ digital competencies. While on-
line learning supported the acquisition of functional digital skills, students expressed a 
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strong preference for blended learning models that combine in-person instruction with 
digital flexibility. The findings highlight the importance of systematically integrating 
digital competence development into higher education curricula beyond crisis con-
texts. Practical implications: Higher education institutions should invest in sustaina-
ble blended learning models that leverage digital tools while preserving the pedagogical 
value of face-to-face interaction. Targeted support for developing advanced digital and 
evaluative skills, such as peer assessment, may further enhance students’ learning ex-
periences. Social implications: By strengthening students’ digital competencies, higher 
education can contribute to more inclusive and resilient learning environments, better 
preparing students for participation in digitally mediated academic and professional 
contexts. Originality/value: This study provides one of the first empirical insights into 
students’ digital learning experiences during the COVID-19 pandemic in Montenegro, 
addressing a significant regional research gap. It contributes to the literature on digi-
tal competence and emergency remote teaching by offering a student-centred perspec-
tive from a previously under-researched context.

Keywords: digital competence; online learning; emergency remote teaching; higher 
education; students; COVID-19; Montenegro
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1. Introduction
The COVID-19 pandemic profoundly disrupted higher education systems worldwide, 

forcing an unprecedented and abrupt transition from face-to-face instruction to fully 
online learning. While digital technologies had already been gradually integrated into 
higher education, the pandemic dramatically accelerated this process and transformed 
online learning from a supplementary option into the primary mode of instruction 
for an extended and uncertain period (Sá & Serpa, 2020). This shift fundamentally re-
shaped students’ learning experiences and placed digital competence at the centre of 
academic success.

Importantly, the pandemic-induced transition largely occurred under conditions of 
what Hodges et al. (2020) define as emergency remote teaching, characterised by lim-
ited preparation time, uneven institutional support, and varying levels of digital read-
iness among students. As a result, students were required not only to adapt to new 
technologies but also to develop functional, cognitive, and self-regulatory digital skills 
in real time.

Previous research highlights that digital competence plays a crucial role in shaping 
students’ engagement, satisfaction, and effectiveness in online learning environments 
(Ferrari, 2012; Heidari et al., 2021). However, empirical evidence also suggests that stu-
dents’ experiences of online learning are not uniform and may depend on factors such 
as prior exposure to e-learning tools, self-efficacy, disciplinary context, and expecta-
tions regarding post-pandemic education. Moreover, while digital learning offers flexi-
bility and accessibility, prolonged reliance on fully online formats has raised concerns 
related to social interaction, practical learning, and academic community building 
(Mbolekwa, 2020; García-Planas & Torres, 2020).

Despite the growing international literature on digital competence and online learn-
ing during the COVID-19 pandemic, empirical studies focusing specifically on students’ 
experiences in higher education within Montenegro and the broader former Yugoslav 
region remain scarce. Addressing this gap is particularly relevant given the strategic 
importance of digital competence as a key European competence and the ongoing dig-
ital transformation of higher education systems.

Accordingly, the present study seeks to answer the following research question: 
How did students in higher education in Montenegro experience online learning dur-
ing the COVID-19 pandemic in terms of digital competence, platform usage, self-per-
ceived effectiveness, disciplinary differences, and preferences for post-pandemic 
teaching formats?

To address this question, the study examines five interrelated aspects of students’ 
online learning experiences, reflected in hypotheses H1–H5, thereby providing a com-
prehensive picture of both the challenges and opportunities associated with emergen-
cy remote teaching from a student perspective.
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2. Literature review
The COVID-19 pandemic has had profound global implications, significantly disrupt-

ing social, economic, and cultural systems, including higher education. One of the most 
impactful precautionary measures was the suspension of face-to-face instruction and 
the rapid transition to online teaching, which, for an extended and uncertain period, 
became the primary mode of interaction between professors and students (Sá & Ser-
pa, 2020). This abrupt shift fundamentally altered academic practices and accelerated 
ongoing processes of digitalisation within educational systems. The pandemic did not 
initiate digital transformation in education but rather intensified an already ongoing 
trend. As societies increasingly rely on digital technologies, education plays a crucial 
role in fostering inclusion, social integration, and the development of competences re-
quired for responsible participation in digital environments. According to Cantabrana, 
Minguell, and Tedesco (as cited in Sá & Serpa, 2020), education should enable individ-
uals to access, create, share, and critically evaluate online content in an autonomous 
and responsible manner.

Higher education institutions represent complex organisational and cultural envi-
ronments in which changes at the systemic level inevitably affect both institutional 
practices and individual actors. Academic culture encompasses shared norms, values, 
traditions, and social meanings that shape beliefs and behaviours over time. The sud-
den move to fully online teaching challenged this culture, particularly the sense of 
academic community traditionally sustained through in-person interaction.

In this context, digital competence—or digital literacy—has become a fundamental 
requirement for effective functioning in contemporary society. Digital competence en-
tails the ability to use digital technologies purposefully and critically in professional, 
public, and private contexts (Sá & Serpa, 2020). More specifically, it refers to the ef-
fective use of information and communication technologies (ICT) for communication, 
collaboration, information management, and knowledge construction. Important-
ly, awareness of appropriate and ethical technology use varies across demographic 
groups, and higher education represents a particularly relevant context for examining 
these differences.

Research conducted prior to the pandemic already indicated notable gaps in digi-
tal competence among both students and academic staff (Sá & Serpa, 2020), foreshad-
owing challenges in maintaining educational quality during periods of forced online 
instruction. To address these challenges, the European Framework for Digitally Com-
petent Educational Organisations (DigCompOrg) provides a comprehensive model for 
assessing institutional digital capacity, encompassing areas such as communication 
and collaboration, creativity and innovation, information management, critical think-
ing, and digital citizenship. During the COVID-19 pandemic, empirical studies revealed 
mixed perceptions of online teaching and learning. On the one hand, academic staff 
expressed concerns regarding the effectiveness of online instruction, citing limited 
preparedness, insufficient digital skills, and unequal access to technological resources 
among students (Code, Ralph, & Forde, 2020). These limitations negatively affected mo-
tivation and participation on both sides of the educational process. On the other hand, 
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several studies reported positive attitudes toward online learning, particularly when 
appropriate digital tools and pedagogical strategies were employed. Van Wyk (2020), 
for example, highlighted the effectiveness of structured academic support tools such 
as discussion forums, while both students and teachers acknowledged increased flexi-
bility, engagement, and opportunities for developing digital competencies.

However, findings regarding the quality of teacher–student relationships in online 
environments remain inconclusive. While some studies reported heightened frustra-
tion due to reduced social interaction and increased preparation time (Mbolekwa, 2020, 
cited in van Wyk, 2020), others emphasised the importance of careful instructional 
design and institutional support. Van Wyk (2021) demonstrated that clear guidelines, 
structured learning materials, and diverse digital resources—such as MOOCs, open ed-
ucational resources, video content, and synchronous communication tools—can en-
hance the effectiveness of online teaching. The pandemic also led to increased use 
of informal communication platforms, including social media and messaging applica-
tions, to maintain contact between students and academic staff.

Importantly, evidence supporting the effectiveness of online and blended learning pre-
dates the pandemic. Early studies showed that combining online communication tools 
with traditional instruction can positively affect students’ academic performance and 
social engagement (Kuboni & Martin, 2004). Subsequent research further demonstrated 
the benefits of online learning in intercultural contexts (Kukulska-Hulme et al., 2015), 
professional development and mentoring (Higgins & Harreveld, 2013), and collaborative 
skill development (Almpanis, 2015; Kainama et al., 2018). These findings underline the 
relevance of digital competence as a core component of quality higher education.

Digital transformation in higher education should therefore be understood as a long-
term, systemic process rather than a temporary response to crisis. Adedoyin and Soy-
kan (2020) argue that universities must actively develop digital capacities to prepare 
students for professional challenges in an increasingly technology-driven society. Kopp, 
Gröblinger, and Adams (2019) conceptualise digital transformation as the integration 
of digital processes that enable institutions to apply technology in a purposeful and 
sustainable manner. Nevertheless, the COVID-19 pandemic dramatically accelerated 
this transformation, forcing institutions into what Hodges et al. (2020) define as emer-
gency remote teaching—a temporary and unplanned shift to online instruction that 
differs fundamentally from well-designed online learning.

Digital competence can be defined as a set of skills, knowledge, and attitudes required 
for effective, efficient, and ethical use of digital technologies in problem-solving, collabo-
ration, and information management (Ferrari, 2012, as cited in Adedoyin & Soykan, 2020). 
While younger generations may possess informal digital skills acquired through every-
day technology use, these skills do not automatically translate into academic or pedagog-
ical competence. Consequently, insufficient digital competence among both students and 
teachers may hinder learning outcomes and adaptation to online environments.

The role of the professor remains central to the educational process, particularly in 
times of disruption. Mendoza and Rodríguez (2020) emphasise that academic staff play 
a key role in restructuring teaching practices and supporting student learning during 
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crises. Effective online teaching requires not only technical proficiency but also ped-
agogical skills, including the ability to foster engagement, support critical thinking, 
and maintain meaningful relationships with students (García-Planas & Torres, 2020). 
Digital learning environments can function as inclusive communities for collaboration 
and knowledge sharing, provided that educators recognise their pedagogical potential 
(De Luca, 2020; García Aretio, 2017).

Several personal and professional attributes contribute to effective online teach-
ing, including empathy, resilience, creativity, assertiveness, and motivational ca-
pacity (Godoy-Orellana, 2020). These attributes must be complemented by adequate 
digital competence to ensure successful communication, task performance, and ac-
ademic support. As Godoy-Orellana (2020) aptly states, “Technology will never out-
perform a teacher, but a teacher who does not master technology can be replaced.”

Empirical studies conducted during the pandemic further illustrate the challeng-
es and opportunities of digital teaching. Research in Indian universities revealed 
widespread acceptance of online teaching as a temporary alternative to face-to-face 
instruction, alongside significant technical difficulties, insufficient digital skills, 
and increased workload among academic staff (Hassan, Mirza, & Hussain, 2020). 
Other large-scale studies reported intermediate levels of digital competence among 
university professors (Cabero-Almenara et al., 2021) and demonstrated positive re-
lationships between digital competence, academic engagement, and platform usage 
among students (Heidari et al., 2021; Rodríguez-Moreno et al., 2021). Conversely, 
stress related to the pandemic was found to negatively affect digital competence 
and adaptation to online environments, particularly among academic staff (Verga-
ra-Rodríguez et al., 2022).

Despite the growing body of international research, empirical evidence on digital 
competence in higher education within former Yugoslav countries remains scarce. 
Given the strategic importance of digital competence as a key European competence 
and its relevance for countries aspiring to align with EU educational standards, fur-
ther research in this regional context is warranted. The present study seeks to ad-
dress this gap by examining experiences with online learning and digital competence 
development during the COVID-19 pandemic, thereby contributing to a better under-
standing of challenges and opportunities in higher education.

 
 
 

3. Theoretical grounding of research hypotheses
The formulation of research hypotheses was grounded in prior theoretical and em-

pirical studies addressing digital competencies, online learning, and emergency remote 
teaching during the COVID-19 pandemic. Existing literature highlights the importance 
of prior digital experience, self-efficacy, platform usage, and stress-related factors in 
shaping perceptions and outcomes of online education.
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H1: Prior experience and satisfaction with e-learning
Hypothesis H1 assumes that students with higher levels of prior experience in 

e-learning environments report greater satisfaction with online learning tools during 
the COVID-19 pandemic.

This hypothesis is theoretically supported by studies emphasizing the role of digital 
competence and prior exposure to ICT in shaping learners’ ability to adapt to online 
learning environments. Sá and Serpa (2020) argue that digital competencies enable 
individuals to engage with digital technologies more autonomously and effectively, 
particularly in crisis contexts. Similarly, Heidari et al. (2021) demonstrated that high-
er levels of digital competence are positively associated with academic engagement 
in online learning environments. Furthermore, Vergara-Rodríguez et al. (2022) found 
that prior digital experience and self-confidence significantly facilitated adaptation to 
digital learning settings during the pandemic.

Taken together, these findings suggest that students who entered the pandemic with 
greater familiarity with e-learning tools were better positioned to perceive online edu-
cation more positively, which underpins Hypothesis H1.

H2: Changes in e-learning platforms before and during COVID-19
Hypothesis H2 proposes that the platforms and communication channels used for 

e-learning differed significantly before and during the COVID-19 pandemic.
This hypothesis draws on the conceptual distinction between planned online learn-

ing and emergency remote teaching introduced by Hodges et al. (2020). The sudden 
transition to fully online instruction necessitated rapid adoption of synchronous and 
institutionally supported platforms. Empirical evidence supports this shift: van Wyk 
(2020) reported increased reliance on formal e-learning tools to ensure academic conti-
nuity, while Rodríguez-Moreno et al. (2021) demonstrated that the frequency and diver-
sity of digital tool usage significantly increased during the pandemic and contributed 
to the development of digital competencies. Accordingly, Hypothesis H2 reflects the 
expectation that the pandemic acted as a catalyst for structural changes in platform 
usage among students.

H3: Self-perceived effectiveness in using e-learning tools
Hypothesis H3 assumes that students report a significantly positive level of self-per-

ceived effectiveness in using bidirectional e-learning tools during the pandemic.

Theoretical support for this hypothesis is found in frameworks defining digital com-
petence as a combination of skills, knowledge, and attitudes required for effective ICT 
use (Ferrari, 2012, cited in Adedoyin & Soykan, 2020). Moreover, Adedoyin and Soy-
kan (2020) emphasize that the forced and prolonged engagement with online learning 
during the pandemic contributed to the rapid development of functional digital skills 
among students. Vergara-Rodríguez et al. (2022) further highlight the role of self-confi-
dence as a key factor in successful adaptation to digital learning environments.
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Thus, despite the unplanned nature of emergency remote teaching, existing litera-
ture suggests that students were likely to develop at least moderate levels of perceived 
effectiveness in using online learning tools, supporting Hypothesis H3.

H4: Differences in perceptions across fields of study
Hypothesis H4 examines whether students’ experiences and perceptions of online 

learning differ across academic disciplines.

Previous research presents mixed evidence regarding disciplinary differences in 
digital competence and online learning perceptions. Cabero-Almenara et al. (2021) re-
ported variations in digital competence across fields of knowledge, while other studies 
suggest that the pandemic imposed similar digital demands across disciplines, thereby 
reducing traditional disciplinary differences (Hodges et al., 2020). Rodríguez-Moreno et 
al. (2021) also emphasize that the intensity of tool usage, rather than the field of study 
itself, may be a more relevant determinant of digital competence development.

Consequently, Hypothesis H4 was formulated to empirically examine whether dis-
ciplinary background remained a differentiating factor under the conditions of emer-
gency remote teaching.

H5: Preferences for face-to-face learning in the post-pandemic period
Hypothesis H5 posits that students express a significant preference for face-to-face 

teaching and laboratory-based learning in the post-pandemic period.

This hypothesis is grounded in literature highlighting the limitations of emergency 
remote teaching, particularly regarding social interaction, hands-on learning, and the 
development of interpersonal relationships. Hodges et al. (2020) emphasize that emer-
gency remote teaching should not be equated with well-designed online learning expe-
riences. Similarly, Mbolekwa (2020, cited in van Wyk, 2020) notes increased frustration 
and perceived loss of social interaction among students during prolonged periods of 
online learning. Garcia-Planas and Torres (2020) further argue that hybrid and blended 
learning models may represent a more sustainable post-pandemic solution.

Accordingly, Hypothesis H5 reflects the expectation that students value the benefits 
of digital learning while simultaneously expressing a desire to return to in-person ed-
ucational settings.
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4. Method

4.1. Research design and procedure

This study adopted a quantitative research design based on a structured survey 
methodology developed by Raspor (2021). The selected methodological framework en-
ables the systematic collection and analysis of data from multiple stakeholder groups 
within higher education, including professors, students, and administrative staff, and 
allows for comparative analysis across these groups.

Data were collected from higher education institutions in Montenegro, including 
universities and independent higher education institutions. Given the ongoing COV-
ID-19 pandemic at the time of data collection, an online survey was considered the 
most appropriate and ethically sound method for reaching participants while ensuring 
their safety and accessibility.

The data collection period extended from 10 October 2021 to 15 May 2022. During 
this time, the questionnaire was distributed to 49 higher education institutions, in-
cluding universities, higher vocational colleges, and independent institutions. Partici-
pation was voluntary and anonymous.

Although the resulting sample size was relatively small, it was deemed sufficient for 
the applied statistical analyses. Previous methodological studies indicate that meaning-
ful results can be obtained from small samples when appropriate analytical techniques 
are employed (Finch & Finch, 2017; Jenkins & Quintana-Ascencio, 2020). Nevertheless, 
the findings should be interpreted with caution, and future research is encouraged to 
replicate and expand the study using larger and more diverse samples.

4.2. Research instrument

Data were collected using a structured online questionnaire administered through the 
1KA survey platform. The questionnaire was designed to capture participants’ demographic 
characteristics, prior experiences with digital technologies, perceptions of online learning 
during the COVID-19 pandemic, self-perceived effectiveness in using digital tools, stress re-
lated to distance learning, and expectations regarding future teaching and learning formats.

All attitudinal items were measured using a seven-point Likert scale, where 1 indicated 
“strongly disagree” and 7 indicated “strongly agree”. All statements were positively worded 
to ensure clarity and consistency in responses. The use of a seven-point scale allowed for 
greater sensitivity in capturing variations in participants’ perceptions and experiences.

The questionnaire included sections addressing:

•	 demographic information (e.g. gender, age, employment or study status),
•	 prior experience with digital technologies and e-learning,
•	 use of communication and learning platforms before and during the pandemic,
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•	 self-perceived effectiveness in using online learning tools,
•	 stress associated with distance learning,
•	 satisfaction with online learning environments and expectations for future teach-

ing formats.

Prior to analysis, the data were screened for completeness and consistency. Statistical 
analyses were conducted using IBM SPSS Statistics, employing both descriptive and infer-
ential techniques appropriate to the measurement level and distribution of the variables.

4.3 Validity and reliability considerations

The research instrument was based on an established methodological framework 
(Raspor, 2021), enhancing its conceptual validity. The structure of the questionnaire 
was aligned with existing theoretical models of digital competence and online learn-
ing, supporting content validity. Internal consistency of multi-item scales was assessed 
during data analysis to ensure reliability.

Demographic data: Students
The student sample comprised 130 respondents (Table 1), of whom 72% were female 

(n = 94) and 28% were male (n = 36). In terms of age distribution, the majority of stu-
dents were younger than 25 years (67%), followed by those aged 26–40 years (24%), while 
9% were between 41 and 60 years of age. No respondents were older than 60 years.

Regarding fields of study, more than half of the students were enrolled in social sciences 
(55%), followed by engineering and technical sciences (10%) and humanities (6%). Smaller pro-
portions were observed in medical and health sciences, agricultural sciences, mathematics 
and natural sciences, and arts, while 21% of respondents indicated other fields of study.

With respect to study level, the largest group of respondents were enrolled in higher ed-
ucation or bachelor’s degree programmes (79%), followed by master’s degree programmes 
(15%), while doctoral and integrated master’s programmes were minimally represented.

In terms of academic progression, 50% of students were enrolled in the first year of 
study during the 2020–2021 academic year, 40% were in the second to fifth year, and 
10% were graduate students.

Employment status data reveal that a substantial proportion of students combined 
study with work. While 39% identified as full-time students, 41% reported full-time 
employment, and additional respondents were engaged in part-time work, freelance 
activities, or student employment services. This indicates that a considerable number 
of participants were balancing academic responsibilities with professional obligations.

Overall, the demographic profile of the student sample reflects a heterogeneous 
population in terms of age, employment status, and study background, which is char-
acteristic of contemporary higher education contexts and particularly relevant for the 
interpretation of experiences with online learning during the COVID-19 pandemic.
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Table 1: Demographic data for students
Field of study Frequency Percent

Humanities 8 6%

Engineering and Technical Sciences 14 10%

Medical and Health Sciences 1 1%

Agricultural Sciences 2 1%

Social Sciences 77 55%

Mathematics and Natural Sciences 4 3%

Art, design and media 5 4%

Other: 30 21%

Total 141 100%

Study programme Frequency Percent

Higher education programme 53 41%

Associate’s degreee programme 5 4%

Bachelor’s degree programme 49 38%

Master’s degree programme 20 15%

Integrated Master’s degree programme (Long-cycle Master’s degree 
programme 2 2%

Doctoral degree programme 1 1%

Total 130 100%

Enrolled in the academic year  2020–2021 Frequency Percent

Freshman year 2020–2021 64 50%

Sophomore/Junior/Senior year 2020–2021 51 40%

Graduate 13 10%

Total 128 100%

Current employment status: Frequency Percent

Student 51 39%

Part-time employment through Student Service (Student Employment Refferal) 9 7%

Full-time employment through Student Service (Student Employment Refferal) 1 1%

Unemployed 4 3%

Part-time employment 5 4%

Full-time  employment (contract or permanent) 53 41%

Freelancer 5 4%

Other: 2 2%

Total 130 100%

Gender Frequency Percent

Male 36 28%

Female 94 72%

Total 130 100%

Age range Frequency Percent

< 25 years old 87 67%

26–40 years old 31 24%

41–60 years old 12 9%

> 61 years old 0 0%

Total 130 100%
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5. Results
H1: Prior experience and satisfaction with e-learning
Hypothesis H1 assumed (table 2) that students with higher levels of prior experience 

in e-learning environments would report greater satisfaction with online learning tools 
during the COVID-19 pandemic. To test this hypothesis, a Spearman’s rank-order corre-
lation was conducted between students’ self-reported prior experience with e-learning 
(e-classrooms and e-lectures) and their perceived satisfaction with using e-learning as 
a learning-assisted tool.

Table 2: Correlation between prior experience with e-learning and students’
satisfaction with e-learning tools (Spearman’s rho)

 

Experience 
with e-learning 
(e-classroom, 

e-lectures)

Perceived e-classroom 
student satisfaction:

 
I am satisfied with 

using e-learning as a 
learning assisted tool 

Spearman’s 
rho

Experience 
with e-learning 
(e-classroom, 

e-lectures)

Correlation 
Coefficient

1,000 ,257**

Sig. (2-tailed)   ,000

N 224 184

Perceived 
e-classroom 

student 
satisfaction:  I 

am satisfied with 
using e-learning 

as a learning 
assisted tool 

Correlation 
Coefficient

,257** 1,000

Sig. (2-tailed) ,000  

N 184 184

** Correlation is significant at the 0.01 level (2-tailed).

The results revealed a statistically significant positive correlation between pri-
or e-learning experience and student satisfaction (ρ = 0.257, p < 0.001). Although the 
strength of the correlation can be considered weak to moderate, its statistical signif-
icance indicates a consistent relationship between the two variables. Thus, Hypothe-
sis H1 is supported, suggesting that students with greater pre-pandemic exposure to 
e-learning environments tended to evaluate online learning more positively during the 
pandemic.

From a theoretical perspective, these findings align with research emphasising the 
role of digital competence and prior exposure to information and communication 
technologies in facilitating adaptation to online learning environments. Sá and Serpa 
(2020) argue that digital competence enables individuals to use digital technologies 
more autonomously, critically, and effectively, particularly in crisis situations where 
rapid adaptation is required. Similarly, Heidari et al. (2021) demonstrated that higher 
levels of digital competence are positively associated with academic engagement in 
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online learning contexts, indicating that familiarity with digital tools enhances both 
cognitive and motivational aspects of learning.

Furthermore, Vergara-Rodríguez et al. (2022) highlighted the importance of prior 
digital experience and self-confidence in supporting successful adaptation to digital 
learning environments during the COVID-19 pandemic. Students who had previously 
engaged with e-learning tools were likely to experience lower levels of uncertainty and 
cognitive overload when confronted with emergency remote teaching, which may have 
contributed to higher satisfaction levels.

The relatively modest strength of the observed correlation is also theoretically 
meaningful. The COVID-19 pandemic forced students into what Hodges et al. (2020) de-
scribe as emergency remote teaching, a context characterised by limited preparation 
time, varying instructional quality, and uneven institutional support. Under such con-
ditions, even students with prior e-learning experience may have encountered chal-
lenges that constrained overall satisfaction. Consequently, the findings suggest that 
prior experience functioned as a facilitating factor, rather than a determining one, in 
shaping students’ perceptions of online learning.

Overall, the results support the assumption that prior exposure to e-learning tools 
enhances students’ capacity to engage with and evaluate online learning positively, 
while simultaneously underscoring the need to distinguish between emergency remote 
teaching and well-designed online education. This finding reinforces the importance 
of systematically developing students’ digital competencies as part of higher education 
curricula, not only in times of crisis but also as a long-term strategic objective.

H2: Changes in e-learning platforms before and during COVID-19
Hypothesis H2 proposed (table 3 and table 4) that the platforms and communication 

channels used for e-learning differed significantly before and during the COVID-19 pan-
demic. To test this hypothesis, changes in the use of individual communication chan-
nels were analysed using the McNemar test for paired nominal data. In cases where the 
number of observed changes was small, the exact binomial distribution was applied 
instead of the chi-square approximation
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Table 3: Changes in the use of e-learning communication platforms before
and during the COVID-19 pandemic (McNemar test results)

Commu-
nication 
channel

Used 
before 
COVID
-19 (%)

Used 
during 
COVID
-19 (%)

Started 
using: 

not 
used 

before 
/ used 
during 

(%)

Stopped 
using: 
used 

before / 
not used 
during 

(%)

Not 
used 

before 
nor 

during 
(%)

Used 
both 

before 
and 

during 
(%)

p-value X²
Statistically 
significant 

change

Skype 42,7 19,6 5 28,1 52,3 15,6 0 30,682 Yes

Viber 56,3 30,7 6,5 32,2 37,2 24,1 0 32,468 Yes

Facebook 31,5 9 2,5 25 66 6,5 0 37,5 Yes

Arnes 0 0,5 0,5 0 99,5 0 1,000* - No

Moodle 6 12,6 8 1,5 85,9 4,5 0,004* - Yes

Zoom 37,7 77,4 43,2 3,5 19,1 34,2 0 65,419 Yes

Blackboard 1 0 0 1 99 0 0,500* -            No

Microsoft 
Teams

12,6 24,6 16,1 4 71,4 8,5 0 13,225 Yes

BigBlue-
Button

3 11,1 8,5 0,5 88,4 2,5 0,000* - Yes

MiTeam 1,5 0,5 0 1 98,5 0,5 0,500* - No

GoTo-
Meeting

3,5 5 4 2,5 92,5 1 0,581* - No

Cisco-
WebEx

2,5 0,5 0,5 2,5 97 0 0,219* - No

Slack 4 5,5 4 2,5 92 1,5 1,000* - No

* Due to the small number of observed changes, the McNemar test could not use the chi-square (X²) 
distribution; therefore, the binomial distribution was applied.

Table 4: Direction and statistical significance of changes in communication
platform usage during the COVID-19 pandemic

Communication channel Direction of change

Skype Significant decrease in usage

Viber Significant decrease in usage

Facebook Significant decrease in usage

Arnes No change – only one user during COVID-19

Moodle Small increase in usage

Zoom Significant increase in usage

Blackboard Small decrease, not statistically significant

Microsoft Teams Moderate increase in usage

BigBlueButton Significant increase in usage

MiTeam Small decrease, not statistically significant

GoToMeeting Small increase, not statistically significant

Cisco WebEx Small decrease, not statistically significant

Slack Small increase, not statistically significant
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The results indicate statistically significant changes in the use of several communi-
cation platforms, thereby supporting Hypothesis H2. As shown in Table X, the COVID-19 
pandemic was associated with a marked reconfiguration of students’ communication 
practices, characterised by a decline in informal communication tools and a substan-
tial increase in institutionally supported e-learning platforms.

A significant decrease in usage was observed for informal and social communication 
tools such as Skype, Viber, and Facebook. These platforms, which were relatively wide-
ly used before the pandemic, were used considerably less during COVID-19, suggesting 
a shift away from informal communication channels toward more structured learning 
environments.

In contrast, synchronous and institutionally integrated platforms experienced a 
significant increase in usage. The most pronounced change was observed for Zoom, 
which showed a substantial rise in adoption, with more than 40% of students re-
porting that they started using the platform during the pandemic. Similarly, Mi-
crosoft Teams and BigBlueButton demonstrated statistically significant increases, 
indicating their growing role in facilitating online lectures, discussions, and collab-
orative activities. Moodle, as a learning management system, also showed a small 
but statistically significant increase in usage, reflecting its role in content delivery 
and course organisation.

For several platforms, including Blackboard, MiTeam, GoToMeeting, Cisco WebEx, 
and Slack, only minor changes in usage were observed, and these changes were not 
statistically significant. The platform Arnes showed virtually no change, as it was used 
by only one respondent during the pandemic, indicating minimal relevance in the ob-
served context.

To facilitate interpretation, Table Y summarises the overall direction of change for 
each communication channel. The table clearly illustrates a pattern of decreasing re-
liance on informal communication tools and increasing adoption of formal, synchro-
nous e-learning platforms during the COVID-19 period.

These findings align closely with the conceptual distinction between planned on-
line learning and emergency remote teaching introduced by Hodges et al. (2020). The 
abrupt transition to fully online instruction required rapid, pragmatic solutions, lead-
ing students and institutions to prioritise platforms that enabled real-time interaction, 
structured course delivery, and institutional oversight.

Consistent with previous research, van Wyk (2020) reported an increased reliance 
on formal e-learning tools to ensure academic continuity during periods of disruption. 
Similarly, Rodríguez-Moreno et al. (2021) demonstrated that the frequency and diver-
sity of digital tool usage increased significantly during the pandemic and played a key 
role in the development of students’ digital competencies. The present findings extend 
this evidence by showing that such changes were not merely additive but involved a 
restructuring of communication practices, favouring platforms aligned with formal 
educational processes.
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Overall, the results confirm that the COVID-19 pandemic acted as a catalyst for 
structural changes in platform usage, accelerating the adoption of synchronous and 
institutionally supported e-learning tools while reducing reliance on informal commu-
nication channels. This shift highlights both the adaptive capacity of students and the 
central role of digital infrastructure in sustaining higher education during periods of 
crisis.

H3: Self-perceived effectiveness in using e-learning tools
Hypothesis H3 assumed (table 5 and table 6) that students report a significantly pos-

itive level of self-perceived effectiveness in using bidirectional e-learning tools during 
the COVID-19 pandemic. To test this hypothesis, one-sample t-tests were conducted for 
three indicators of self-perceived effectiveness, comparing the observed mean scores 
with the neutral midpoint of the seven-point Likert scale (test value = 4).

Table 5: Students’ self-perceived effectiveness in using bidirectional e-learning 
tools (descriptive statistics)

  N Mean
Std. 

Deviation
Std. Error 

Mean

I feel confident preparing e-learning content 197 5,16 1,676 ,119

I feel confident operating e-learning functions, 
using e-learning tools and software (signing in, 
using discussion forums, taking exams, submitting 
presentations ...)

194 5,33 1,708 ,123

I feel confident assessing peers in an e-learning 
environment 

190 4,83 1,786 ,130

Table 6: One-sample t-test results for students’ self-perceived effectiveness
in using bidirectional e-learning tools

 

Test Value = 4

t df
Sig. 

(2-tailed)
Mean 

Difference

95% Confidence 
Interval of the 

Difference

Lower Upper

I feel confident preparing e-learning 
content

9,733 196 ,000 1,162 ,93 1,40

I feel confident operating e-learning 
functions, using e-learning tools and 
software (signing in, using discussion 
forums, taking exams, submitting 
presentations ...)

10,846 193 ,000 1,330 1,09 1,57

I feel confident assessing peers in an 
e-learning environment 

6,419 189 ,000 ,832 ,58 1,09

The results show that all three indicators of self-perceived effectiveness were sig-
nificantly higher than the neutral reference value, indicating a positive evaluation of 
students’ digital capabilities.
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Students reported high confidence in preparing e-learning content (t(196) = 9.733, p < 
0.001), with a mean difference of 1.162. The 95% confidence interval of the mean differ-
ence ranged from 0.93 to 1.40, indicating a stable and robust effect. Similarly, confidence 
in operating e-learning functions and tools—such as logging into platforms, participating 
in discussion forums, taking exams, and submitting assignments—was significantly above 
the neutral level (t(193) = 10.846, p < 0.001). This item showed the largest mean difference 
(1.330), with a 95% confidence interval ranging from 1.09 to 1.57, suggesting that students 
felt particularly competent in the technical and functional aspects of e-learning.

Confidence in assessing peers in an e-learning environment was also significantly 
higher than the test value (t(189) = 6.419, p < 0.001). Although the mean difference for 
this item (0.832) was lower than for the other two indicators, the confidence interval 
(0.58 to 1.09) confirms that students still perceived themselves as competent in peer 
assessment activities.

These findings support Hypothesis H3, demonstrating that students developed a statisti-
cally significant positive level of self-perceived effectiveness in using bidirectional e-learn-
ing tools during the pandemic. The results are consistent with theoretical frameworks that 
define digital competence as a combination of skills, knowledge, and attitudes required for 
effective and confident use of ICT (Ferrari, 2012, cited in Adedoyin & Soykan, 2020).

Adedoyin and Soykan (2020) argue that the forced and prolonged engagement with 
online learning during the COVID-19 pandemic accelerated the development of func-
tional digital skills among students. The present findings provide empirical support for 
this claim, particularly in relation to routine operational tasks and content prepara-
tion. Moreover, Vergara-Rodríguez et al. (2022) highlight self-confidence as a key factor 
in successful adaptation to digital learning environments, a relationship reflected in 
the consistently positive self-evaluations observed in this study.

The slightly lower confidence associated with peer assessment may reflect the great-
er cognitive and social complexity of evaluative tasks, which require not only technical 
skills but also critical judgment and social responsibility. Nevertheless, the overall pat-
tern of results indicates that, despite the unplanned and emergency nature of remote 
teaching, students were able to adapt effectively to digital learning environments. In 
sum, the findings confirm that emergency remote teaching, while challenging, also fa-
cilitated the development of students’ digital self-efficacy, thereby supporting Hypoth-
esis H3 and reinforcing the importance of integrating digital competence development 
into higher education curricula beyond crisis contexts.

H4: Differences in perceptions across fields of study
Hypothesis H4 examined (table 7) whether students’ experiences and perceptions of 

online learning differed across academic disciplines. To test this hypothesis, differenc-
es between fields of study were analysed for three key constructs: perceived satisfac-
tion with the e-classroom, perceived effectiveness of e-learning, and self-efficacy and 
performance in using e-learning software and tools.
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Table 7: Differences in students’ perceptions of online learning
across fields of study (ANOVA results)

 
Sum of 
Squares df

Mean 
Square F Sig.

Perceived e-classroom 
student satisfaction: 

Between Groups 27,069 7 3,867 1,689 ,118

Within Groups 265,640 116 2,290    

Total 292,710 123      

E-learning effectiveness: Between Groups 37,667 7 5,381 1,516 ,169

Within Groups 411,741 116 3,549    

Total 449,409 123      

Self-efficacy and 
performance using 
e-learning software and 
tools

Between Groups 18,769 7 2,681 1,282 ,265

Within Groups 242,661 116 2,092    

Total 261,430 123      

The analysis revealed no statistically significant differences across fields of study for 
any of the examined variables.

For perceived e-classroom satisfaction, the results showed no significant be-
tween-group differences (F(7, 116) = 1.689, p = 0.118). Similarly, perceived e-learning ef-
fectiveness did not differ significantly across academic disciplines (F(7, 116) = 1.516, p = 
0.169). Finally, no statistically significant differences were observed for self-efficacy and 
performance in using e-learning software and tools (F(7, 116) = 1.282, p = 0.265).

These findings indicate that students’ perceptions of online learning during the 
COVID-19 pandemic were broadly comparable across different fields of study.

The absence of statistically significant disciplinary differences suggests that aca-
demic field was not a determining factor in shaping students’ experiences of online 
learning under the conditions of emergency remote teaching. This finding is theoreti-
cally meaningful and aligns with research arguing that the pandemic imposed uniform 
digital demands across disciplines, thereby reducing traditional differences between 
fields of study (Hodges et al., 2020).

Previous research presents mixed evidence regarding disciplinary variation in dig-
ital competence. While Cabero-Almenara et al. (2021) reported differences in digital 
competence across fields of knowledge under normal conditions, the present findings 
support the notion that crisis-driven digitalisation may function as an equalising mech-
anism, compelling students from all disciplines to adopt similar tools, platforms, and 
learning practices. Rodríguez-Moreno et al. (2021) further suggest that the frequency 
and intensity of digital tool usage, rather than disciplinary background, play a more 
central role in the development of digital competence—an interpretation consistent 
with the results of this study.

Importantly, the lack of significant differences does not imply the absence of chal-
lenges within specific disciplines. Rather, it indicates that during the pandemic, stu-
dents across fields were exposed to comparable technological environments and con-
straints, leading to similar perceptions of satisfaction, effectiveness, and self-efficacy. 
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This finding reinforces the conceptual distinction between planned online learning 
and emergency remote teaching, where pedagogical differentiation by discipline may 
be overshadowed by the necessity for rapid adaptation.

Overall, Hypothesis H4 was not supported, as no statistically significant differences 
were identified across fields of study. Nevertheless, this result contributes to the broad-
er understanding of online learning during the pandemic by highlighting the homoge-
nising effect of emergency conditions on students’ digital learning experiences.

H5: Preferences for face-to-face learning in the post-pandemic period
Hypothesis H5 posited (table 8 and table 9) that students express a statistically sig-

nificant preference for face-to-face teaching and laboratory-based learning in the 
post-pandemic period. To test this hypothesis, one-sample t-tests were conducted, 
comparing students’ mean responses to a reference value of 3, representing a neutral 
position on the Likert scale.

Table 8: Students’ preferences for face-to-face and flexible
digital learning formats (descriptive statistics)

  N Mean
Std. 

Deviation
Std. Error 

Mean

Lectures and lab-exercises should be held in 
classroom and laboratory.

129 3,77 1,320 ,116

Lectures should be held in classroom. 128 3,85 1,311 ,116

Lab-exercises should be held in laboratory. 127 3,95 1,214 ,108

I would like to see more video content that I can 
watch when I have time.

129 3,88 1,118 ,098

I would like to see more interactive exercises that I 
can do when I have time. 

130 3,88 1,083 ,095

I would like to see more teamwork outside the 
classroom and laboratory. 

130 3,64 1,175 ,103

Table 9: One-sample t-test results for students’ preferences regarding
post-pandemic teaching formats (test value = 3)

 

Test Value = 3

t df
Sig. 

(2-tailed)
Mean 

Difference

95% Confidence 
Interval of the 

Difference

Lower Upper

Lectures and lab-exercises 
should be held in classroom and 
laboratory.

6,603 128 ,000 ,767 ,54 1,00

Lectures should be held in 
classroom.

7,350 127 ,000 ,852 ,62 1,08

Lab-exercises should be held in 
laboratory. 

8,844 126 ,000 ,953 ,74 1,17
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I would like to see more video 
content that I can watch when I 
have time.

8,898 128 ,000 ,876 ,68 1,07

I would like to see more 
interactive exercises that I can do 
when I have time. 

9,314 129 ,000 ,885 ,70 1,07

I would like to see more 
teamwork outside the classroom 
and laboratory. 

6,197 129 ,000 ,638 ,43 ,84

Descriptive statistics indicate that students expressed relatively high agreement 
with statements favouring in-person teaching formats, as well as with selected ele-
ments of flexible digital learning. Mean values ranged from 3.64 to 3.95, suggesting a 
general tendency toward positive endorsement of both face-to-face and hybrid learning 
components.

The one-sample t-test results demonstrate that all examined items were rated sig-
nificantly above the neutral reference value (p < 0.001 for all comparisons), confirming 
a clear preference pattern. Specifically, students showed the strongest preference for 
laboratory exercises being held in laboratories (M = 3.95; t(126) = 8.844), followed by a 
preference for lectures held in classrooms (M = 3.85; t(127) = 7.350). The combined state-
ment that lectures and lab exercises should be held in classrooms and laboratories was 
also rated significantly above neutral (M = 3.77; t(128) = 6.603).

At the same time, students expressed significant agreement with statements reflect-
ing a desire for flexible digital components, such as access to video content and interac-
tive exercises that can be completed asynchronously (M = 3.88 for both items). Although 
slightly lower, the preference for teamwork outside the classroom and laboratory was 
also statistically significant (M = 3.64; t(129) = 6.197).

Taken together, these findings indicate that students do not reject digital learning 
formats but rather favour a return to in-person teaching complemented by flexible 
online resources.

These results support Hypothesis H5, demonstrating that students express a clear 
preference for face-to-face and laboratory-based learning in the post-pandemic con-
text, while simultaneously valuing certain benefits of digital education. This pattern 
aligns closely with literature highlighting the limitations of emergency remote teach-
ing, particularly with respect to social interaction, practical learning, and interperson-
al engagement.

Hodges et al. (2020) emphasise that emergency remote teaching should not be equat-
ed with intentionally designed online learning, noting that the rapid and unplanned 
transition during the pandemic constrained pedagogical quality. Similarly, Mbolekwa 
(2020, cited in van Wyk, 2020) reported increased student frustration and a perceived 
loss of social connection during prolonged periods of fully online instruction. Gar-
cia-Planas and Torres (2020) further argue that hybrid and blended learning models 
represent a more sustainable and pedagogically sound solution for higher education in 
the post-pandemic era.
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The present findings reinforce this perspective by showing that students value 
digital flexibility but still prioritise in-person interaction, particularly for activities 
requiring hands-on engagement and direct communication. Thus, Hypothesis H5 re-
flects not a rejection of digital learning, but a student-driven preference for balanced, 
blended educational models that integrate the strengths of both online and face-to-
face instruction.

6. Conclusion
The aim of this study was to examine students’ experiences of online learning during 

the COVID-19 pandemic in higher education in Montenegro, with a particular focus 
on digital competence, platform usage, self-perceived effectiveness, disciplinary dif-
ferences, and post-pandemic learning preferences. By addressing these dimensions, 
the study provides empirical insight into how students navigated emergency remote 
teaching and how this experience shaped their perceptions of digital learning.

The findings indicate that prior experience with e-learning significantly influenced 
students’ satisfaction with online learning, supporting the view that digital compe-
tence functions as a facilitating factor in times of crisis (Sá & Serpa, 2020; Heidari et 
al., 2021). Although the observed relationship was moderate, it underscores the impor-
tance of systematic development of digital skills prior to disruptive events, reinforcing 
the distinction between emergency remote teaching and well-designed online educa-
tion (Hodges et al., 2020).

The analysis further revealed substantial changes in the use of communication and 
learning platforms during the pandemic. Students shifted away from informal com-
munication tools toward synchronous and institutionally supported platforms such as 
Zoom, Microsoft Teams, and BigBlueButton. This structural reconfiguration of plat-
form usage confirms that the pandemic acted as a catalyst for digital transformation, 
accelerating the adoption of tools aligned with formal academic processes (van Wyk, 
2020; Rodríguez-Moreno et al., 2021). In terms of self-perceived digital competence, 
students reported a significantly positive level of effectiveness in using bidirectional 
e-learning tools. High confidence in operating platforms and preparing digital con-
tent suggests that prolonged exposure to online learning environments contributed to 
the development of functional digital skills, supporting theoretical frameworks that 
conceptualise digital competence as a combination of skills, knowledge, and attitudes 
(Ferrari, 2012; Adedoyin & Soykan, 2020). Slightly lower confidence in peer assessment 
highlights the greater cognitive and social demands of evaluative tasks, pointing to 
areas where additional pedagogical support may be beneficial.

Contrary to some pre-pandemic studies, no significant differences were found across 
fields of study, indicating that emergency remote teaching imposed relatively uniform 
digital demands on students regardless of disciplinary background. This finding sup-
ports the argument that crisis-driven digitalisation may temporarily reduce traditional 
disciplinary distinctions by standardising learning environments and tool usage (Hodg-
es et al., 2020; Rodríguez-Moreno et al., 2021).
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Finally, the results demonstrate that students express a clear preference for a return 
to face-to-face and laboratory-based learning, while simultaneously valuing the flexibili-
ty of digital resources such as recorded video content and asynchronous exercises. This 
pattern reflects a student-driven endorsement of blended and hybrid learning models, 
which combine the strengths of in-person interaction with the accessibility of digital 
learning (García-Planas & Torres, 2020). In response to the research question, the find-
ings show that students in Montenegro experienced online learning during the COV-
ID-19 pandemic as a challenging yet formative process that fostered digital competence 
development, reshaped communication practices, and clarified preferences for future 
teaching formats. While emergency remote teaching cannot substitute for intentionally 
designed online education, it played a critical role in accelerating students’ digital skills 
and highlighting the need for sustainable, blended approaches in higher education.

Overall, this study contributes to the limited regional literature on digital compe-
tence in higher education and provides evidence-based insights for policymakers and 
institutions seeking to design resilient, inclusive, and pedagogically sound learning en-
vironments beyond crisis contexts.
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The growth of digital technologies has made information and communication fa-
cilities more accessible, making media literacy a major source of digital engage-
ment and empowerment. Nevertheless, even with the similar accessibility and 

technical skills, there are still significant gender differences in the online interaction 
especially in the discussion of the public and politics. This paper explores the con-
nection between media literacy, digital confidence and online participation through 
a gendered perspective, discussing why participants with the same level of media lit-
eracy skills have varied levels of participation with particular attention to the role of 
online harassment, self-efficacy and social norms. It used a mixed-methods approach, 
which involves quantitative surveys and qualitative interviews to obtain both quantifi-
able trends and experiences. The results indicate that men and women show the same 
level of media literacy and misinformation detection, but women report lower levels of 
digital confidence and are less involved in visible online behaviors. Online harassment, 
and its threat, serves as a significant obstacle to engagement, resulting in self-censor-
ship and less visibility. These trends are also supported by social norms that do not en-
courage women to express themselves assertively. Notably, non-participation tends to 
be a strategic reaction to the risk perceived, but not necessarily lack of capability. The 
research finds that digital participation is not only a skill-based process but also safety, 
confidence, and structural conditions. It suggests gender sensitivity in media literacy 
programs, increased online safety measures, and the encouragement of inclusive on-
line spaces that allow all users to participate meaningfully.

Keywords: media literacy, gender, online participation, online harassment, self-effi-
cacy, intersectionality, digital inequality.
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1. Introduction
The blistering development of digital technologies has changed the way people re-

ceive information, communicate and are involved in the life of the community. The 
high penetration of the internet and the use of social media has introduced new ave-
nues of civic participation, sharing of knowledge and democratic participation. In this 
topography, media literacy has become an essential competence, preparing one with 
the ability to operate in difficult information spaces, assess media and make valuable 
contributions to online dialogue. Consequently, policymakers, educators, and develop-
ment practitioners have been increasingly putting media and information literacy as a 
gateway to digital empowerment and inclusion.

One of the underlying assumptions of a lot of digital inclusion efforts is that access 
to digital technologies and media literacy will be equal, and will inevitably lead to an 
equal contribution to the online space. These efforts have thus been more centered 
on enhancing access to devices, internet connectivity and technical skills. But new 
findings indicate that this association is much more complicated. Access and skills are 
conditions required to participate, but they are not enough to ensure participation. 
Enduring trends of inequalities in digital interaction, especially gender-based ones, 
cannot be attributed solely to the disparities in competence or access.

The difference in the number of men and women who engage in online discussions is 
one of the most vivid examples of this disparity. Although the education and digital literacy 
of women are similar, they are less seen on the internet when it comes to online discourse 
particularly in fields like politics, governance and other social fronts. Such difference begs 
some significant questions regarding the factors that influence digital participation and 
disproves the idea that competence is automatically converted into engagement.

An increasing literature indicates the influence of online harassment, social norms, 
and confidence in the development of these results. The digital spaces may create risks 
of cyberbullying, hate speech, and gender-based abuse, not evenly distributed, making 
users vulnerable to them. Such interactions are more likely to be threatening or dis-
couraging to women and are more likely to target them. As a reaction to this, most 
people implement protective measures, such as not being visible, not raising contro-
versial issues, or not participating in a conversation at all. These strategies are rational 
and adaptive, but they frequently lead to decreased involvement and voice in the online 
environment.

In addition to external risks, internal factors like self-efficacy are important. The 
belief in the possibility of effective interaction in online discussions is the factor that 
contributes to the participation of people in the discussion or their active role as spec-
tators. Although people may have the required skills, reduced confidence may become 
the obstacle to participation- a distance that tends to be influenced by the more gener-
al social and cultural norms of roles and abilities in the life of the community.

There is also no homogenous experience of digital inequality among women. The 
disparities in education, socioeconomic status, religion, and other social identities may 
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enhance or reduce the issues related to online participation. The combination of these 
overlapping influences results in different experiences and highlights the necessity of 
a delicate interpretation of digital engagement that goes beyond the generalized as-
sumptions about gender. In spite of these complexities, most of the current media lit-
eracy frameworks still focus on technical skills and critical thinking and little on the 
larger social and structural contexts that shape participation. This leaves a disjuncture 
between what people can do and what they feel safe or comfortable to do in reality, a 
disjuncture that threatens to make digital empowerment initiatives incomplete.

The reason why this study is undertaken is to fill the gap by exploring the connec-
tion between media literacy, digital confidence, and online participation in a gendered 
way and attempts to comprehend why people of the same competence have different 
engagement patterns. In particular, the paper examines the interaction of online har-
assment, social norms and self-efficacy with gender to yield unequal participation ef-
fects. The study will help to fill the gap of a more comprehensive and fairer approach 
to digital inclusion that focuses not just on equipping people with the required skills 
but also on their freedom and safety to exercise them.

2. Literature review
Media literacy has broadened its technical competence foundation towards a wider 

and critical theory that involves the capacity to read, analyze, evaluate, and produce 
digital messages in very complex socio-political contexts. Modern research underlines 
that in addition to functional capabilities, media literacy is a critical understanding 
of the mechanisms of power within media systems where the voices of certain people 
are enhanced and those of others are ignored (Lähdesmaki and Maunula, 2023). This 
broadened knowledge is especially pertinent in online spaces where algorithmic de-
signs, platform regulations, and cultural practices intersect to affect engagement.

Digital participation describes the degree and character of involvement of individ-
uals in internet activities like content production, politics, and citizenship. Although 
the initial literature on digital divide held a belief that access to technology will auto-
matically result in participation, recent research has disproved this notion and showed 
that other social, cultural, and psychological factors mediate participation (Saud et al., 
2023). The mere presence, therefore, does not imply meaningful interaction, especially 
to the marginalized groups.

Online harassment has become an important aspect that determines digital partici-
pation particularly among women. Gender-based abuse (trolling, cyberstalking, and hate 
speech) forms hostile online spaces, which deter active participation and encourage 
self-censorship (Celuch et al., 2024). In response, women tend to restrict self-disclosure, 
evade controversial issues, or retreat into the sphere of online communication, high-
lighting the role of perceived and experienced risk in influencing online behavior. Digital 
engagement is further mediated by self-efficacy which is the belief of an individual to ac-
complish certain tasks. Regular studies demonstrate that women report a lower level of 
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digital self-efficacy in comparison with men, which leads to a decrease in participation 
even with equal competence levels (Mansouri, 2025). Such a lack of trust is frequently 
supported by bad experiences online and social norms about gendered action.

Intersectionality offers a critical approach to interpreting the interaction of over-
lapping identities such as gender, class, religion, and education to create distinct ex-
periences of disadvantage (Tsatsou, 2022). Instead of viewing women as a homogene-
ous group, this framework emphasizes that women of lower socioeconomic status or 
minority groups can experience compounded barriers, such as a lack of resources, 
increased exposure to harassment, and greater social restraints on expression.

The theoretical framework of the study incorporates the feminist theory of media, 
intersectionality, and theory of digital inequality. Feminist media theory is the study of 
how the media systems reproduce gendered relations of power, privileging some voices 
over others, prefiguring the problem of representation, agency, and structural inequal-
ity (Deepika, 2025). This is complemented by digital inequality theory, which shows 
that inequality in digital engagement remains even in case access is equivalent due to 
differences in skills, patterns of use, and social background (Raihan et al., 2025). These 
frameworks collectively give a wholesome perspective to the analysis of the interaction 
between media literacy, gender and participation.

An increasing number of empirical studies report continuous gender inequalities in 
digital engagement. Even when women have equal access to and technical competence, 
they are always less likely to become involved in online political discourses and other 
more visible forms of participation (Lilleker et al., 2023). This difference has been at-
tributed to reduced digital self-efficacy and increased fear of voicing opinions publicly 
online.One of the major causes of such differences is online harassment. Gender-based 
abuse targets women disproportionately, contributing to self-censorship and a lack of 
engagement (Hameduddin & Lee, 2023). More importantly, the risk of harassment (not 
necessarily experienced) has a chilling effect that reduces participation, and perceived 
risk is analytically important as much as are reported cases.

The academic discourse has been progressively moving out of the technical pro-
ficiency to preempt structural and social sources of digital inequality. Whereas the 
initial studies focused on digital literacy as the enabling factor of participation, more 
recent literature claims that social norms, platform governance, and power relations 
within them have a greater impact (Saud et al., 2023). Related is the debate on the dif-
ference between access and meaningful participation: with the digital technologies be-
coming more accessible, scholars believe that meaningful participation also demands 
a safe and positive environment with no harassment and discrimination (Lähdesmäki 
and Maunula, 2023).

Creating tension between empowerment and digital risk is another recurring theme, 
although digital platforms are often presented as the democratization of spaces, they 
also subject users, especially women, to novel forms of vulnerability, which is why it 
is essential to ask what circumstances are prerequisite to the concept of participation 
being truly empowering.
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Regardless of these developments, there are significant gaps. Most of the current 
models of media and information literacy (MIL) still focus on technical skills without 
considering social and cultural influences that determine the application of these 
skills in practice. There is little qualitative research on how women navigate the risks 
of digital life and form everyday coping practices. Intersectional viewpoints are often 
immature, and much of the research has not adequately considered the way that many, 
overlapping identities lead to varied digital experiences. Together, these gaps indicate 
the necessity of more comprehensive frameworks that would combine technical, so-
cial, and structural aspects of digital engagement.

2.1. Study Contribution

The research contributes to the body of research on media literacy and digital par-
ticipation in a number of ways. First, it fills the gap between media literacy skills and 
actual participation by showing that competency is not enough to engage. The research 
questions the idea that the increase in digital skills will automatically lead to more 
participation by focusing on perceived and experienced risk.

Second, it presents a risk-based participation model that theorizes digital engage-
ment as a process that is defined by how people evaluate the risks and benefits of en-
gaging with digital space, providing a more reflexive explanation of how users negoti-
ate digital spaces characterized by harassment and social constraint.

Third, the study contributes to a more inclusive and comprehensive view of digital 
inequality by applying the feminist media theory and intersectionality to the analysis 
of media literacy. This methodology focuses on the primacy of power, safety and social 
situation and offers a basis on which gender-sensitive media literacy interventions can 
be developed.

3 Methodology
This research used a mixed-methods research design, combining both quantitative 

and qualitative methods to give a comprehensive picture of gendered media literacy, 
digital confidence, and online involvement. The design allows triangulating the data, 
using the advantages of both numerical measurement and extensive contextual infor-
mation: the quantitative part of the design determines patterns and relations between 
variables, whereas the qualitative part examines the lived experiences, perceptions 
and strategies behind these patterns.

3.1 Participants and Sampling

The population of the study was digitally active individuals with similar educa-
tional backgrounds and access to internet-enabled devices to achieve gender dis-
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tribution across both male and female experiences of media literacy and internet 
engagement. Purposive sampling was used as a method of recruitment of active 
users of digital platforms especially social media and online discussion forums. To 
conduct the quantitative part, a structured survey was conducted among a group 
of participants; a subsample was then chosen to conduct in-depth qualitative in-
terviews based on their willingness to participate and the relevance to the study 
objectives.

3.2. Data Collection

Data collection involved two main tools; structured questionnaires and semi-struc-
tured interview guides. The survey quantified some important variables such as media 
literacy skills, ability to detect misinformation, self-efficacy, and online participation. 
Likert-scale questions were used to measure the perception and the confidence of the 
respondents and some other questions measured the frequency and type of online 
activity. The qualitative interviews gave more insight into how the participants ex-
perienced online harassment, self-censorship, and methods of handling digital risks 
as participants could share their opinions using their own words thus enriching the 
quantitative results.

3.3. Data Analysis

The statistical methods of descriptive and inferential analysis were applied to quan-
titative data. Descriptive statistics (means and percentages) provided an overview of 
key variables and permitted making comparisons between genders in media literacy, 
confidence, and participation. Relationships among variables were found, in particu-
lar, the degree to which self-efficacy and perceived risk affect coded and sorted out into 
recurring themes based on the experience and perceptions of the participants. Some 
of the key themes identified are the calculation of risk and personal self protection 
measures, online harassment experiences, the social norms that shape behavior, and 
intersectional restrictions to participation.    

The research process focused on ethical considerations as the subject of online 
harassment and gender-based experiences was sensitive. All the participants were in-
formed and gave their consent to participate in the data collection process with the 
guarantee of confidentiality and anonymity. Participants were made aware of their 
right to withdraw any time without the consequences. The interview questions were 
also meant to be respectful and non-invasive and the interview participants were not 
obliged to give information that they felt uncomfortable revealing. All information was 
safely stored and was only used in academic purposes.
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4. Results
In this section, the findings are displayed in quantitative results and qualitative 

themes, which give both a statistical clarity and contextual depth according to the re-
search objectives of the study.

4.1. Quantitative Findings

The quantitative analysis displays a distinct trend among the most important varia-
bles. Male and female respondents showed equal skills in media literacy, similar ability 
in information access, judgement of the online content, and recognition of misinfor-
mation, which shows that technical and cognitive media literacy are not gender-spe-
cific among the study population. There was also no difference in misinformation de-
tection ability between groups, which supports the idea that knowledge and analytical 
capacity are not the main factors contributing to the difference in digital engagement.

The difference, however, came out when self-efficacy was looked at. Female re-
spondents always expressed less confidence in their skills to express their opinions, 
participate in debates, and make a meaningful contribution to online discussions even 
though they proved to be equally competent. This confidence gap is one of the most 
important findings of the study.

The most significant difference was in the level of online participation where the 
male respondents also gave a higher index of active engagement especially in social 
activities that involve interaction with the outside world like political debate, opin-
ion expression, and content development. Female respondents were more inclined to 
passive types of participation: reading the content, liking posts, or watching conver-
sations without participating. Combined, the variables demonstrate a visible paradox: 
the same skills do not correspond to the same engagement, which directly responds 
to the main research question of the study and outlines the weaknesses of skill-based 
media literacy tactics.

4.2. Qualitative Findings

The qualitative data were analyzed using thematic analysis, which revealed four sig-
nificant themes.

Theme 1: Risk Calculation and Self-Protection Strategies.
One of the overarching themes in the responses of female participants was the eval-

uation of risk always prior to going online. Female participants said that digital partic-
ipation was a deliberate choice and not a spontaneous one and that they would think 
about the possible backlash, misinterpretation, or harassment before every interaction. 
Typical self-protection measures were the use of pseudonyms or anonymous accounts, 
withholding personal information on profiles, staying off of controversial or political 
content, and limiting visibility to the audience. Although such strategies enable wom-
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en to be online and reduce the risk of harm, they severely limit the richness and visi-
bility of participation- restricting participation not by capacity, but by perceived safety.

Theme 2: Experiences and Expectation of Online Harassment.
Respondents mentioned direct and indirect online harassment experiences such as 

experiencing insults, threats, or gender-based attacks, and seeing others suffer such 
experiences. It is interesting to note that the expectation of harassment was also found 
to have similar power with the actual experience. A large number of respondents ob-
served that awareness of the possibility is enough to deter active participation, which 
has the chilling effect of making people prefer silence over possible conflict. The har-
assment was also gendered, as it was directed to the identity of women and not their 
views and thus strengthening the sense of vulnerability and discouraging aggressive 
expression in online social environments.

Theme 3: Social Norms and Self-Censorship.
One important aspect of participation was the social and cultural expectations. Wom-

en were often cited as having norms that do not support an outspoken or confronta-
tional attitude, especially when in a social situation, which are applied even online and 
affect the way women were perceived and communicated over the Internet. Consequent-
ly, most of them resorted to self-censorship, where they deliberately adjusted their lan-
guage, tone and content to fit into socially desirable behavior, such as not taking strong 
or controversial positions, using softer or more neutral words, and not engaging in argu-
ments that seem to be aggressive. More importantly, this self-censorship was frequently 
internalized, and it worked even without external pressure and thus restricted the scope 
and authenticity of women expression digitally in the long term.

Theme 4: Intersectional Constraints
The results also indicate that gender is not an independent factor. The respondents 

emphasized the interaction of the variables of level of education, religion, and socio-
economic status with gender to create digital experiences. The more conservative or 
less educated female respondents stated that they are more socially controlled and 
have fewer opportunities to express themselves online, whereas the representatives 
of the minority groups reported an increased susceptibility to both harassment and 
marginalization. These intersectional constraints increase the existing barriers, which 
highlights the significance of examining several dimensions of identity when examin-
ing digital inequality.

4.3. Overall Results

Taken together, the results indicate that: media literacy competencies are gen-
der-similar; women report lower levels of digital confidence; women engage in less 
visible online activities; online harassment and the fear of it has a strong negative 
impact on engagement; social norms promote self-censorship; and intersectionality 
exacerbates digital inequality. These results establish that digital participation is not 
determined solely by skills but is profoundly influenced by social, cultural, and struc-
tural factors.
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5. Discussion
The results indicate a severe lack of competence-participation relationship. Partic-

ipants of both genders had the same level of technical ability, but female participants 
claimed to have less self-efficacy and less interest in engaging in public online discus-
sion. This also contributes to the point that digital inequality is no longer largely about 
access or abilities but about the circumstances under which people feel empowered 
to exercise those abilities (Raihan et al., 2025), and questions the traditional models of 
media literacy that focus on skill acquisition as the main route to empowerment (Läh-
desmäki and Maunula, 2023).

Self-efficacy gap is especially educative. The reduced confidence of women regard-
less of their equal ability is consistent with the previous study that digital interaction 
highly depends on perceived ability, but not skill (Mansouri, 2025). This difference is 
an accumulation of the social conditioning and exposure to hostile or exclusionary 
settings and indicates that interventions centered on skill-building alone may not help 
overcome deeper psychological and social obstacles to participation.

Online harassment and perceived digital risk become key explanatory variables 
where the women in the research always explained their online activities as being in-
fluenced by the expectation or the reality of being harassed in line with the evidence 
that gender-based abuse produces a chilling effect, which deters active participation 
and promotes withdrawal or self-censorship (Celuch et al., 2024; Hameduddin and 
Lee, 2023). The research expands the existing literature as it shows that perceived 
risk is as effective as actual harassment; even the participants who had not been di-
rectly targeted said that they changed their behavior due to the perceived threats or 
the perceived risk.

These results echo the feminist media theory according to which power relations 
structure the media spaces to prioritize some voices and marginalize others (Deep-
ika, 2025). Instead of neutral spaces, digital spaces reproduce and in some cases 
magnify existing disparities in society and the diminished participation of women 
is a structural phenomenon influenced by unequal power relations and not neces-
sarily by choice.

The research is also an empirical evidence in support of self-censorship as a type 
of internalized discipline. Female participants said they consciously adjusted their be-
havior to meet social expectations about how they should communicate- a tendency 
that is also supported by studies that indicate that even today, gender norms inform 
digital expression, especially in settings where being assertive or dissenting is socially 
inappropriate by women (Saud et al., 2023). The norms become internalized over time, 
which means that people will regulate themselves even in the absence of external pres-
sure and thus contribute to the existence of participation gaps and reduce diversity of 
voices in digital conversations.

These dynamics are also influenced by intersectionality as the research establishes 
that gender is interacting with education, religion, and socioeconomic status to form 
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stratified forms of disadvantage with women in disadvantaged backgrounds having 
more restrictive limits and vulnerability to harassment (Tsatsou, 2022). This questions 
the one-size-fits-all solutions to digital inclusion and supports the necessity of analysis 
taking into consideration the intersection of various identities.

The results also contribute to the current discussions concerning the difference be-
tween access and meaningful participation. Despite the access of participants to digi-
tal technologies and the high level of media literacy, it did not correspond to the equal 
engagement. Engagement is not just possible but also needs freedom and safety to 
engage without the fear of adverse effects (Lähdesmaki and Maunula, 2023). This high-
lights the shortcomings of access-based measures of digital inclusion and the need to 
consider qualitative measures that reflect the terms of engagement.

The main theoretical input of this research is the risk-based participation frame-
work. The results indicate that people use digital spaces based on rational evaluations 
of perceived risks and benefits and not blindly. In the case of women, such calculations 
often lead to decreased visibility or retreat of some engagement. 

This re-positioning of participation as an activity that is managed by risk further 
develops the feminist media theory and introduces risk as a key factor in determining 
participation, and further develops intersectional analysis in the digital context, as 
well as changes the focus of digital inequality theory toward the wider socio-cultural 
context within which digital engagement takes place.

In practical terms, the results indicate the urgency of safer online spaces. It is not 
possible to solve online harassment by merely enhancing the regulation and enforce-
ment of the platforms but also necessitates a wider cultural shift that questions the 
norms of abusive behavior acceptance or normalization. In the absence of these chang-
es, the digital inclusion efforts are vulnerable to minimal effects. The media literacy 
interventions ought also be re-defined to include the aspects of safety, confidence and 
empowerment in addition to the technical skills; gender-sensitive interventions that 
cover both external limitations and internalized restrictions are also necessary in en-
suring that media literacy is transformed into meaningful engagement. On the policy 
level, there is a need to have integrated digital governance structures, which include 
legal safeguards, platform responsibility systems, and mass education to make digital 
spaces accessible and fair to everyone.

The research poses significant questions to be used in future studies. Additional re-
search is required to understand the functioning of these dynamics in various cultural 
and national settings, and how these dynamics change over time. Longitudinal study 
might help reveal the long-term impact of digital danger on involvement and assur-
ance. Further research into the rof platle oform and algorithmic systems to form the 
user behavior and support inequalities would also be useful.
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6. Conclusion
This paper shows that digital participation is influenced by a multifaceted interplay 

of skills, confidence, risk, and structural factors. Although media literacy offers the 
tools required to engage with the media, it does not imply that the individuals will feel 
empowered to utilize those tools. Men and women have similar media literacy and mis-
information detection skills, but their experiences and participation rates vary consid-
erably: women are less inclined to participate actively in open online dialogs and have 
lower digital confidence, despite being equally competent.

The experience and expectation of online harassment is a key factor in restricting use, 
where participation is weighed instead of being exuberant. The social construct of not being 
assertive as a woman leads to self-censorship, which decreases the visibility and voice of 
women even more in the online world. Online silence must not, therefore, be read as an in-
ability or disinterest; it is often a tactical reaction to apparent danger; a kind of constrained 
agency whereby people negotiate complicated trade-offs between expression and safety.

This study helps to fill the research gap between competence and participation, which 
gives more detailed insight into digital inequality. It questions the skill-based media lit-
eracy models and demands a more comprehensive model that embraces safety, power, 
and social context. Digital empowerment cannot be realized in the true sense without 
consideration of the structural conditions that determine who is able to participate, 
how they are able to participate and at what cost. Finally, this paper suggests revising 
digital inclusion approaches to focus not only on skills but on safety, empowerment, 
and equity in the digital environment.

7. Recommendations

7.1. Policy Recommendations

Better and more receptive regulatory frameworks are required to combat online harass-
ment especially gender-based abuse. Governments and regulatory authorities must create 
and implement policies that will put the digital platforms in charge of the harmful content 
and safety of users, with a transparent reporting system, quicker response framework, 
and more severe sanctions against violators. Digital inclusion policies at the national level 
need to go beyond access and infrastructure to address the problems of safety, equity, and 
meaningful participation. There should also be campaigns of public awareness to chal-
lenge the damaging gender norms and encourage respectful online interaction.

7.2. Practice and Programming Recommendations

Media literacy programmes are to be reformulated to extend beyond technical skills 
and include digital safety, confidence-building, and empowerment. The training pro-
grams must cover online harassment, privacy, and how to participate safely and incor-
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porate feminist and gender sensitive methods to make sure that not only do women 
have the skills but are also empowered to apply them. There should be an emphasis 
on community-based and peer-support programs in order to promote collective safety 
and shared education, which would provide the space (both online and offline) where 
women could speak out without fear. Digital platforms are also urged to provide more 
inclusive spaces by enhancing moderation, minimizing algorithmic bias, and amplify-
ing voices.

7.3. Research Recommendations

Future studies ought to assume more intersectional perspectives to comprehend 
the interaction of identities like class, education, religious beliefs, and location with 
gender to influence digital experiences. To investigate the development of digital confi-
dence and participation over time, especially in relation to changing online conditions, 
longitudinal studies are suggested. The dynamics of platforms, such as how design 
aspects and algorithms affect participation and visibility, need to be investigated fur-
ther, and additional qualitative research is needed to reflect lived experiences, coping 
mechanisms, and how people negotiate digital risks in subtle ways. Further studies in 
various cultural and geographic settings will give us a more thorough insight into dig-
ital inequalities worldwide.

References
1.	 Lähdesmäki, S., & Maunula, M. 2023. Empowering media literacy skills: enhanc-

ing student teachers’ awareness of new literacy competencies in teacher educa-
tion. International Journal of Technology and Inclusive Education, 12(2), 1910-1919.

2.	 Saud, M., Ida, R., Mashud, M., Yousaf, F. N., & Ashfaq, A. 2023. Cultural dynamics 
of digital space: Democracy, civic engagement and youth participation in virtual 
spheres. International Journal of Intercultural Relations, 97, 101904.

3.	 Celuch, M., Oksa, R., Ellonen, N., & Oksanen, A. 2024. Self-censorship among online 
harassment targets: The role of support at work, harassment characteristics, and 
the target’s public visibility. Information, Communication & Society, 27(11), 2171-2190.

4.	 Mansouri, K. 2025. Digital Literacy in EFL Education: Exploring Self-Efficacy, En-
gagement, and Gender Dynamics. 11(1), 06-26.

5.	 Tsatsou, P. 2022. Vulnerable people’s digital inclusion: Intersectionality patterns 
and associated lessons. Information, Communication & Society, 25(10), 1475-1494.

6.	 Deepika, D. 2025. Gender, Power, and Representation: Analyzing Media Portrayals 
of Women in the 21st Century. Scholar’s Digest: Journal of Humanities & Social 
Science Studies, 1(1), 84-98.

7.	 Raihan, M. M., Subroto, S., Chowdhury, N., Koch, K., Ruttan, E., & Turin, T. C. 
2025. Dimensions and barriers for digital (in) equity and digital divide: a systemat-
ic integrative review. Digital Transformation and Society, 4(2), 111-127.



KAIROS | MEDIA AND COMMUNICATION REVIEW | VOL. 5 | NO. 1 | MAY 2026

80

8.	 Lilleker, D., Koc-Michalska, K., & Bimber, B. 2023. Women learn while men talk?: 
Revisiting gender differences in political engagement in online environments. 
In Women in the Digital World (pp. 46-62). Routledge.

9.	 Hameduddin, T., & Lee, H. 2023. Sexual harassment and employee engagement: 
Exploring the roles of gender, perceived supervisory support, and gender equity 
climate. Review of Public Personnel Administration, 43(3), 504-527.

About the authors

FASHINA ADEBIMPE DESIRE

Fashina Adebimpe Desire is a social and behavioural change expert, academic, and 
researcher with over a decade of interdisciplinary experience across media-relevant 
fields, including social sciences, political communication, migration studies, gen-
der-based violence (GBV/VAW), and humanitarian protection. She holds a PhD in De-
velopment Studies from the Technical University of Mombasa, Kenya. Her work inte-
grates scholarship and practice, with experience in university teaching, psychosocial 
counselling, and research on border governance, conflict, and human mobility. Fashina 
specializes in evidence-based programme design, curriculum development, and mon-
itoring and evaluation within humanitarian and development contexts. A 2023–2025 
CODESRIA College of Mentors Laureate, she is committed to advancing African-cen-
tered knowledge production and fostering emerging scholars. Her research engages 
the intersections of communication, policy, and social change across Africa.

OLAJIDE EWEDAIRO

Olajide Ewedairo is a seasoned communication professional and administrator with 
extensive experience in public service, media, and organizational management. He is a 
Ph.D. candidate in Communication Studies at the University of Port Harcourt, where 
he also earned his M.A. and B.A. degrees. Jide currently serves as Manager, General Ad-
ministration and Services at the Nigeria Social Insurance Trust Fund (NSITF), bringing 
over a decade of leadership experience across administration, human resources, en-
forcement, and client relations. His background includes broadcast journalism, train-
ing facilitation, and research. Jide’s interests span volunteering, research, and personal 
development.



KAIROS | MEDIA AND COMMUNICATION REVIEW | VOL. 5 | NO. 1 | MAY 2026

81

The increasing development of digital communication technologies has altered the 
process of how people obtain information, engage in public conversation, and en-
gage in civic action. In Nigeria where social media networks have turned into ma-

jor sources of news and political information, misinformation is increasingly becoming 
a threat to the ability of people to engage in civic practices in an informed manner. 
Although digital media is at the core of the lives of the population, there is a paucity 
of studies that explore the impact of media and information literacy (MIL) on the ca-
pacity of citizens to recognize misinformation and engage in the digital public in a re-
sponsible manner. This paper examines how MIL and misinformation susceptibility are 
related to civic engagement among the Nigerian users of digital media. The study used 
a mixed-methods design, which incorporated a quantitative survey (n=847) users of dig-
ital media (Lagos, Abuja, and Kaduna) and qualitative semi-structured interviews (n= 
45) to evaluate information-evaluation practices, misinformation exposure patterns, 
and civic participation levels. Results demonstrate a considerable disjuncture between 
digital access and critical literacy skills: most users use social trust instead of source 
verification, which exposes them to misinformation. More educated respondents had 
better verification practices and were more actively engaged in civic life. The research 
concludes that MIL needs to be empowered by education policy, community initiatives 
and media alliances with the aim of fostering an informed and active digital citizenry.

Keywords: media and information literacy, digital public sphere, misinformation, 
digital literacy, civic engagement, social media.
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1. Introduction
The rise of digital communication technologies has radically transformed the way 

citizens receive, distribute and process information. The last 20 years have seen the 
expansion of the internet connectivity, mobile devices, and social media platforms, 
which have expanded the spectrum of engagement in the process of communication 
between the citizens. Online platforms have become the main arenas of exposure to 
news, discussion of political matters, and social conversation- what scholars term 
the digital public sphere, an online space where people can share their ideas and 
build shared meaning. This transformation is manifest in Nigeria. The popularity of 
smartphones and mobile internet has made social media sites and messaging apps 
the leading providers of information to millions of citizens. Through these platforms, 
people can keep up to date on political events, economic problems, and security con-
cerns in real-time and avenues of activating civic mobilization and holding state ap-
paratuses to account. Thus, cyber communication has become a part of civic life and 
democracy.

However, it is this very environment that allows participation that also contributes 
to the quick spread of misinformation. False or inaccurate information travels fast due 
to the social media networks and messaging groups and in many cases before it can be 
verified it has reached a vast number of people. The simplicity of producing, dissemi-
nating, and sharing content has created an informational environment where genuine 
reporting and fake stories co-exist and vie to capture the attention of people. The issue 
is exacerbated by the social trust dynamics. Messages sent in intimate digital commu-
nities might be believed to be authoritative since they are sent by friends, relatives, or 
authoritative members of the community. In the case where social proximity replaces 
source evaluation, misinformation spreads not in spite of interpersonal trust, but be-
cause of it. Individual deceit has far-reaching implications: false information can shape 
the group mind, fuel political conflicts and weaken social unity. Media and information 
literacy (MIL), the combination of skills that allow people to access, analyze, evaluate 
and create information on various media platforms is a critical mediating variable in 
this dynamic. MIL skills involve being able to check the sources, understand when it is 
biased or manipulated, and evaluate the reliability of the information on the Internet. 
These skills are the cornerstones of informed decision-making and substantial public 
involvement in a complicated information environment. Although the importance of 
MIL is increasingly being recognized, not all digital media users have the critical com-
petencies that can enable them to evaluate information. Digital technologies have been 
increasing at a high rate, yet there has been no commensurate development of digital 
literacy skills. Such a disparity between connectivity and competence establishes the 
situation in which people can face enormous volumes of information with no means to 
evaluate its validity. In Nigeria, misinformation has been particularly apparent in elec-
tions, times of health emergencies, and times of insecurity, when rumors, conspiracy 
theories, and false information go viral on the Internet. Such dynamics highlight the 
importance of systematic empirical investigation of the nature of engagement of digi-
tal media users with information and determinants of their ability to detect and reject 
misinformation.
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This paper  analyzed the association between MIL, misinformation vulnerability and 
civic participation in the Nigerian online citizenry. In particular, it explores the degree 
of media literacy among Nigerian users of digital media, the trends according to which 
misinformation is shared on the platforms, and how literacy skills influence civic par-
ticipation. The research offers empirical evidence based on an integrated mixed-meth-
ods design concerning the relationship between digital communication settings and 
information practices and democratic engagement and has implications on education 
policy, public awareness programming, and future scholarship.

2. Literature Review
Media and Information Literacy (MIL) has become a conceptual platform upon which 

one can interpret how people interact with information in digital communication 
space. MIL involves the capacity to retrieve, assess, synthesize, and produce informa-
tion on a wide range of media and is critically aware of sources and communications. 
According to scholars, MIL provides citizens with the cognitive and analytical skills 
that they require to navigate dense digital information ecosystems, as well as to dis-
cern good information sources and fake or manipulative information (Ancanello and 
Casarin, 2023). MIL is particularly important in democratic settings since informed 
citizens are in a better position to analyze political information and engage effectively 
in public discourse (Bonacho & Alpuim, 2025).

The idea of the digital public sphere is based on the old theories of the public deliber-
ation. Researchers define it as a virtual communicative environment, in which people 
share their thoughts, discuss political matters, and co-create a communal discourse. 
Nevertheless, the digital transformation has changed the dynamics of deliberation as 
it has introduced new actors, algorithms, and information flows that influence opinion 
formation (Trenz, 2023). Although digital platforms increase the level of participation 
and access to information, they provide an easy way to spread misinformation and 
makes the democratic promise of online communication more complex (Sander, 2025). 
Another related and high profile challenge is the fake news, which is deliberately creat-
ed information that is presented in a way that makes it look as a legitimate journalism. 
The studies show that misinformation may have a serious impact on the perceptions 
and political views of the population, especially when it is shared in well-networked so-
cial settings (Gjerazi and Skana, 2023). False information is often more spread than the 
verified one since it is often emotionally stimulating and easy to share. Along with these 
dynamics, there is a digital literacy gap: the differences in the ability of individuals to 
access, comprehend, and analyze digital information. Despite the increasing access to 
the internet worldwide, the skills of critical evaluation are uneven and usually mirror 
the larger disparities in education, socioeconomic resources, and institutional support 
(Ndibalema, 2025). Consequently, less digitally literate users might be more susceptible 
to misinformation and less able to critically interact with online information.

This research is based on three theoretical orientations that are complementary. 
First, the concept of the Public Sphere Theory developed by Habermas views the public 
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sphere as a rational-critical debate in which the citizens deliberate on issues of com-
mon concern. The modern literature has applied this model to study how digital tech-
nologies transform the process of popular deliberation and political communication 
(Akay & Gönültças, 2026). Online platforms have the potential to expand democratic 
engagement, but they also present issues such as information overload, algorithmic fil-
tering, and misinformation which can sabotage rational deliberation. Second, the MIL 
framework highlights that citizens need to acquire not only technical digital literacy 
but also critical analytical skills: the skills to determine the credibility of information, 
recognize biases, and learn how the media is produced (Ancanello and Casarin, 2023). 
These skills are key to fighting fake news and maintaining the context of democratic 
communication. Third, the information inequality theory emphasizes the role of in-
equalities in the access to information resources and education in the formation of 
participation in knowledge societies. Information inequality implies that digital spaces 
replicate social and economic inequalities when people are unable to use digital tech-
nologies due to their skills or lack thereof (Matli and Ngoepe, 2022). Digital inclusion 
should thus not be perceived solely as access to technology but it should also be per-
ceived with references to the educational and institutional frameworks that underpin 
the development of digital literacy.

An increasing literature has explored how digital literacy, misinformation, and civ-
ic engagement relate in different contexts. Research repeatedly concludes that digi-
tal literacy is a key determinant in how people perceive and react to information on 
the internet. Those who are more digitally literate tend to better check the source 
of information and less willing to spread misleading information (Diepeveen & Pinet, 
2022), which indicates that MIL skills minimize the amplification of misinformation. 
The studies of the social media and political engagement also demonstrate the duality 
of digital platforms. Research in Indonesia among digital natives, such as, reveal that 
social media may be used to support civic engagement by providing access to political 
information and mobilizing people (Tarsidi et al., 2023), yet at the same time presents 
the potential to spread misinformation and especially when users do not have the 
skills to critically evaluate the information presented to them. Studies of messaging 
applications like WhatsApp have shown that fake news is transmitted via intimate 
social circles where news shared among friends and relatives is not questioned. Social 
connections can prevent the critical evaluation of information sources in an active 
way (Pasquetto et al., 2022), which demonstrates that the social context mediates the 
information verification behavior. The African scholarship provides valuable contextu-
al texture. In Sub-Saharan Africa, research suggests that even though internet access 
has increased, digital skills gaps are still prevalent- gaps that are indicative of wider 
socioeconomic disparities (Ndibalema, 2025). South African studies also associate the 
information poverty and digital exclusion with educational inequalities and access to 
knowledge resources (Matli and Ngoepe, 2022). Nigeria-specific studies support these 
trends: persons who have higher digital literacy levels are more resistant to misinfor-
mation in social media situations (Eshiet, 2025).

The literature on digital communication and democracy is organized into a number 
of debates. One of them is whether technological access or digital competence should 
be the priority of digital inclusion. The original discourse of the digital divide focused on 
the presence of infrastructure and connectivity, whereas more recent research suggests 
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that access is not enough to achieve meaningful engagement; people should also have 
the necessary critical literacy to interpret and assess digital information (Choudhary and 
Bansal, 2022). The second debate is whether to be optimistic about technology or to fear 
misinformation. Other researchers point to the ability of digital technologies to enhance 
democracy by increasing access to information and involvement of citizens. Misinforma-
tion, disinformation campaigns, and algorithmic manipulation as other forces that can 
undermine democratic processes are highlighted by others (Trenz, 2023). A third contro-
versy is the two-sided nature of social media as participatory public spaces and sources 
of misinformation and ideological polarization (Sander, 2025).

Although a lot has been achieved, there are still a number of gaps. There is a dearth 
of empirical studies investigating the digital literacy practices within particular na-
tional contexts in Africa, especially in Nigeria; local research is required to determine 
the influence of social, cultural, and institutional dynamics that determine MIL out-
comes. Very limited literature looks at platform-specific misinformation on messag-
ing apps like WhatsApp and Telegram, which contribute significantly to the spread 
of information in the developing contexts. Lastly, mixed-methods designs combining 
quantitative and qualitative data to measure both quantifiable trends and lived user 
experiences are not well represented in the literature.

This paper fills these gaps by offering empirical data on MIL in digital media users 
in Nigeria, focusing on the misinformation exposure and information verification be-
haviors. In terms of methodology, the mixed-methods approach allows capturing both 
statistical trends and the subjective experiences of users who have to navigate through 
intricate digital information landscapes. In theory, the research re-conceptualizes dig-
ital inclusion as a process that requires literacy: instead of considering connectivity a 
condition of being able to engage in democracy, the study highlights that critical MIL 
skills are needed in order to allow a citizen to critically analyze information, avoid mis-
information, and engage meaningfully in the digital public space.

3. Methodology
The research design in this study is a mixed-methods cross-sectional design. The 

mixed-methods approach is suitable as it allows combining both quantitative determi-
nation of digital literacy trends with qualitative data on user experiences and percep-
tions, which offer a more in-depth perspective of complex communication patterns 
than each method in isolation (Choudhary and Bansal, 2022). The cross-sectional de-
sign helps to examine the connections between variables, including the level of educa-
tion, the use of the platform, and the verification behavior at a particular time.

The intended audience includes active digital media consumers in Nigeria who con-
sume information on a regular basis on social media platforms, messaging applica-
tions and online news websites. The research was placed in three large cities namely; 
Lagos, Abuja and Kaduna because these cities were chosen due to their variety of socio-
economic and educational backgrounds and high internet connectivity. To conduct the 
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quantitative survey, a total of 847 respondents were used, with the stratified sampling 
method to guarantee representation of the whole population in terms of education, 
age, and patterns of digital media use. The evidence that supported stratification is 
that educational attainment and socioeconomic factors are significant factors in deter-
mining digital literacy competencies (Ndibalema, 2025). Purposive sampling was used 
to select an additional 45 participants to be interviewed in semi-structured interviews 
using the survey sample, and those who had different media use patterns and had dif-
ferent levels of MIL to shed light on the spectrum of user experiences.

Two instruments were used to gather the data. Digital media usage patterns, MIL 
competencies, exposure to misinformation, and civic engagement behaviors were as-
sessed using a structured questionnaire with closed-ended questions and Likert-scale 
questions assessing behaviors, including source verification, cross-platform checking, 
and content sharing. Semi-structured interviews examined the perception of online 
information and the credibility of information on the internet and how they view the 
impact of misinformation on their civic engagement. The semi-structured design ena-
bled the participants to express the experiences in their own words and stay consistent 
with the research objectives due to the use of thematic consistency.

Descriptive and inferential statistical methods were used to process quantitative 
data. Descriptive statistics were used to describe demographic variables, patterns of 
media use, and MIL levels; inferential statistics were used to test relationships between 
variables: education, platform reliance, and verification behavior. Thematic analysis 
was employed to analyze qualitative data collected in interviews: transcripts were read, 
coded, and sorted into common themes concerning the use of digital media, informa-
tion assessment, and perception of misinformation, and the results were incorporated 
into general theoretical discourses of digital communication and literacy.

This was a voluntary study and all respondents gave informed consent after being 
informed about the purpose of the study. Responses were considered confidential and 
were used in academic purposes only, and the personal identifiers were excluded in all 
datasets. Interviews were recorded and survey data was safely kept. Such precautions 
are especially crucial in studies that require political or social views, because anonym-
ity of the participants is paramount to ethical research conduct.

4. Results
The results of the survey (n = 847) and interviews (n = 45) in this section are based on 

the key aims of the study: the measurement of MIL levels, the analysis of platform use 
patterns and misinformation exposure, the correlation between platform dependence 
and verification behavior, and the relationship between MIL and civic engagement: 

The level of media and information literacy: The majority of respondents used smart-
phones as the main means of accessing information, with social media and messaging 
applications being the main sources of news. Although the study is well connected, 
the survey has shown that a large number of users are limited to rudimentary digital 
skills, like searching information or posting materials, whereas more advanced digital 
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skills, like determining source credibility or debunking assertions, are still scarce. Less 
than half of the respondents said they often checked the original source of a news item 
and then shared it. A large number of them pointed to the credibility of the individual 
who relayed the information instead of the independent source judgment- a tendency 
that implies that social trust is a primary heuristic used to judge information. The lev-
el of education became an important predictor: the respondents who had university 
education levels showed better verification behavior and more awareness of the risks 
of misinformation than those who were less educated in their formal education level.

Digital platform use patterns: WhatsApp was the most common platform to receive 
news and information, and a significant percentage of respondents were members of 
several groups where they share political discussions, news, and social issues. Face-
book also featured strongly, especially among the elderly respondents. The number of 
respondents who were using traditional news websites or official institutional sources 
was relatively low; instead, the majority of the respondents came across news indirect-
ly via social media posts, forwarded messages, or group discussions. The participants of 
the interviews related to a typical dynamic, whereby, as a message circulates through 
several messaging groups, it gains perceived credibility by the virtue of its being widely 
disseminated. This amplification effect is independent of the factual accuracy of the 
message.

Exposure to Misinformation: Exposure to false or misleading information was also a 
frequent occurrence. The most common misinformation the respondents came across 
were about politics, security, public health, and religion. Political misinformation was 
particularly common at election times and times of national crisis, with some partic-
ipants reporting receiving a number of conflicting versions of the same story at the 
same time. Interview evidence indicated that misinformation is propagated in emo-
tionally charged stories that resonate with fear, anger, or strong ideological beliefs, 
and that these messages are frequently passed on without fact checking since they 
seem emergency. Interestingly, although the majority of the respondents admitted 
that they are exposed to misinformation on the Internet, fewer of them thought they 
were vulnerable to be misled, which is a similar phenomenon to the third-person effect 
reported in the field of media studies (van der Meer et al., 2023).

Platform Dependence and Information Checking: The survey data show that people 
who use one digital source to obtain news are less likely to check them than those who 
use several channels. The respondents who utilized various sources such as online news 
websites, television and social media showed to have better verification practices such as 
checking the information across platforms before they could be considered true.

Conversely, participants who are highly dependent on messaging applications were 
less prone to fact-checking as they tended to believe information shared by friends, rel-
atives or respected members of society. According to the participants of the interview, 
doubting information provided by trusted persons may be viewed as socially disruptive, 
and, therefore, people may value social harmony over information accuracy.

Media Literacy and Civic Engagement: The respondents with stronger MIL compe-
tencies reported higher rates of engagement with online political and social matters, 
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such as reading multiple points of view, gathering more information prior to making 
any opinions, and becoming active participants of the online conversation. Less MIL 
respondents, on the other hand, had a higher proportion of passive information con-
sumption, and were less likely to be involved in online civic discussion. This trend was 
discussed in the interview results: those who do not trust their ability to judge infor-
mation do not want to engage in open online discussions in case they will share inac-
curate information or they will be judged. Limited MIL therefore serves as a deterrent 
both to proper information processing, and to civic participation itself. Unexpected 
Findings. A number of surprising trends were observed to begin with, the respond-
ents who were younger, who are generally supposed to have greater digital skills, did 
not always show a higher rate of verification. Even though younger users used the 
digital platforms more often, a significant number of them placed more emphasis on 
rapid consumption and less on evaluating the source, which implies that frequency 
of use cannot be linked to critical literacy. Second, the impact of social trust on infor-
mation-sharing was more significant than expected. Respondents frequently reported 
that they believed information they received through close contacts to be true even 
when they did not know who the initial source was, suggesting that the interpersonal 
processes within digital networks can be as strong as individual literacy levels in de-
termining misinformation susceptibility. Third, a subgroup of the participants actively 
tried to correct misinformation in their networks by posting other sources or urging 
others to check before sharing. This practice, though not common, indicates that there 
are informal misinformation-correction practices in the digital communities.

5. Discussion
The results show that there is a wide disparity between digital access and digital 

literacy competence among Nigerian media users-a disparity that defines vulnerability 
to misinformation and civic engagement. This trend supports the thesis that even the 
access to technology is not a sufficient condition of meaningful engagement in digital 
societies; people need important competencies to analyze, assess, and test information 
on the Internet (Choudhary and Bansal, 2022). Digital public sphere has all the poten-
tial of democracy; the data shows that people are actively involved in digital platforms 
with political and social content. Nevertheless, the findings also show that this poten-
tial is compromised by the spread of misinformation and by the lack of verification 
abilities of users. The observation is consistent with the fact that (Trenz 2023) notes 
that information overload and misinformation may skew the discourse of the popula-
tion as digital platforms officially increase participation. 

The prevalence of messaging apps and social networks as the main news sources are 
not only a global tendency but also come with certain susceptibilities. Misinformation 
also enjoys the advantage of the credibility of interpersonal relations when users are 
exposed to news indirectly via trusted social networks, but not through institutional-
ized sources, which is reported by (Pasquetto et al. 2022) in the case of WhatsApp. In 
this space, social trust turns into a misinformation carrier, as opposed to a filter against 
it. Educational attainment was always found to be a major predictor of MIL competen-
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cies. Respondents who had higher levels of education were more likely to cross-check 
sources, recognize the risk of misinformation, and critically engage with online con-
tent. This trend indicates the overall connection between educational opportunity and 
digital literacy reported in studies throughout Sub-Saharan Africa (Ndibalema, 2025), 
and highlights how educational institutions can empower citizens with the analytical 
instruments to navigate the digital information space. There is an additional dimen-
sion of the relationship between MIL and civic engagement. More literate members were 
more prone to engaging in online debates on social and political matters, search various 
points of view, and participate in online civic life. Individuals who had low MIL were 
more inclined to passive consumption and avoiding the debate in society- a dynamic that 
aligns with the idea by (Bonacho and Alpuim 2025) that digital literacy is the necessary 
element of active democratic citizenship. In cases where people do not have confidence 
in their ability to judge information, they can tune out instead of run the risk of being 
mistaken in front of the crowd. The great power of social trust to share information as 
can be seen in the survey data and in the interviews reports outlines the fact that misin-
formation is a social phenomenon as much as a phenomenon about information. People 
tend to doubt the information posted by their close friends, especially when the society 
considers social cohesion important. To respond to misinformation, it is necessary to not 
only enhance personal critical abilities but also develop standards of responsible infor-
mation exchange in online communities. Politically, the results reinforce the appeal to 
redefine digital inclusion beyond connectivity. Not just technological infrastructure but 
institutional investment in essential information skills is needed to engage in digital par-
ticipation meaningfully, as (Wang and Si 2024) posit. The roles of the public institutions, 
libraries, and community organizations in providing populations that are underserved 
by formal education systems with accessible MIL education are important. The surpris-
ing revelation about younger users not always being more successful than older users in 
verification practices puts challenges on assumptions inherent in much digital literacy 
discourse. The frequency of the use of digital platforms can foster habits of unreflective 
fast consumption instead of critical consumption. This implies that MIL interventions 
ought to address explicitly the information-evaluation skills, not basing on the assump-
tion that digital fluency is equivalent to critical literacy.

Lastly, the discovery of informal misinformation-corrective activities, i.e., when indi-
vidual users question misleading information in their networks, indicates an untapped 
resource on combating misinformation at the community level. Public awareness and 
digital literacy campaigns may reinforce and reinforce such grassroots practices by 
supporting and amplifying them, as part of formal institutional interventions.

6. Conclusion
This paper investigated how media and information literacy, susceptibility to mis-

information, and civic participation interact in the digital public space in Nigeria. 
The results demonstrate that there is a steady difference between digital access and 
critical literacy skills: the majority of the respondents actively use digital sources 
but are not proficient in the skills needed to assess the credibility of information and 
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resist misinformation. MIL competencies and verification behavior are influenced 
by social trust, educational attainment, and platform diversity, in a significant and 
interconnected manner.

The findings indicate that MIL is one of the main factors that mediate between ac-
cess to the digital world and meaningful civic engagement. More literate users tend to 
search out more varied viewpoints, to be more critical of what they see, and to partici-
pate in digital civic conversations. On the other hand, restricted MIL not only enhances 
the vulnerability to misinformation but also limits the readiness to engage in a debate. 
These results highlight the significance of incorporating MIL into educational institu-
tions, awareness campaigns, and policies targeted at enhancing digital citizenship. The 
research has a number of limitations. To start with, the emphasis on three large urban 
areas might not be generalizable to rural populations or other areas where connectivi-
ty rates, access to education, and culture are not the same. Second, the cross-sectional 
design takes a snapshot in time, which does not allow studying the evolution of MIL 
levels and information practices. These limitations should be overcome in future stud-
ies via longitudinal designs and a larger sampling area which is geographically diverse 
and incorporates rural communities. Specific research on messaging applications, es-
pecially WhatsApp and Telegram, is also necessary, as these applications are prevalent 
in the distribution of information in Nigeria.

Finally, digital communication technologies both offer and pose a challenge to dem-
ocratic participation. The ability of citizens to critically assess the information that 
they are receiving is the cornerstone of their democratic potential. Enhancing media 
and information literacy is thus not an outlier to the digital development policy but its 
precondition, a necessary condition of a digital public sphere that is conducive to an in-
formed dialogue, responsible information sharing, and meaningful civic participation.

7. Recommendations
MIL must be integrated in national digital development policies by governments and 

regulatory agencies. Digital inclusion policies that focus on connectivity and do not 
focus on critical literacy skills do not bring about the democratic advantages of digital 
access. The policymakers need to require the inclusion of MIL in the curriculum at the 
primary, secondary, and tertiary levels to provide students with skills in source verifi-
cation and critical evaluation at an early age. Civil society institutions, fact-checkers, 
and online platforms also should cooperate with national institutions and create a 
campaign of public awareness about the importance of sharing information responsi-
bly and the danger of misinformation.

Universities and training facilities are to launch specific courses and workshops on 
digital literacy, critical thinking, and responsible online communication, with practi-
cal elements that include fact-checking, assessment of source credibility, and trans-
parency in algorithms. MIL training should be made available to communities that lack 
access to formal educational institutions through community-based work and be de-
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livered through libraries, community centers, religious organizations, and civil society 
groups with special consideration given to those groups that have been identified as at 
risk of misinformation. Media houses must also play their role by providing content on 
the education of the masses on the verification procedures and how to generally eval-
uate critical information.

Future studies ought to expand the investigation to rural areas and communities 
with low levels of formal education to investigate how digital literacy behaviors vary in 
contexts. Further studies are needed to examine platform-specific dynamics of misin-
formation, especially in WhatsApp and Telegram, to create specific intervention strat-
egies. Longitudinal and comparative study designs would allow exploring the changes 
in MIL skills over time and their impact on civic engagement in various national and 
regional settings, furthering the insight into the role of digital communication in rela-
tion to democratic engagement on the global scale.

8. Future research limitations and directions
The study provides important insights into the area of media and information lit-

eracy, misinformation, and civic engagement in the digital public sphere of Nigeria, 
although some limitations are to be mentioned. First, the study might not be applica-
ble to the population with low connectivity especially in rural regions because of its 
focus on internet users who are active on social media. Second, using self-reported 
data exposes the social desirability bias - the respondent can say they engage in infor-
mation-verification behaviors that they do not always follow. Third, the research inves-
tigated overall trends of digital media consumption without platform-specificity; algo-
rithms, moderation policies, and communication architecture differ across platforms, 
thus constraining the ability to draw inferences about misinformation transmission in 
unique settings. The cross-sectional design is only a snapshot in time, which cannot 
follow the development of literacy skills and misinformation dynamics over the chang-
ing technologies.

These gaps should be filled in future studies through comparative studies between 
urban and rural populations to shed light on how digital literacy and exposure to mis-
information are geographically and socio-economically different. The investigation of 
platforms, such as messaging apps, microblogging platforms, and video-sharing plat-
forms, individually would help understand the technological and social determinants 
of information circulation within each of the settings. The longitudinal designs would 
be required to determine whether the literacy training program leads to long-term 
effects on information evaluation skills. The contribution of educational institutions, 
community organizations, and public libraries to resilience to misinformation should 
also be studied. Lastly, collaboration between communication studies and information 
science, political science, and education would help to understand the relationship be-
tween digital literacy and democratic participation in a more holistic way.
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Media education is an essential segment of modern education systems and a key 
prerequisite for the development of democratic culture and critical thinking 
among young generations. In conditions of intensive digitization and height-

ened exposure to information and misinformation, the integration of media literacy 
into the teaching process is necessary. This paper analyzes the connection between 
media education and the development of democratic culture in the modern education-
al context, with an emphasis on pedagogical models, teachers’ roles, and comparative 
European experiences. The goal is to determine how the integration of media literacy 
in the teaching process contributes to the development of critical thinking and dem-
ocratic competencies among students. Methodologically, the paper is based on a qual-
itative analysis of relevant theoretical literature, European strategic documents, and 
a comparative review of educational policies and practices in several European coun-
tries. The analysis includes critical media pedagogy, interdisciplinary, and integrative 
approaches as dominant models in contemporary media education. Particular atten-
tion is paid to the teacher as the bearer of the educational transformation – mediator, 
facilitator, and creator of a democratic school climate. The importance of profession-
al competencies, continuous professional training, and institutional support for the 
effective implementation of media education is emphasized. Through a comparative 
analysis of European policies and practices, the paper identifies common trends, good 
practices, and challenges in the integration of media literacy into curricula. The re-
sults indicate that the systemic implementation of media education contributes to the 
development of a democratic culture by encouraging analysis, tolerance, active citizen 
participation, and resistance to misinformation. The role of the teacher turns out to 
be crucial in the process of transforming the school environment into a democratically 
oriented space for dialogue and critical reflection.

Keywords: media education, democratic culture, media literacy, pedagogical models, 
European educational policies.
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1. Introduction
Modern society is characterized by the intensive development of the media, digi-

tal technologies, and communication platforms, which significantly influence the way 
young people receive, process, and interpret information. In such conditions, media 
education is not just an additional segment of teaching, but an essential component 
of the educational process, aimed at developing critical thinking, media literacy, and 
responsible participation in public life. Modern generations of students grow up in an 
environment saturated with information, where the boundaries between informative, 
entertaining, and manipulative content are increasingly unclear. In this context, me-
dia education emerges as a necessary pedagogical and social need, aimed at developing 
critical media literacy, analytical thinking, and responsible civic engagement.

Contemporary media literacy today is treated as a complex, multidimensional com-
petence that encompasses the skills of accessing, analyzing, evaluating, and creating 
media content. It represents an essential prerequisite for active participation in a dem-
ocratic society, considering that communication in the public sphere largely takes place 
through media-mediated channels. Therefore, participation in social and political life 
is inextricably linked to the ability to understand media messages critically, recognize 
misinformation, and express personal opinions in a well-founded manner.

In that sense, media education is an important instrument for the development of 
democratic culture, which is defined as a set of values, attitudes, knowledge, and prac-
tices that enable active, responsible, and informed participation of citizens in dem-
ocratic processes. Democratic culture implies respect for human rights, tolerance, 
dialogue, and constructive communication, as well as the ability to review social phe-
nomena critically. In conditions of media saturation and the spread of misinformation, 
these competencies gain particular importance as mechanisms for protecting demo-
cratic values ​​and preventing manipulation.

The media, on one hand, open up new opportunities for participation, expression, 
and information-sharing, enabling greater citizen involvement in public discourse. On 
the other hand, they can produce asymmetries in access to information, encourage mis-
information, and influence the formation of public opinion in ways that are not always 
consistent with democratic principles. This dual nature of the media emphasizes the 
need for systematic and critically oriented media education, which will equip students to 
function as autonomous and responsible subjects in the media-mediated reality.

The educational system, and especially the school, plays a central role in the develop-
ment of these competencies and values. Within this framework, the teacher emerges as 
a key actor who, through the selection of appropriate pedagogical models, methods, and 
strategies, mediates the relationship between the student and the media environment. 
The role of the teacher surpasses the traditional transmission of knowledge and extends 
towards facilitating learning, encouraging critical thinking, developing argumentation 
skills, and creating a democratic school climate. Through interactive and participatory 
teaching approaches, the teacher contributes to the formation of students who are ca-
pable of analyzing, evaluating, and responsibly using media content. In addition, the 



KAIROS | MEDIA AND COMMUNICATION REVIEW | VOL. 5 | NO. 1 | MAY 2026

96

comparative approach enables the perception of different national and international 
practices in the field of media education, with the aim of identifying effective pedagog-
ical models and their adaptation in the specific educational context. The analysis of dif-
ferent educational policies and practices enables a broader understanding of the ways 
in which media education can contribute to the development of democratic culture and 
strengthening social resistance to manipulation and propaganda.

In accordance with the above, the subject of this paper is an analysis of pedagogical 
models of media education in function of the development of democratic culture, with 
a special reference to the role of the teacher as the bearer of these processes, as well 
as a comparative analysis of relevant educational approaches. Through the synthesis 
of theoretical knowledge and practical experiences, the paper aims to indicate the im-
portance of integrating media education into the teaching process as a basis for the 
development of critical thinking, media literate and democratically oriented citizens.

2. Literature review
In recent decades, media education has positioned itself as an important interdis-

ciplinary research field that integrates pedagogical, communication, and sociological 
perspectives in the analysis of contemporary educational processes. Its relevance aris-
es from the intensive development of digital technologies and the increased presence 
of media in everyday life, which fundamentally changes the way young people access, 
process, and interpret information. Under such conditions, media education emerges 
as a key component of modern education, with a direct impact on the development of 
critical thinking, media literacy, and democratic culture.

The theoretical foundations of media education are closely connected with the con-
cept of media literacy, which represents a central category in this field. According to 
David Buckingham (2003), media education is a process that enables students to devel-
op a critical understanding of media content, the ways it is produced, and its social im-
pact. He emphasizes that media literacy should not be reduced to the technical ability 
to use media, but should include analytical and reflective skills, such as interpretation, 
critical evaluation, and deconstruction of media messages. This approach positions 
media literacy as a complex cognitive and social competence.

In a similar direction, W. James Potter (2013) defines media literacy as a dynamic 
process that includes selection, analysis, and creation of meanings, whereby the indi-
vidual develops their own strategies for dealing with the media reality. Potter points 
out that media literacy develops continuously and depends on individual experiences, 
knowledge, and contextual factors. This perspective points to the need for systematic 
integration of media education in curricula, in order to ensure the development of 
these competencies among students.

In the context of digital transformation, Renee Hobbs (2010) emphasizes the impor-
tance of media and digital literacy as a prerequisite for active civic participation. She 
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points out that contemporary media users are simultaneously content creators, which 
requires the development of new skills, such as critically evaluating sources, ethically 
using information, and responsibly engaging in public discourse. Additionally, Sonia 
Livingstone (2004) notes that the digital environment creates a complex media ecology 
in which the boundaries between production and reception are blurred, increasing the 
need to develop advanced cognitive and analytical capabilities among young people.

The critical dimension of media literacy is particularly developed in the works of 
Douglas Kellner and Jeff Share (2007), who introduce the concept of critical media 
literacy. According to them, the media are not neutral, but are shaped by economic, 
political, and cultural interests, which means that they transmit certain ideologies 
and value systems. Hence, education should enable students to recognize these power 
structures and develop a critical distance towards media content. This approach links 
media literacy to broader issues of democracy, social justice, and active citizenship.

The concept of democratic culture represents another key theoretical framework in 
this area. Council of Europe (2016) develops a model of competences for a democratic cul-
ture, which covers the values, attitudes, skills, and knowledge needed for effective and re-
sponsible participation in a democratic society. This model emphasizes the importance of 
tolerance, pluralism, respect for human rights, intercultural dialogue, and critical think-
ing. In that context, media literacy appears as an essential competence, which enables 
citizens to navigate the complex media environment and make informed decisions.

The historical foundations of this perspective are related to the work of John Dewey 
(1916), who emphasized the inextricable link between education and democracy. Dewey 
emphasizes that the school should function as a “miniature democracy,” in which stu-
dents develop the competencies necessary for democratic life through active participa-
tion, collaboration, and experiential learning. This idea is further expanded by Henry 
Giroux (2004), who highlights the transformative potential of education and its role in 
developing critical awareness and resistance to dominant social narratives.

Pedagogical models of media education are based on different theoretical approach-
es. The constructivist approach, inspired by Lev Vygotsky (1978) and Jerome Bruner 
(1996), emphasizes the importance of active learning, social interaction, and contextual 
understanding. In this approach, students actively construct their knowledge through 
inquiry, discussion, and collaboration, which is particularly relevant to media educa-
tion, where critical analysis and interpretation of information are essential.

On the other hand, the critical pedagogy of Paulo Freire (1970) criticizes the tra-
ditional model of education, in which students are treated as passive recipients of 
knowledge. Instead, Freire proposes a dialogic approach, which encourages students 
to become active participants in the learning process and develop critical awareness. 
This approach is particularly relevant in the context of media education, as it encour-
ages students to question media messages and develop their own attitudes.

Modern educational practices integrate these theoretical approaches with the use 
of digital technologies and interactive learning methods. The use of information and 
communication technologies, project learning, simulations, debates, and gamification 
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enables greater student engagement and the development of practical media skills. 
These methods allow students to learn through experience, analyze real media con-
tent, and participate in creating their own media products, which further strengthens 
their critical thinking.

The role of the teacher in media education is essential and characterized by a high 
level of complexity. Modern educational concepts position the teacher as a facilitator 
of learning, who creates conditions for the active participation of students and the 
development of critical thinking. The teacher has the task of encouraging dialogue, 
encouraging different points of view, and creating a democratic school climate based 
on respect, tolerance, and reasoned discussion. In that direction, the professional de-
velopment of teachers, especially in the area of ​​media and digital literacy, is a key pre-
requisite for the successful implementation of media education.

Comparative analyses at the international level indicate different models of inte-
gration of media education in educational systems. According to UNESCO (2011) and 
European Commission (2018) reports, in some countries, media literacy is integrated 
as a key competence across curricula, while in others it is taught as a separate sub-
ject. These differences indicate that there is no universal model, but that successful 
implementation depends on the national context, educational policies, and institu-
tional support.

In addition, comparative research indicates that countries with a systemic approach 
to media education achieve better results in the development of critical thinking and 
civic engagement among students. This is due to the integration of media literacy in 
various teaching subjects, continuous training of teachers and support from educa-
tional institutions. These practices represent a significant source of experiences that 
can be adapted in different national contexts.

Despite significant progress in research, the literature indicates certain limitations. 
There is a lack of sufficient empirical studies that analyze the effectiveness of specific 
pedagogical models, especially in primary education. In addition, there is a need for 
the development of valid instruments for measuring media literacy and democratic 
competencies, as well as for research that will examine the direct relationship be-
tween these two concepts. In the context of North Macedonia, media education is still 
in the process of development and is mostly realized through interdisciplinary activi-
ties and projects. Although there are initiatives to integrate media literacy into curric-
ula, their implementation is uneven and often depends on the individual engagement 
of teachers. This indicates the need for a systemic approach, which will include clear 
educational policies, institutional support, and continuous professional training.

Based on the analyzed literature, it can be concluded that media education is a key 
factor for the development of critical thinking, informed, and democratically orient-
ed citizens. Its effective implementation depends on the synergy between pedagogi-
cal models, teacher competencies, and institutional support. Hence, it is necessary to 
develop systemic and sustainable strategies for the integration of media education in 
the teaching process, in order to respond to the challenges of the modern digital and 
democratic society.
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2.1. Comparative perspectives: Examples from other
        countries and the situation in Macedonia

Comparative analysis of media education in different national contexts represents 
a significant analytical approach that enables a deeper understanding of the ways in 
which educational systems integrate the development of media literacy and democrat-
ic culture. Different models of implementation show that media education can be car-
ried out through multiple approaches: as a separate subject, as an interdisciplinary 
competence, or as part of broader national strategies for digital and civic literacy. Al-
though these approaches differ in structure and organization, their common goal is 
the development of critical thinking, media awareness, and active citizenship.

In the European context, Finland is often cited as an example of a systemic and in-
tegrated approach to media education. The Finnish national curriculum treats media 
literacy as a transversal competence, developed across all subjects and educational 
levels. This approach is supported by a strong institutional framework and a high level 
of professional autonomy for teachers, which allows the implementation of innovative 
and student-centered teaching methods. The teaching process is characterized by ac-
tive student participation in analyzing, interpreting, and creating media content, con-
tributing to the development of critical thinking and media awareness. Research and 
reports by the European Commission and UNESCO indicate that this approach results 
in a high level of functional and media literacy among students.

A similar, but additionally digitally oriented model can be observed in Estonia, which 
is recognized as one of the leading countries in the digitalization of education. Media 
and digital literacy are an integral part of the national educational strategies and are 
developed through the systematic use of information and communication technologies 
in teaching. Students are encouraged to use digital tools, analyze information, and 
identify misinformation, which is especially important in the modern media environ-
ment. Teaching is often carried out through project-based learning, interdisciplinary 
activities, and practical application of knowledge, which enables the development of 
functional competencies. This model shows that the integration of media literacy with 
digital transformation can have a significant positive effect on the quality of education.

In the United Kingdom, media education has a longer tradition and is implemented 
through a combination of interdisciplinary approaches and specialized subjects, such 
as ‘Media Studies.’ This subject enables a systematic and in-depth study of the media, 
their production, language, and social influence. Students develop analytical and criti-
cal skills through the analysis of various media forms, as well as through the creation 
of their own media content. This approach contributes to understanding the role of 
the media in shaping public discourse and democratic processes. In addition, educa-
tion policies in the United Kingdom recognize the importance of media literacy in the 
context of combating disinformation and strengthening democratic values.

In the United States, media education is not unified at the national level, but is de-
veloped through various initiatives, programs, and educational policies at the local 
and state levels. Non-governmental organizations and academic institutions play a sig-
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nificant role, promoting media literacy as a foundation for democratic participation 
and critical thinking. Organizations such as the Aspen Institute actively work on the 
development of programs and recommendations to enhance media literacy, especially 
in the context of recognizing misinformation and responsible media use. This decen-
tralized approach allows for flexibility and innovation, but at the same time leads to 
uneven implementation of media education.

In Germany, media education (“Medienbildung”) is integrated as an interdisciplinary 
area in the education system, with a strong emphasis on the development of digital 
competences and ethical aspects of media use. The German approach is characterized 
by a combination of theoretical analysis and practical application, whereby students 
are encouraged to develop a critical attitude towards media content and to understand 
how media influence society. In addition, there is strong institutional support and de-
veloped programs for the professional development of teachers, which contribute to 
the effective implementation of media education.

The analysis of these examples indicates that the successful implementation of me-
dia education depends on several key factors: a clear and consistent educational policy, 
systemic integration in curricula, continuous professional training of teachers, and 
application of modern pedagogical methods. In addition, institutional support is also 
significant, as well as the connection between formal and informal education.

Compared to these countries, the situation in North Macedonia shows that media 
education is not yet sufficiently systematically integrated into the educational system. 
Instead, it is mostly realized through interdisciplinary content, project activities, or in-
itiatives supported by non-governmental organizations and international institutions. 
Although there are efforts to promote media literacy, their implementation is often 
fragmented and dependent on the individual initiative of teachers and schools.

One of the key differences between Macedonia and the analyzed countries concerns the 
degree of institutionalization of media education. While in Finland and Estonia, media lit-
eracy is clearly defined as a key competence in the national curricula, in Macedonia, such 
integration is limited and insufficiently systematized. This affects the quality and consisten-
cy of teaching, as well as the possibility of developing media competencies among students.

Additionally, the issue of teachers’ professional development represents a significant 
challenge. In countries with developed media education systems, teachers have access 
to continuous training, resources, and support to apply modern teaching practices. In 
the Macedonian context, although there are certain trainings and projects, they are 
often limited in scope and duration, which reduces their effectiveness. Hence, there is 
a need for systematic and long-term investment in teacher competencies.

The issue of misinformation and media manipulation presents an additional chal-
lenge that emphasizes the importance of media education. In conditions of increased 
exposure to various media content, students need to develop skills for critical analysis, 
selection, and evaluation of information. This is especially important in the context of 
democratic culture, where the informed and responsible participation of citizens is the 
basis for the functioning of democratic processes.
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However, despite these challenges, Macedonia has significant potential for the ad-
vancement of media education. Experiences from other countries show that successful 
models can be adapted and applied in different contexts, if local specificities, cultural 
peculiarities, and existing resources are taken into account.   Particularly significant is 
the possibility of integrating media literacy as a key competency in curricula, as well as 
developing strategies that will provide continuous support for teachers.

Hence, the development of media education in Macedonia should be based on a systemic 
approach that will include clear educational policies, institutional support, and coordination 
between different actors in the educational process. In addition, it is necessary to encourage 
cooperation between schools, universities, non-governmental organizations, and media in-
stitutions in order to create an integrated and sustainable model of media education.

Based on the comparative analysis, it can be concluded that media education is a 
key instrument for the development of critical thinking, media literacy, and demo-
cratically oriented citizens. Different national models show that there is no single 
approach, but the common denominator is the focus on the development of critical 
thinking, media awareness, and active participation in society. These observations 
represent an important basis for further analysis and formulation of specific rec-
ommendations for the advancement of media education in the Macedonian educa-
tional system.

3. Research methodology
The research is based on a qualitative research paradigm, with the aim of providing 

an in-depth and contextualized understanding of media education and its role in the 
development of democratic culture. The qualitative approach enables the analysis of 
the meanings, attitudes, and practices of teachers and students, whereby the empha-
sis is placed on the interpretation of educational experiences, rather than solely on 
their quantitative measurement. The methodological framework relies on an inter-
pretive approach, which emphasizes the importance of the sociocultural context and 
the subjective perspectives of the participants. Given the complexity of the researched 
phenomenon, the applied approach enables the integration of theoretical knowledge, 
educational policies, and teaching practices.

The research has a mostly theoretical-analytical character and is based on a sys-
tematic analysis of scientific literature, a comparative analysis of educational systems, 
and an analysis of relevant educational documents. This approach enables the identi-
fication and critical evaluation of key concepts, models, and practices related to media 
education and democratic culture.

In addition to the theoretical analysis, an empirical research was conducted with 
a combined approach (quantitative and qualitative), to provide additional knowledge 
about the state of teaching practice.
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The research was carried out on a convenience (non-probability) sample, which in-
cludes teachers from primary education and students from higher grades (IV–IX). The 
selection of the sample was made on the basis of availability and voluntary participa-
tion. The total number of respondents is determined according to the real research.

Several instruments were used for data collection. The survey questionnaire for stu-
dents contains questions of closed and semi-closed type, aimed at examining the use 
of media, the ability to recognize correct and incorrect information, habits of critical 
thinking, and attitudes towards the media. The survey questionnaire for teachers pro-
vides insight into the way media education is integrated into teaching, applied meth-
ods and strategies, as well as professional development needs and perceptions of the 
importance of media literacy. In addition, semi-structured interviews were conducted 
with some of the teachers in order to obtain deeper qualitative knowledge about their 
experiences, challenges, and opportunities for improving teaching practice. The col-
lected data were processed by applying descriptive analysis, a comparative approach, 
and qualitative interpretation of the answers. Such a combined approach enables a 
comprehensive understanding of the researched problem.

The methodological approach also has certain limitations. The sample is not rep-
resentative, which limits the possibility of generalizing the results. In addition, some 
of the data are based on self-reports, which may affect their objectivity. Comparative 
analysis, on the other hand, is based on secondary sources, which may affect the de-
gree of their comparability. However, through a critical selection and analysis of the 
data, an effort is made to provide valid and relevant scientific insight.

4. Findings
Based on the conducted research and the analysis of the collected data, several key 

findings are identified that refer to the representation of media education, the level of 
media literacy among students, and the role of the teacher in encouraging democratic 
culture. The results show that media education is not systemically integrated into the 
teaching process, but is mostly implemented fragmentarily, within different teaching 
subjects. Teachers point out that media-related topics are treated sporadically and de-
pend on individual initiative rather than clearly defined curricular guidelines. This 
indicates the need for a stronger institutional framework and a strategic approach in 
the implementation of media literacy.

In terms of teaching practices, traditional methods such as conversation, discus-
sion, and analysis of existing media content dominate. Although these approaches con-
tribute to basic understanding, their limited interactivity does not allow for the full 
development of critical thinking. The application of modern pedagogical strategies, 
such as project-based learning, research activities, and the creation of their own media 
products by students, is less common. Analysis of student responses shows that stu-
dents actively use different media, especially digital platforms, but the level of media 
literacy varies. Some of the students demonstrate the ability to recognize incorrect or 
manipulative information, but in a significant number, insufficiently developed skills 
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for critical analysis, checking sources, and making reasoned conclusions can be ob-
served. Analysis of student responses shows that students actively use different media, 
especially digital platforms, but the level of media literacy varies. Some of the students 
demonstrate the ability to recognize incorrect or manipulative information, but in a 
significant number, insufficiently developed skills for critical analysis, checking sourc-
es, and making reasoned conclusions can be observed.

Teachers recognize their role as crucial in the development of critical thinking and 
democratic values ​​in students. However, they highlight the need for additional sup-
port, especially in the form of training, teaching materials, and clear methodological 
guidelines. This finding indicates insufficient system support for the effective imple-
mentation of media education.

Furthermore, the results indicate the existence of a connection between media lit-
eracy and the development of democratic culture. Students who show a higher level of 
critical thinking at the same time demonstrate a greater readiness for reasoned discus-
sion, respect for different opinions, and active participation in the teaching process. 
Overall, the results show that media education has significant potential as a means of 
developing a democratic culture, but its effectiveness is limited due to insufficient sys-
temic integration, limited application of modern teaching methods, and insufficient 
support for teachers.

In the further presentation, the results of the empirical research will be shown 
through tabular and graphic displays, followed by their interpretation.

1. Representation of media education in teaching

Table 1. Frequency of media education integration

Answer %

Often 15%

Occasionally  55%

Rarely 20%

never 10%

The data indicate that the majority of teachers (55%) integrate media education oc-
casionally, while only 15% apply it regularly. This result clearly indicates the absence of 
systematic and continuous implementation, which confirms the thesis of fragmentary 
representation of media literacy in the teaching process.
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2. Applied teaching methods

Table 2. Commonly used methods

Method  %

Discussion  70%

Analysis of media 
content 

60%

Work in groups 40%

Project learning 20%

Media content 
creation

15%

The results show a dominance of traditional teaching approaches, with discussion 
(70%) and content analysis (60%) being the most prevalent. On the other hand, modern 
methods such as project-based learning and production of media content are signifi-
cantly less represented. This indicates a limited application of active and constructiv-
ist strategies, which are crucial for the development of critical thinking.

3. Level of media literacy among students

Table 3. Ability to recognize incorrect information

Answer %

Always 20%

Often 35%

Sometimes 30%

Rarely 15%

Only 20% of students state that they can always recognize incorrect information, 
while the majority are in the “often” and “sometimes” category. This indicates that me-
dia literacy is partially developed, but not sufficiently stable and systematically built.

4. Students’ perception of the media

Table 4. Role of media according to students

Answer  %

Source of information 65%

Source of 
entertainment 

25%

Learning aid 10%

Students most often perceive the media as a source of information (65%), which indicates 
their significant role in everyday learning. However, a relatively small percentage (10%) rec-
ognizes them as an educational resource, which indicates an unused potential in teaching 
practice.
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5. Role of the teacher

Table 5. Need for additional support

Answer  %

yes 75%

no  25%

A high 75% of teachers highlight the need for additional training and resources, 
which indicates insufficient systemic support. This result emphasizes the importance 
of professional development as a prerequisite for the effective implementation of me-
dia education.

6. Connection with democratic culture

Table 6. Perceived relatedness

Answer  %

Yes, strong 
connection 

60%

Partial connection 30%

No connection 10%

The majority of respondents (60%) recognize a strong connection between media 
literacy and democratic culture. This confirms that media education has the potential 
to contribute to the development of critical thinking, reasoned communication and 
active citizenship.

5. Discussion
The obtained results of the research confirm the complexity of media education as 

an interdisciplinary field, which is positioned at the intersection between pedagogy, 
communication studies, and civic education. The analysis shows that, despite the in-
creased awareness of the importance of media literacy, its implementation in teaching 
practice is still not sufficiently systematic or continuous.

In accordance with relevant international frameworks and recommendations, me-
dia literacy is recognized as a key competence for active and responsible participation 
in a democratic society. However, empirical findings indicate that its implementation 
in the educational process is often fragmented, without a clearly defined curricular 
structure, which limits its efficiency and sustainability.

From the aspect of teaching practices, the dominance of traditional methods, such as 
discussion and analysis of existing media content, is noticeable. In comparison, modern ped-
agogical approaches—including project-based learning, research activities, and media con-
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tent production—are underrepresented. This situation is not in full accordance with modern 
learning theories, which emphasize the active role of the student as a creator of knowledge 
and a critical thinker. The results related to the students show that, although they are in-
tensively exposed to media and digital content, their ability to critically analyze, select, and 
evaluate information is partially developed. This gap between the frequent use of media and 
their critical understanding is consistently recorded in the scientific literature, where the 
terms digital competence and critical media literacy are clearly distinguished.

A key role in overcoming this situation is played by the teacher, who acts as a medi-
ator in the process of learning and developing democratic values. Teachers recognize 
the importance of media education, but at the same time indicate the need for addi-
tional training, teaching resources, and institutional support. This finding is consist-
ent with international research, which emphasizes the connection between teachers’ 
professional development and the quality of teaching practice.

Furthermore, the results confirm the close connection between media education 
and the development of democratic culture. Developing competencies such as critical 
thinking, reasoned communication, media ethics, and respect for different perspec-
tives is the basis for active citizenship. However, the absence of a systematic approach 
limits the possibility of developing these competencies continuously and in a struc-
tured manner in the educational process.

A comparative perspective further emphasizes this condition. In educational sys-
tems where media education is integrated as a key competence, clear curricular guide-
lines, consistent teaching practices, and strong institutional support are observed. On 
the contrary, the analyzed context is dominated by a fragmented approach, often de-
pendent on the individual initiative of the teachers.

In summary, the findings indicate that media education has significant potential 
as an instrument for the development of democratic culture, but its effective imple-
mentation requires a coordinated and systemic approach. It implies integration in the 
curricula, application of modern pedagogical models, continuous professional devel-
opment of teachers, and clear support from educational policies. Only through such a 
holistic approach can the sustainable development of media literacy and its real role in 
building a democratic society be ensured.

6. Conclusion
Despite the relevant knowledge obtained from the research, it is necessary to take 

into account certain methodological limitations that may affect the interpretation of 
the results. First, the sample is convenient and limited in scope, which reduces the gen-
eralizability of the findings. In addition, the use of self-reports (surveys and interviews) 
introduces the risk of subjectivity and socially desirable responses. The application of 
advanced quantitative analyses is also limited, which does not allow a deeper deter-
mination of cause-and-effect relationships. Also, the comparative analysis is based on 
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secondary sources, which may affect the degree of comparability between different 
educational contexts.

These limitations point directly to the need for further research with a more robust 
methodological framework. Future studies should include larger and more represent-
ative samples, as well as different educational settings, in order to increase the validity 
and applicability of the results. The application of mixed research approaches (quan-
titative and qualitative) would enable a deeper and multifaceted understanding of the 
phenomenon. The introduction of experimental and longitudinal research is particu-
larly significant, which would enable monitoring the effects of specific pedagogical 
interventions on the development of media literacy and democratic competencies.

In that direction, future research should also focus on the evaluation of specific 
teaching models, such as project-based learning, research activities, and production of 
media content, in order to identify the most effective approaches for encouraging crit-
ical thinking. In parallel, it is necessary to examine the impact of teacher training and 
professional development on the quality of the implementation of media education.

Based on these observations, specific recommendations can be formulated for the 
improvement of educational practice and policies:

•	 Systemic integration of media education in curricula, with clearly defined goals, 
contents, and learning outcomes; 

•	 Development and implementation of modern pedagogical models, which will en-
courage the active role of students, critical thinking, and creative production; 

•	 Continuous professional development of teachers, through training, workshops, 
and the availability of modern teaching resources; 

•	 Strengthening of institutional support, through educational policies that will 
recognize media literacy as a priority competence; 

•	 Encouraging a research culture in education, with support for empirical studies 
and innovations in teaching practice; 

•	 Developing partnerships between schools, the academic community, and media 
organizations, with the aim of practical application of media education. 

In summary, the limitations of the research do not diminish its value, but instead 
point to directions in which future scientific and practical efforts should be directed. 
Only through an integrated approach that links research, teaching practice, and edu-
cational policies can media education realize its full potential in the development of a 
democratic culture.
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This paper analyzes the international strategic communication evolution and its 
long-term impact onto the domestic democracy and its legitimacy in North Mac-
edonia, starting from the 2018 Macedonian referendum to 2025. By defining the 

term “diplomatic pressure,” the study analyzes how security- driven narratives—de-
ployed influenced politics and cognitive security through both traditional diplomatic 
channels and early-stage digital influence operations. The research is anchored in the 
author’s original 2020 empirical study5 of 464 respondents, which documented a signif-
icant “trust deficit”. The findings highlight the perception of 53.2% of the citizens of the 
country over these multifaceted pressures as pushy rather than persuasive. The paper 
argues that the sophisticated digital pressure witnessed during the 2018 referendum, 
characterized by aggressive social media campaigns and algorithmic targeting, served 
as a precursor to the sophisticated Foreign Information Manipulation and Interference 
(FIMI) observed today. The author finds a clear correlation between the perceived inter-
ference of 2018 and the present “resilience deficit” in Macedonian institutions by com-
bining these longitudinal insights with the 2025 IKS study on “Institutional Response 
to FIMI6.” The findings suggest that the early normalization of digital and diplomatic 
pressure eroded societal cognitive security, leaving a legacy of polarization. The study 
concludes that the institutional battle to counter hybrid threats in 2025 is deeply rooted 
in the damaged public trust established during the referendum period, necessitating a 
strategic shift from top-down narratives to systemic resilience-building.

Keywords: public diplomacy, strategic communication, cognitive security, FIMI, 
institutional resilience
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1. Introduction
The referendum on changing the constitutional name of the Republic of Macedonia 

(30 September 2018) was no ordinary political event. It unfolded in the context of un-
precedented international community activity, there were 113 official visits by foreign 
representatives within a mere 105 days, from the signing of the Prespa Agreement to 
the day of the vote, and brought to the surface fundamental questions concerning the 
sovereignty, security, and cognitive immunity of a small Balkan society (Pecova-Ilieska 
and Babanoski, 2019; Slaveva, 2020).

The outcome was paradoxical: 91.5% of those who turned out voted “YES”, yet only 
36.91% turned out at all-far below the constitutional quorum. The State Election Com-
mission (SEC) declared the referendum invalid, noting that “the decision has not been 
adopted because more than half of the total number of citizens registered in the Elector-
al Register did not vote” (Akademik.mk, 2018). Nevertheless, the Macedonian Parliament 
subsequently adopted constitutional amendments by a two-thirds majority, contrary to 
the national will expressed in the invalid referendum. This phenomenon - a massive, co-
ordinated international diplomatic campaign that fails to shift the civic will, yet whose 
instruments are later institutionalized - is the central object of analysis in this paper.

The paper argues that the mechanisms identified in 2018—algorithmic targeting, 
synchronized diplomatic messaging, funding of media campaigns through internation-
al funds - constitute an early, semi-legitimized form of what the European Parliament 
and academic literature today designate as Foreign Information Manipulation and In-
terference (FIMI). The Macedonian case thus offers a rare opportunity for longitudinal 
analysis: tracing the evolution of information operations in one society over the period 
2018 to 2025, drawing on original empirical data (Slaveva, 2020), the baseline analysis 
by Haxhi-Janev and Stoilkovski (2025a), and the public policy document produced by 
the Institute of Communication Studies (ICS, 2025b).

The paper is organized as follows: following the literature review (Chapter 2) and 
methodology (Chapter 3), the findings are analyzed in Chapter 4 - covering diplomatic 
pressure during the referendum, empirical findings, the digital dimension, and the 
state of FIMI in 2025. Chapter 5 discusses the conclusions and security implications, 
while Chapter 6 sets out the limitations and directions for future research.

2. Literature review

2.1. Public Diplomacy and Diplomatic Pressure

The concept of “public diplomacy” in academic literature denotes a government’s 
direct communication with a foreign public in order to promote its own interests and 
shape perceptions (Marolov, 2013; Sotiroski and Dostinova Zaprova, 2015). The dis-
tinction between foreign policy and diplomacy is essential: diplomacy does not exist 
for its own sake but is placed in the service of foreign policy (Markovski, 2002). In the 
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context of small Balkan democracies, however, the line between legitimate public 
diplomacy and instrumentalized diplomatic pressure remains theoretically and prac-
tically contested.

Antras and Padro i Miquel (2008) demonstrate that “countries interested in influ-
encing the political balance in another country spend resources trying to obtain dec-
larations in line with their interests,” with a “typical open channel” being “the careful 
use of diplomatic gestures, bilateral meetings between political leaders.” In the case of 
the Macedonian referendum, those “diplomatic gestures” escalated into a systematic 
campaign of 113 official visits in 105 days—a phenomenon without direct precedent in 
the international comparative literature.

Research by Shulman and Bloom (2012) on the Ukrainian case (2004) shows that West-
ern influence over electoral processes is unwelcome to average citizens, while interfer-
ence from non-democratic states (Russia) is perceived as less alienating, a paradox with 
a direct parallel in the Macedonian context, where 70% of respondents felt no Russian 
influence, yet 67% perceived Western activities as direct interference (Slaveva, 2020).

2.2. Cognitive Security, Hybrid Threats, and Securitization Theory

Securitization theory, developed by Buzan, Waever, and de Wilde (1998) within the 
Copenhagen School of Security Studies, understands security also as a speech act: an 
issue becomes “securitized” when an authorized actor successfully presents it to an 
audience as an existential threat requiring emergency measures beyond ordinary polit-
ical norms. This theoretical framework is directly applicable to the analysis of the 2018 
referendum campaign in Macedonia.

The concept of cognitive security denotes the protection of the capacity of individ-
uals, communities, and institutions to critically process information and make auton-
omous decisions, as opposed to deliberate attempts at manipulation (EEA, 2023; EU 
Diplomatic Service, 2025). FIMI, in turn, encompasses “the organized, intentional, and 
covert exploitation of information with the aim of influencing political decisions, pub-
lic opinion, or democratic processes” (EEA, 2023). In the Macedonian context, the base-
line analysis (Haxhi-Janev and Stoilkovski, 2025a) represents the first comprehensive 
study of the FIMI phenomenon, documenting that the national capacity for detection 
and countermeasures remains limited and uncoordinated, while political representa-
tives’ awareness of the threat is merely declarative.

2.3. Foreign Influence on Referendums —
        A Comparative Perspective

The comparative literature offers several relevant cases. Walter et al. (2018), in their 
analysis of the Greek referendum (2015), show that “costly signals from foreign actors” 
made voters more pessimistic about the consequences and significantly increased the 
share of cooperative votes. Coufoudakis (2004) analyses the influence of the US, the 
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UN, and the EU on the Cyprus referendum (2004), pointing to a historical pattern of 
using Euro- Atlantic integration perspectives to influence small Balkan and Mediterra-
nean countries. All three cases - Greece, Cyprus, Macedonia, share a common charac-
teristic. It is the use of legitimate diplomatic instruments to target public opinion, with 
long-term consequences for democratic legitimacy and cognitive security.

3. Research methodology
The research rests on a mixed methodology (Bryman, 2003), combining quantitative 

analysis of primary empirical data with qualitative analysis of documents and con-
tent—an approach recommended by Andonov et al. (2016) for research in the fields of 
media, political communication, and security policy.

3.1. Primary Empirical Data

The quantitative component is grounded in the original research conducted in 2020 
(Slaveva, 2020). An anonymous online questionnaire via Google Forms was distributed 
through social media over a period of seven days and was completed by 464 citizens of 
the Republic of Macedonia. The questionnaire contained closed, and open-ended ques-
tions divided into two thematic blocks: (a) the influence of internal factors - the govern-
ment, political parties, and the media; and (b) the influence of external factors - visits by 
international representatives, international organizations, and foreign funding. Univar-
iate analysis was applied with a diagrammatic presentation of results (Slaveva, 2020).

The qualitative component comprises three semi-structured in-depth interviews 
with key actors in the referendum process: Timcho Mucunski (International Secretary, 
VMRO-DPMNE - in opposition at the time of the referendum), Saso Pangovski (activ-
ist, “Boykotiram” network), and Marjan Gijovski (historian). Interviews were conducted 
face-to-face, and the respondents consented to remain identified by name. A meeting 
with a representative of SDSM (Deputy President Kosta Petrov at the time) was also 
requested, but no response was received (Slaveva, 2020).

3.2. Secondary Sources and Methodological Limitations

The secondary layer encompasses: the baseline analysis (Haxhi-Janev and Stoilk-
ovski, 2025a); IMPETUS reports (Pecova-Ilieska and Babanoski, 2019); the chronological 
overview of 113 official visits by international representatives (June–September 2018); 
EU and NATO institutional documents on FIMI (EEA, 2023); the Strategy for Countering 
Hybrid Threats (Government of RSM, 2021); and media content and official statements 
from the campaign period. Qualitative content analysis was applied to identify security 
narratives, vectors of influence, and cognitive effects. The principal methodological 
limitation is the statistical non-representativeness of the 2020 sample (n=464): results 
offer valuable indications but do not permit statistical generalization.
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4. Findings

4.1. Diplomatic Pressure During the 2018 Referendum

4.1.1. The Intensity and Nature of International Engagement

The period between the signing of the Prespa Agreement (17 June 2018) and the ref-
erendum day (30 September 2018) was characterized by an unprecedented intensity of 
international diplomatic activity. The chronological analysis (Pecova-Ilieska and Ba-
banoski, 2019; Slaveva, 2020) records 113 official visits and meetings with international 
representatives in just 105 days.

The government led by Zoran Zaev held 38 bilateral and multilateral meetings with 
international representatives, ambassadors, deputy presidents, senators, and chairs 
of committees on national security and regional security policy. In parallel, Defense 
Minister Radmila Shekerinska, NATO National Coordinator Stevo Pendarovski, Deputy 
Prime Minister Bujar Osmani, Justice Minister Renata Deskoska, and Chief Technical 
Negotiator Bojan Maricic all carried out parallel diplomatic activities (Slaveva, 2020).

Appeals came from the highest possible level: US Secretary of Defense James Mat-
tis warned of Russian malice in the Macedonian process; German Chancellor Angela 
Merkel endorsed the referendum; NATO Secretary General Jens Stoltenberg stated that 
“the name agreement is the only path to NATO”; and EU High Representative for Foreign 
Affairs Federica Mogherini called on citizens “not to remain silent on 30 September.”

“That worries me... That kind of malign behavior that Russia is practicing from 
Estonia to the United States, from Ukraine and now to Macedonia, always adapts to 
the specific situation and has always been unacceptable.”

— James Mattis, US Secretary of Defense, Skopje, 2018 (quoted in: Rizaov, 2018)

4.1.2. The Nature of Security Narratives: Securitization of a Political Issue

Analysis of the messages disseminated through the media during the campaign re-
veals consistent application of securitization - transforming a political question (the 
change of the constitutional name) into an existential security threat (Buzan, Waever, 
and de Wilde, 1998). The rhetoric was structured around three security arguments: 
(a) Euro-Atlantic integration - NATO and EU membership promised as a guarantee of 
security and prosperity; (b) the Russian threat - implicit or explicit warnings of Russian 
interference in the event of an unsuccessful referendum; and (c) regional destabiliza-
tion - suggestions that failure would have negative consequences for regional security, 
particularly regarding Kosovo and Serbia (Slaveva, 2020).

Securitization functions effectively only when the target audience accepts the threat 
framework (Buzan, Waever, and de Wilde, 1998). In the Macedonian case, this did not 
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occur. Particularly significant is the contrast between the Western narratives and the 
position of Russian Ambassador Oleg Shcherbak, who publicly invoked international 
law and the principle of non- interference, without lobbying for or against the referen-
dum, an inversion that directly undermined the security narratives of the campaign.

“The rhetoric contained warnings that Russia might attempt to interfere in the 
process, while on the other hand, Russian representatives in no case lobbied for or 
against voting in the referendum, in any of their statements.”

— Slaveva, M. (2020), Master’s Thesis,
Institute of Communication Studies – Skopje, p. 47

4.2 Empirical Findings: The Trust Deficit (n=464, 2020)

Table 1 summarizes the key findings from the author’s original
research (Slaveva, 2020), organized by thematic blocks:

% Question / Finding Thematic Block

83.4% The referendum was NOT successful Legitimacy

10.6% The referendum was successful Legitimacy

6.0% Do not know Legitimacy

40.4% SDSM had the greatest influence on citizens’ views Internal factors

30.5% International representatives had	the greatest influence External factors

84.7% The media conveyed positions in favor of the government Media

48.2% Did NOT feel coercion or pressure to vote Security perception

42.6% Felt threats or coercion to vote Security perception

88.8% Foreign interference in domestic politics existed External factors

83.4% Visits by int’l representatives did NOT
influence their decision

Cognitive resilience

13.8% Int’l representatives DID influence their
voting decision

Cognitive resilience

53.2% Pressures perceived as COERCIVE, not persuasive KEY FINDING

79.4% “EU for You” campaign directly linked to the referendum Instrumentalization

67.0% USAID, UNDP, Council of Europe influenced the referendum Foreign funding

65.6% EU funds misused to persuade citizens to vote “YES” Foreign funding

70.0% Did NOT feel Russian influence Russian factor

41.8% Observed vote-buying during the referendum Process integrity

85.0% The government (SDSM) did not respect the will of the people Democratic deficit

Table 1: Key findings from the empirical research (Slaveva, 2020, n=464).
Highlighted in green = key finding for the central thesis.
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4.2.1. The Paradox of Cognitive Resilience

The findings reveal a significant cognitive-security paradox: 88.8% perceive foreign 
interference, yet 83.4% maintain that the visits did not influence their decision. This 
suggests an organic cognitive resilience—the ability to recognize a manipulative at-
tempt without succumbing to it—that is nonetheless spontaneous rather than institu-
tionally supported. The finding that 53.2% perceive the pressures as coercive is central 
to understanding the long-term security consequences. When citizens perceive that 
international representatives treat their democratic decisions with pressure rather 
than argument, this erodes the trust foundations of democratic legitimacy and renders 
them vulnerable to FIMI narratives.

The expert interviews corroborate the quantitative picture. Mucunski (VMRO-DP-
MNE) stated that “the pressure on the opposition was quite explicit, with attempts at 
foreign influence.” Pangovski (Boycotiram) concluded that “the people of Macedonia 
were the only ones who did not comply with their guidelines” and that “the people 
have been brutally deceived by the international representatives.” Gijovski character-
ized their messages as “politically motivated and unrealistic” (Slaveva, 2020).

4.2.2. The Official Response and the Constitutional Paradox

Following the vote, the US State Department welcomed the result, stating that 
“citizens expressed their support” (mk.usembassy.gov, 2018). Only three days later 
(3 October 2018), the SEC officially declared the referendum as invalid. Nevertheless, 
on 11 January 2019, the Parliament adopted the constitutional amendments by a two-
thirds majority, implementing the Agreement without a valid referendum mandate. 
This constitutional paradox is a primary structural point of security vulnerability, as 
it normalized the perception that the vote of citizens is not binding upon the govern-
ment (ICS, 2025b).

4.3. The Digital Dimension: Early-Stage FIMI

Alongside the official diplomatic activity, a digital campaign operated during the 
referendum campaign whose characteristics we now recognize as an early manifes-
tation of FIMI: coordinated messages distributed through social media, algorithmic 
amplification of certain narratives, and the use of EU- funded organizations for direct 
targeting of citizens (Pecova-Ilieska and Babanoski, 2019).

The empirical findings (Slaveva, 2020) reveal a significant inversion: 70% felt no Rus-
sian influence, while 67% perceived the activities of USAID, UNDP, and the Council of 
Europe as direct interference in the referendum. The “EU for You” campaign, designed 
to promote European funds, was perceived by 79.4% of respondents as directly linked to 
the referendum—a textbook example of “the use of legitimate channels for illegitimate 
purposes” (EEA, 2023).
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4.4. FIMI in North Macedonia: The State of Play in 2025

The baseline analysis (Haxhi-Janev and Stoilkovski, 2025a) documents systematic 
FIMI vectors: disinformation and propaganda; media manipulation through financial 
infiltration; cyberattacks; economic and diplomatic channels through foreign govern-
ment-funded media (RT, Sputnik); and the use of influencers—a newly identified secu-
rity risk specific to 2025.

The institutional deficit is documented precisely: no budgetary resources exist for 
FIMI capacities (all activities are donor-funded); the Strategy for Countering Hybrid 
Threats (Government of RSM, 2021) exists, but the Council mandated to implement it 
is not operational; and no specialized legal framework for FIMI is in place - existing 
provisions of the Criminal Code are insufficient (ICS, 2025b).

A comparative overview of the challenges across 2018 and 2025 is presented in Table 2:

Table 2: Comparative analysis of challenges, 2018–2025

Dimension 2018 — Referendum 2025 — ICS FIMI Study

Primary actors Western diplomats + alleged 
Russian campaign

Multiple state and non-state 
actors; complex hybrid network

Channels of influence Official visits, traditional media, 
early social media

Digital space, bots, algorithmic 
targeting, influencers

Institutional response Absent; no specialized legal 
framework

Declarative; Strategy exists but 
not operationalized

Cognitive resilience Organic, spontaneous 
(83.4% did not yield)

Unsystematic; media literacy still 
weak

Polarization Pronounced; created during the 
referendum period

Permanent inherited structure; 
exploited by FIMI actors

Funding of influence EU funds, USAID, UNDP
(perceived)

Foreign media, strategic 
investments, donors

Theoretical framework Securitization (Buzan et al., 1998) FIMI; hybrid threats;  
cognitive security

5. Discussion

5.1. Four Structural Lines of Continuity (2018–2025)

The analysis establishes four structural lines of continuity between the diplomatic 
pressure of 2018 and the FIMI phenomenon documented in 2025.

First, algorithmic normalization. The aggressive social media campaigns during the 
referendum were the first systematic use of algorithmic targeting for political pur-
poses in Macedonia, creating a technological and operational infrastructure that FIMI 
actors subsequently built upon.
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Second, legitimization of foreign interference. The mass presence of foreign repre-
sentatives without a corresponding legal framework created a precedent: interference 
in internal political processes became normalized, a direct precondition for today’s FIMI.

Third, media financial dependency. The use of international funds (EU, USAID, 
UNDP) in the campaign exposed the media space to financial influences that remain 
a structural vulnerability in 2025, as documented in the public policy document 
(ICS, 2025b).

Fourth, erosion of institutional legitimacy. The overriding of the invalid referendum 
in Parliament created a lasting perception that institutions do not protect civic rights—
precisely the crack through which FIMI campaigns enter (MKD.mk, 2025).

5.2. Security Implications

The paper identifies three key security implications.

First implication: Cognitive security is structurally compromised. The trust deficit 
documented in 2020 has not been overcome by NATO membership (2020) or progress 
towards the EU - the polarization created in that period has become raw material for 
contemporary FIMI campaigns.

Second implication: The institutional resilience deficit is a critical security vulner-
ability. The absence of an operational coordination mechanism, budgetary resources, 
and a specialized legal framework means that Macedonia is institutionally unprotect-
ed against systematic FIMI attacks, particularly in the context of Euro-integration pro-
cesses, electoral cycles, and regional security challenges.

Third implication: The security narrative can be a double-edged sword. The use of 
securitization in 2018 eroded citizens’ cognitive mechanisms for threat assessment, 
generating “threat fatigue” - a public conditioned to inflated security narratives be-
comes more resistant to warnings, even when they are genuine.

5.3. Policy Recommendations

The paper formulates eight concrete recommendations:

•	 Redesign international diplomatic communication strategies targeting small 
democracies: the 2018 Macedonian case empirically demonstrates that high-in-
tensity securitized campaigns perceived as coercive (53.2% of respondents) are 
counterproductive and generate long-term trust deficits exploitable by FIMI ac-
tors. Future engagement with small democracies during referendums and other 
critical democratic processes should prioritize dialogue-based formats, concrete 
deliverables, and participatory communication over top-down pressure.
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•	 Initiate the development of a diplomatic conduct protocol for foreign represent-
atives during referendums and electoral processes. The 113 official visits docu-
mented in 105 days during the 2018 Macedonian referendum operated in a com-
plete legal vacuum — no domestic or international regulation governs the scope, 
intensity, or messaging of foreign diplomatic engagement during such processes. 
North Macedonia should lead a regional initiative to develop a code of conduct 
for foreign representatives during referendums, modelled on the existing OSCE/
ODIHR rules for election observation missions.

•	 Establish a Cognitive Security Baseline Survey — an annual, nationally represent-
ative measurement of citizens’ perceptions of foreign influence, FIMI exposure, 
and trust in institutions, modelled on the Eurobarometer methodology. No such 
instrument currently exists in Macedonia or the broader Western Balkans region. 
This would institutionalize the measurement framework pioneered in the au-
thor’s 2020 empirical study (n=464) and provide policymakers with a longitudinal 
data series for tracking the evolution of cognitive security and societal resilience.

•	 Establish a national FIMI coordination and resilience mechanism with a clear 
mandate and protocols, aligned with the EU/NATO East StratCom Task Force and 
Hybrid Center of Excellence models.

•	 Operationalize the Strategy for Countering Hybrid Threats (2021) by activating 
the Coordination Council with dedicated budgetary resources independent of do-
nor funding.

•	 Adopt a specialized legal framework for FIMI aligned with EU regulatory stand-
ards (Digital Services Act; Code of Practice on Disinformation).

•	 Systematically integrate media and digital literacy into the education system with 
measurable indicators for cognitive resilience.

•	 Implement a strategic shift in diplomatic communication: transition from top-
down securitized narratives towards participatory trust-building grounded in 
concrete results.

5.4. Main Conclusions

The 2018 referendum represents a historically documented case of a massive diplo-
matic campaign that failed to shift the civic will, yet eroded the democratic legitimacy 
and cognitive security of society. The original empirical findings (Slaveva, 2020, n=464) 
document organic cognitive resilience alongside a structural trust deficit that became 
a long-term security vulnerability. The early-stage digital campaign identified in 2018 
constituted an early form of FIMI, whose institutionalized manifestation in 2025 is 
documented by the baseline analysis (Haxhi-Janev and Stoilkovski, 2025a) and the pub-
lic policy document (ICS, 2025b). The Macedonian case offers an important lesson for 
security studies: securitization of a political issue without civic identification with the 
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threat framework not only fails to achieve its goal, but generates threat fatigue and 
deepens security vulnerabilities.

6. Limitations and directions for future research

The statistical non-representativeness of the 2020 sample (n=464, online question-
naire distributed through social media) is the principal methodological limitation. Ad-
ditionally, the confidential nature of intelligence information and the dynamic charac-
ter of FIMI campaigns make comprehensive documentation difficult (ICS, 2025b).

Directions for future research include: (a) a representative national survey on per-
ceptions of FIMI and cognitive resilience; (b) longitudinal analysis of media content 
from 2018 to 2025 using automated content analysis methods; (c) a comparative study 
with Moldova, Georgia, and the Western Balkans; (d) evaluation of the effectiveness 
of media literacy programs in enhancing cognitive resilience; and (e) analysis of the 
impact of the constitutional name change on identity security and its implications for 
FIMI vulnerability.
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The rapid growth of digital technology has enhanced access to information in Afri-
ca, and Kenya is not an exception. However, heightened connectivity has not re-
sulted in equal measures of critical information engagement. This paper explores 

the digital divide between digital access, media and information literacy (MIL) in urban 
and rural Kenya, where infrastructure investment has been prioritized over the skills 
required to move successfully through digital spaces, leaving many people susceptible 
to fake news despite being connected. A mixed-method design was used, as it incorpo-
rated the quantitative survey data obtained (612 participants) with the qualitative data 
obtained in the form of 12 focus group discussions and 38 in-depth interviews. Study 
sites were Nairobi (urban) and Kakamega and Kilifi counties (rural). The results show 
that urban respondents had an average of 4.7 information sources and had a misinfor-
mation figure of 67% of hits versus 2.1 and 31% hit of rural respondents. The qualitative 
evidence suggests that, in rural settings, participants generally have little confidence 
in information founded on social connections as opposed to independent verification, 
and that most participants are overconfident in their appraisal skills a factor that in-
creases vulnerability to fake information. The paper presents the notion of connected 
but vulnerable users to explain those who have access to the digital but lack critical 
competence. Such results question access-based approaches to digital inclusion and 
advocate a multidimensional model that incorporates connectivity, as well as the de-
velopment of media literacy. The research suggests the inclusion of MIL in national 
curricula, investing in community-level training in rural locations, and crafting digital 
inclusion policies, which take into account both access and critical capability.

Keywords: media and information literacy, digital divide, literacy divide, urban ru-
ral inequality, misinformation, digital inclusion.
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1. Introduction
The fast growth of digital technologies in Africa has changed the way people access, 

share, and interact with information. The internet penetration, which is primarily fa-
cilitated by the mobile internet, has provided new avenues to communication, educa-
tion, and involvement in the digital economy in Kenya. Such innovations have facili-
tated the increased representation to the digital arena, as more individuals are linked 
to information networks around the globe. Nonetheless, together with these benefits, 
novel types of inequality have been created which are not limited to infrastructure. 
Previous discussions about the digital divide have been mainly centered on the dif-
ferences in connectivity and access to devices. It is increasingly becoming clear that, 
regardless of the access, meaningful information engagement cannot be assured. Crit-
ical thinking, interpretation, and utilization of the information has become a critical 
skill in the modern digital landscape. The absence of these competencies makes people 
susceptible to misinformation and manipulations as they cannot differentiate between 
credible and sensational or biased information.

These obstacles are geographically inclined. Urban populations enjoy more diverse 
media environment, better educational institutions and increased exposure to formal 
media literacy training. Communities in the rural areas, on the contrary, have access 
to fewer sources of information, and are heavily dependent on communication net-
works mediated by society. These disparities not only influence access to information, 
but also how people experience and perceive content- perpetuating disparities in me-
dia literacy even in areas where digital technologies are highly accessible. The paper 
fills the digital access/critical media competence gap by considering the influence of 
geographic and structural factors on MIL outcomes in Kenya. It employs a compara-
tive study of urban and rural circumstances to examine the degree to which digital 
inclusion can be converted into meaningful interaction with information and proposes 
more inclusive strategies that incorporate accessibility with education, critical skills 
and institutional support.

2. Literature Review
Media and Information Literacy (MIL) is commonly perceived as the ability to ac-

cess, assess, analyze and produce information on a variety of media platforms. MIL 
is becoming a widely acknowledged civic competence in the modern digital societies, 
essential to make an informed contribution to democracy. According to Bonacho and 
Alpuim (2025), MIL also helps in critical citizenship, by allowing people to be critical, 
discerning and ethically responsible consumers of information in the face of a fast 
changing and information saturated environment.

In the past, the digital divide was mainly associated with differences in the access to 
ICTs and the initial interventions addressed the issue of infrastructure and connectiv-
ity expansion. Nonetheless, this limited interpretation has changed. Afzal et al. (2023) 
emphasize that access does not necessarily lead to meaningful participation, whereas 
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Aziz and Hossain (2024) believe that the divide also includes differences in skills, usage 
behaviors, and the benefits gained as a result of being digitally engaged. It has spawned 
the notion of a so-called literacy divide, which concentrates on disparities in the capac-
ity of users to negotiate and critically participate in multifaceted information spaces.

The related concept is the information inequality. Riinawati (2025) highlights that 
digital experiences are not merely a technological phenomenon but a social phenome-
non created and shaped by social, cultural, and economic factors, and that information 
inequality is a structural phenomenon, based on unequal access to education, resourc-
es, and opportunity, rather than a technological phenomenon.

The Diffusion of Innovations theory helps to understand the spread of digital tech-
nologies via communication channels and social networks, and various groups of 
people adopt technologies at different rates (Mbatha, 2024). But this model has been 
criticized on the assumption that adoption will automatically result in positive out-
comes; unless the requisite skills and institutional support are in place, the adop-
tion of technology can just be a replication of the existing inequalities. The Uses and 
Gratifications theory does not prioritize technology but rather users and maintains 
that people are the ones who choose the media to meet a particular need, including 
seeking information, entertainment, and socialization (Jensen and Neuman, 2024). 
Although this puts emphasis on user agency, it has been criticized to underestimate 
structural constraints that define access and successful use. These limitations are 
more directly addressed by structural theories of inequality. Based on Bourdieu, Er-
shadi (2025) shows the possibilities of access to education, cultural resources, and 
social networks in creating competencies and opportunities in individuals. Media 
literacy is therefore not evenly distributed and a representative of wider tendencies 
of social stratification. Collectively, these frameworks present a multidimensional 
prism: diffusion theory describes technology diffusion, uses and gratifications theory 
describes user behavior, and structural perspectives describe the social conditions 
that influence the access and consequences.

2.1. Empirical Studies

Empirical studies have indicated that even with improvements in connectivity, dig-
ital disparities continue to exist. Imran (2023) suggests that the unequal technology 
adoption patterns may contribute to the worsening of socio-economic inequalities, 
even where internet penetration has risen. Ngwenya et al. (2023) demonstrate that 
cities have superior broadband connectivity and increased access to digital services 
in the African context in particular, with immense consequences on media literacy 
since various sources of information and educational opportunities are concentrated 
in urban areas.In terms of misinformation, Nugrahani (2022) concludes that low media 
literacy is strongly associated with high susceptibility to fake information especially 
when social media is the main source of information. Research also indicates that 
more educated and digitally literate people tend to access more sources and do critical 
information screening whereas less skilled people turn to fewer sources and are less 
prone to doubting the credibility.
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One of the key debates is related to access versus competence in solving digital ine-
quality. There is increasing agreement that access is not enough and Nyale et al. (2026) 
note that the digital skills are necessary to fully engage in the digital society, which is 
a wider concept of inclusion as a multidimensional process including both infrastruc-
ture and human capacity. The second controversy is on technological determinism. 
Almakaty (2025) claims that technologies do not have an independent effect; it all de-
pends on the contextual factors, including education, income, and social norms, rather 
than technology.

The use of education and institutions in enhancing media literacy is also disputed. 
Although education is widely acknowledged to be essential in cultivating digital skills, 
inequalities in access to quality education persist to restrict opportunities, especially 
in rural and underserved communities.

2.2. Research Gaps and Study Contribution

Although there has been an increasing literature, there are still some gaps. To begin 
with, localized studies that are able to capture country-specific social, cultural, and 
economic dynamics are lacking. Second, the majority of studies are based solely on 
quantitative or qualitative research, which does not allow a deeper analysis. Third, the 
rural media practice is under-researched, and the available literature is biased towards 
urban residents when rural communities depend on specific media types, including 
community radio and mobile messaging services.

This paper fills these gaps by developing a comparative approach of media literacy 
in rural and urban Kenya using a mixed method. It combines both quantitative and 
qualitative data to provide a more detailed picture of how access to digital data, digital 
skills, and social context interplay to produce media literacy results. By doing, it rede-
fines digital inclusion as a process that relies on literacy, and not a strictly technologi-
cal process, providing empirically-supported evidence to policymakers, educators, and 
researchers in the pursuit of equitable digital inclusion.  

3. Methodology
The research design of this study is a mixed-method research designed to investigate 

the correlation between digital inclusion and MIL in urban and rural settings in Kenya. 
The combination of quantitative and qualitative methods allowed incorporating the 
measurable patterns with the contextual explanation of the social factors that form 
them. The research is designed in the form of comparative analysis, where Nairobi is 
the urban setting, with Kakamega and Kilifi countries as the rural settings.

The research population was the media users, teachers, and community members 
in the three locations. The quantitative component involved 612 participants who were 
stratified sampled, making sure that they were represented in terms of location, age, and 
educational background. Qualitative data was collected by 12 focus group discussions 
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and 38 in-depth interviews with teachers, media practitioners and everyday media users 
who were purposely sampled to represent various experiences of engaging with digital 
media. Structured questionnaires with closed-ended and scenario-based questions ad-
dressing digital access, frequency of use of the media, diversity of information sourc-
es and misinformation identification ability were used to measure quantitative data. 
Semi-structured interview guides and focus group protocols, as the methods of collect-
ing qualitative data, allowed participants to explain their information verification tech-
niques and the difficulties they face in their digital space. The analysis of documents of 
pertinent policy frameworks and media literacy educational resources in Kenya served 
as further contextualization. The frequencies, percentages, and mean comparisons were 
used as descriptive statistics to analyze quantitative data to determine the urban-rural 
trends. Thematic analysis of qualitative data was performed, and the transcripts were 
coded based on common themes such as the patterns of media use, source credibility, 
verification behavior, and the role of education and social context. 

The combination of the two streams of data through triangulation increased the 
validity and strength of the results. The main methodological elements of the study, 
such as locations, sample characteristics, data collection instruments, and analytical 
procedures are summarized in Table 1.The respondents were not forced to participate 
and informed consent was signed by all the respondents before data collection. The 
anonymity and confidentiality were assured, personal identifiers were eliminated, and 
no participants were subjected to any harm during the data collection process.

Table 1: Summary of Methodology

Component Description

Research Design Mixed-methods comparative study

Study Locations Nairobi (Urban); Kakamega and Kilifi (Rural)

Sample Size 612 survey participants

Qualitative Data 12 focus groups; 38 interviews

Data Collection Tools Questionnaires, interviews, focus groups

Analysis Methods Descriptive statistics and thematic analysis

Ethics Informed consent, anonymity, confidentiality

4. Results
The results indicate that there are definite and consistent differences in MIL be-

tween urban and rural citizens in Kenya. The increased access to digital has not yield-
ed similar amounts of critical information use; rather, disparities in skills, exposure 
to the media, and information settings have continued to distinguish the manner in 
which people acquire and utilize information.

The diversity of the information sources: City dwellers in Nairobi indicated that they 
have an average of 4.7 information sources, such as social media sites, online news, 
television, and institutional sites. Rural respondents in Kakamega and Kilifi indicated 
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that they had an average of 2.1 sources, mainly consisting of WhatsApp, community 
radio, and infrequent mobile browsing. The use by urban users is therefore in signifi-
cantly more diverse and information-rich media environments.

Misinformation Identification: In situations where it was required to detect false or mis-
leading information on a scenario-based assessment task, 67 percent of urban respond-
ents detected it correctly, as opposed to only 31 percent of rural respondents, a difference 
that can be attributed to variations in habits of source verification and bias recognition 
and cross-checking. Urban respondents also more frequently had formal media literacy 
training, which is probably a contributing factor to their increased evaluative competence. 
These contrasts can be seen in figure 1, with an increased exposure to a variety of media 
environments being associated with increased levels of critical engagement.

Figure 1 Urban–Rural Comparison of Media Literacy Indicators Note. 
Author’s fieldwork (2025).

Qualitative Findings: Rural respondents indicated that they placed a high trust in 
WhatsApp and community radio as they depended on the perceived authority of the sender 
in their social network and did not always verify information. Urban respondents, in their 
turn, reported more complicated engagement behaviors such as accessing multiple sourc-
es, cross-referencing descriptions, and having reservations about unverified information, 
which is indicative of more exposure to a variety of platforms and knowledge of evaluation 
tactics. One such observation is the presence of so-called connected yet vulnerable users in 
rural settings: people who have frequent access to smartphones and use digital platforms to 
communicate and consume entertainment content with little critical thinking on the con-
tent of the information they consume. One such finding was a tendency of overconfidence in 
a portion of the rural respondents who rated their information evaluation skills highly, but 
scored below average in assessment tasks. Such overconfidence can contribute to suscepti-
bility to misinformation by lessening the perceived necessity of verification. Local opinion 
leaders and peer networks were identified to be influential in influencing information flows 
and in some cases, they strengthened the proliferation of unverified information.
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5. Discussion
The results align with the re-conceptualization of digital inequality as a literacy di-

vide rather than merely an access divide (Aziz and Hossain, 2024). The continued dis-
parities in essential media competencies between the urban and rural participants 
prove that the connectivity does not ensure effective information interaction. Such 
findings align with the claims that digital realities are socially constructed, which are 
influenced by socioeconomic and cultural environments, which are not dependent on 
access to technology (Riinawati, 2025).

Based on Diffusion of Innovations theory, the extensive use of mobile technologies in 
rural Kenya validates that diffusion has taken place. However, the results undermine 
the belief that adoption has transformative effects; the lack of proper skills and insti-
tutional support can result in technology adoption instead of alleviating existing dis-
parities (Mbatha, 2024). The Uses and Gratifications theory assists in understanding the 
differences in media engagement: participants in rural areas mainly used digital instru-
ments to communicate socially and to entertain themselves, whereas urban ones prac-
ticed more information-focused activities (Jensen and Neuman, 2024). Such differences 
in behavior, however, are not merely a matter of personal preference but are structural 
limitations, such as the ability to obtain quality education and various media ecosystems.

The Bourdieuian model of cultural and social capital is especially enlightening in 
this regard. Urban subjects have increased access to education and institutional ex-
posure which serve as capital that allows the engagement with the media critically. 
The rural participants, who do not have equal resources, are structurally deprived of 
developing similar competencies (Ershadi, 2025) a trend that is in line with the rest of 
the empirical literature on the continuity of digital use gaps (Imran, 2023; Ngwenya et 
al., 2023), of particular concern are the misinformation findings. Their lower rate of 
identification among rural participants, coupled with the fact that the latter rely on 
socially mediated networks and the fact that they overestimate their evaluation skills, 
makes rural respondents highly susceptible to false content. This is in line with the 
observation by (Nugrahani 2022) that low media literacy is associated with an increase 
in misinformation vulnerability in social-media-dominated information spaces. Misin-
formation mitigation then, will not be able to rely on technological means solely, but 
should involve the systematic training of critical evaluation abilities.

The fact that digital access does not necessarily result in empowerment confirms the 
perception that technologies exist within and potentially support existing social struc-
tures without any specific supportive intervention (Almakaty, 2025). The importance of 
educational reform in the creation of equitable digital outcomes is supported by higher 
urban competence levels, which are associated with formal education and exposure to 
media literacy (Nyale et al., 2026). These results have policy implications. Digital inclu-
sion efforts should go beyond the infrastructure investment to develop essential media 
competencies, especially in rural communities. This demands an investment in educa-
tion, training of teachers and community based MIL programs. In the absence of these 
interventions, increased connectivity will lead to the creation of connected, yet incapa-
ble of exploiting digital opportunities, or safeguard themselves against its harms.
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6. Conclusion
This paper has explored the connection between digital inclusion and MIL in Ken-

ya with specific focus on the urban-rural gaps. The results indicate that even though 
the digital access has increased tremendously, the increase has not brought about the 
same degree of critical media competence. There is still a significant gap in the capac-
ity of individuals to assess, perceive, and apply information productively- a gap based 
on disparities in skills, media exposure, and sociostructural statuses and not only on 
connectivity. The geographic location acts as a major determinant of MIL outcomes. 
The city offers a variety of information, a more powerful education system, and in-
stitutional facilities that, in combination, encourage critical involvement. The rural 
context is defined by low media exposure, dependence on a restricted communication 
medium, and practices of information framed by social networks, which makes many 
people susceptible to misinformation even though they are digitally connected.

This paper also confirms the fact that digital technologies do not necessarily lead to 
empowerment, but their effects are mediated by education, access to resources, and 
social context. This discovery contradicts naive beliefs about the role of technology in 
development and points to the need to have a more nuanced view of digital inclusion as 
the intersection of access, ability, and context. This work is part of a developing litera-
ture that re-conceptualizes digital inequality in a multidimensional way. It is necessary 
to shift the emphasis of infrastructure-centric approaches towards the development 
of MIL to drive equitable engagement in the digital era. The best way to deal with these 
emerging and consequential forms of inequality is through integrating education, pol-
icy reform and community-based intervention.

7. Recommendations
On the basis of the findings the following policy, practice and future research recommen-

dations are suggested. MIL needs to be incorporated into the national education systems of 
every government at all levels, with critical thinking, information analysis, and digital lit-
eracy taught in primary through tertiary education, and specifically in rural regions where 
inequality is the greatest. The growth of infrastructure should be supported by programs 
that develop the ability of the users to critically use information. The national policies are 
also to help in the development of the localized and culturally pertinent MIL initiatives that 
are reflective of the unique communication practices of various communities.

The media practitioners, civil society organizations and educational institutions 
should work together in order to institute community based media literacy pro-
grams based on practical skills; checking information, detecting misinformation and 
cross-checking using more than one source. Training of the teachers and community 
leaders is especially crucial since they are the knowledge facilitators in their com-
munities. Collaborations with media houses and technology platforms may be used to 
help spread information properly and create tools that encourage critical participa-
tion, particularly on popular messaging platforms.
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The future studies ought to employ the longitudinal and contextual designs to 
understand the development of media literacy over time and geographical location. 
Mixed-methods approaches ought to be given priority to reflect the magnitude and 
intensity of digital inequality. Special consideration is to be given to the rural media 
practices, with the roles of informal networks and the local communication channels 
in the formation of information flows. This kind of work will offer greater insights to 
inform effective and inclusive intervention design.

8. Limitations and Future Research Directions
This research offers valuable information on how digital inclusion is associated with 

media and information literacy in Kenya, but various limitations must be considered. 
To begin with, the research is confined geographically to Nairobi, Kakamega, and Kilifi, 
which although providing valuable contrasts, might not be as representative of the 
experiences of the whole country. There are regional differences in culture, infrastruc-
ture and education systems which may affect media practices in a manner that is not 
fully reflected here.

Second, the cross-sectional design only captures data at one point and it is not pos-
sible to trace the development of media literacy with the dynamically changing digi-
tal technologies and information ecosystems. Longitudinal data would give a more in-
depth perspective on the adaptation of individuals. Third, although the mixed-meth-
ods approach makes the study stronger, there are inherent limitations. Responses to 
surveys can be affected by self-reporting bias- this can be seen where the respondents 
said they were confident in their ability to judge information but failed to do so in re-
al-life tests. The richness and context-specificity of qualitative findings are not neces-
sarily generalizable to the sample.

The research is mostly geographically, access-based, and education-oriented, and 
does not analyze other determinants that may have a significant impact, including lan-
guage diversity, gender relations, economic background, or automated delivery of the 
content. These should be investigated further. Considering these shortcomings, future 
studies must increase the geographic area to allow a more comprehensive comparison. 
Longitudinal designs are required to monitor the changes in media literacy over time 
and to evaluate the effects of educational and policy intervention. Further exploration 
of the rural media practices such as informal communication networks, local languag-
es, and community-based information systems would provide more context-sensitive 
information. The impact of new technologies, especially artificial intelligence and al-
gorithm-based content curation, on the ability of users to critically assess information 
should also be studied in the future. Lastly, interdisciplinary methods combining ed-
ucation, communication studies, sociology and information science would aid a more 
comprehensive view of digital inequality and the creation of inclusive media literacy 
strategies.
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